5. 3amuTa Ha HHOPMALUATA B MPEKOBa cpea
5.1.PuckoBe, cBbp3aHM ¢ padoTaTa B MpexoBa cpeaa

Kommiorspaure Mpexku ca Obremiero 3a oOMeH Ha uHpopMmanus. Te
HENPEeKbCHATO C€ pa3BUBaT M YCHBBPIICHCTBAT. To3u (akT Hamara
HEoOXOMMOCTTa OT CHTYpHA 3alllMTa Ha JaHHHUTE OT 3aryda Wi 3710ynoTpeda.
BB3HUKBAT Ba OCHOBHU IPHOPUTETA:

e 3amnmra OT OTKa3 U BH3CTAHOBSBAHE;
e MpexoBa CUTYPHOCT.

3aumTa OT OTKAa3 M1 Bb3CTAaHOBABAaHC

XapayepHuTe MoBpenu MoraT Ja ObJaT cepuo3Ha MpHuYMHA 3a 3aryba Ha
nH(popMaIHs, 3aT0Ba € HE0OXOIMMO B3EMaHETO Ha ONPE/ICIICHN MEPKH 32 3alliTa
¥ BB3CTAHOBSBaHE HA JJAHHUTE OT CPHBOBE. Morar Ja ce mpeanpueMar HIKOU
MPENOPHUYNUTEITHH JCHCTBHS B Ta3M HACOKA!

e l3mon3BaHe Ha aBapuUiiHO 3axpaHBaHe 3a M30srBaHe Ha MPOOJIEMH C
eJeKTpo3axpaHBaHeTo. YecTo cpelrad BapuaHT € BKItouBaHeTo Ha UPS
YCTPOWCTBA, KOUTO TPUTEKABAT OaTepuu, CHXPaHSIBAIIU OIPEICIICHO
KOJIMYECTBO 3apsijl, OCUTYpSBAllO0 BpeMe 3a paboTa Ha cucTeMara ciel
pEeKbCBaHEe Ha OCHOBHOTO 3aXpaHBAaHE.

e ApxuBHpaHEe Ha JaHHUTE C TOMOIITAa Ha MpOrpaMa 3a apXUBUPAHE, B
cllydaii Ha MOBpeia Ha TBBP.I JUCK Wi BUpyceH mpobiem. Heo6xoammo
€ OCUTYpsIBaHE Ha JIONMBJIHUTEIIHO YCTPOIMCTBA, KBJIETO Ja CE ChXpaHsIBaT
apXWBHUPAHUTE JAHHHU.

MpexoBa CUTYPHOCT

MpexoBara CUTYPHOCT € OCHOBEH IPO0JieM MpHU H3MOJI3BaHE Ha MPEXKOBA
cpena. ChimecTByBaT HEMAJIKO CIIy4Yaid, CBbP3aHU C MPOHMKBAHE B MPEKH Ha
IOPAaBUTEJICTBEHM U OW3HEC OpraHu3aliM, KakTO M CEpUO3HU aTakh OT
KOMIOIOTBPHU BUPYCH B IIHMPOK Maiad. TepMUHBT CHTYpHOCT ce 0OBBp3Ba C
HEOOXOUMUTE IeHCTBUS, KOUTO TPsIOBA /1a ce MpeAnpueMar 3a 3aluTa Ha eIuH
KOMIIOTBP U ChIbprKalllaTa ce B HEro MHpopMaius. 3amnjaxure Morar aa obaat
BBHIIIHYA U BHTPEITHHU.

BbHIIHM 3anmiaxm



BbHIIHUTE 3amiaxu MoraT Ja BB3HHMKHAT, KOTAaToO JIOKaJIHAaTa Mpexa €
CBbp3aHa KbM Jpyra mpexa, Hanpumep WMurtepner. M3mon3par ce pazauyHu
METO/IM Ha MPOHUKBAHE:

1. HeoTopu3upaHo U3M0I3BaHE HA YYKJM TOTPEOUTEIICKM UMEHA U TTapOJIu

Besiko nnie, KoeTto ce HyXaae OT JOCTBI 10 PECYPCUTE HAa ONpenesieHa
CUCTEMA WJIM MpEKa € HeOOXOAMMO J1a C€ NPEBBPHE B HEMH NMOTPeOMTEN upes3
NpU00MBAHETO HA aKAYHT - KOMOMHAIMS OT MOTpeduTencko ume (Username) u
napoiyia (password), KOUTo My OCHUTYpsIBAT ONpECIICHH TpaBa 3a JOCTBI 0
¢aiinose, nporpamu u xapayep. Ilaposara e mocienoBaTeIHOCT OT OYKBH,
upHU ¥ CUMBOJIH U CE U3I10JI3BA 32 yIOCTOBEPSBaHE HA IPABHIIHUS MOTPEOUTEIL.
[IpouechT Ha mosly4aBaHe HA IpaBa 3a JOCTBII 10 PECYPCUTE HA CUCTEMATA WUJIU
Mpe’kaTa ce Hapuyia oTopu3aunms. AKO HSKOM M3IO0JI3Ba UYXK] akayHT Oe3 /a e
YI'BJIHOMOIIEH 32 TOBA CE€ Ka3Ba, Y€ € HAIMIIE HEOTOPU3UPAHO HU3IOJI3BAHE U €
HaJMYHA MPEANOCTaBKa 32 HapylllaBaHe Ha CUTYPHOCTTA.

2. Araku ot Tun otka3 Ha yciryra (Denial of Service, DoS)

Te3n aTaku LesAT IPEKbCBAaHE HA YCTAHOBEHA BPB3KA WU BB3IIPEIIATCTBAHE
Ha Ch3/1aBaHETO HA TaKaBa KbM Mpexkara. Te He Ipeau3BUKBaT CPUB B CUCTEMATA,
a HaBOJHSBAT Mpe)kaTa ¢ HEMOTPEOHU MAKETH WM CUMYJIUPAT MPEXOB MPooIieM,
KOWTO MPEKbCBA KOMyHUKALIMATA.

3. IP cny¢dunr

[Ipu To3m moaxon ce mpomeHns IP aapeca Ha momarens B M3NpalIaHUTE
MIAKETUTE, Taka 4Y€ Ja W3IJIEeXKIa, Y€ Ca I'C€HEPUPAaHU OT CUTYPEH H3TOYHHK.
[TosmyuaTensar He 3Hae TOBa M HAcOYBa OTITOBOPUTE HA NPHUETUTE 3aiBKU KbM
X0CTa, CbOTBETCTBAIIl Ha 3ayokeHus |IP aapec.

DoS arakuTte 4ecTo M3MOI3BAT TO3U MOIXO/ 3a IPETOBAapBaHe HAa MpeXaTa u
yCTpoicTBaTa ¢ HOAIPABEHH MTAKETH.

4. KoMOIOTBEpHU BUPYCH U YEPBEU

KoMmmoThpHHATE BUPYCH Ca CaMOBB3MPOM3BEKIANTN CE MPOTPAMH, KOUTO
MOTAaT Jja Ce pa3mpOCTPaHIBAT OT €IHA CUCTEMa Ha Jpyra 4pe3 MPUKpPETsTHE Ha
KOJa UM KbM pa3inyuHu (aiisioBe, 0€3 ChbriacueTo WM 3HAHUETO Ha MOTPEOUTEIS.
Hsxoun ot Tsx ca 6e300uIHU U JOCaaHU (HApUMeEp HM3BEXIAT ChOOIICHUS Ha
ekpana). [[pyru ca 3moHaMEpPEeHH U Ce CTPEMAT KbM YHHIIIO)KaBaHE Ha (aiioBe
(mporpamu, JaHHK).



YepaesT € caMOBB3NPOU3BEK AL C€ BUPYC, KOMTO U3M0I3Ba MpeXkaTa, 3a 1a
pasmpaiia CBOM KONMsS J0 KpallHUTE YCTpOMCTBA. 3a pasiuka OT BHpYcCa,
KOMIIIOTBPHUAT YEPBEH HE c€ Hy)KJae OT IIpUKaYBaHe KbM BeU€ ChIIECTBYBalla
nporpama. PasnpoctpaHsBa ce KaTo IpUKpeneH (aiyl KbM eJeKTpOHHATa MO1a,
KaTo U3MbJIHUMU (aitnoBe, kato HTML ctpanuiu, chabpkaiy CKpUITOBE, TN
KAaTO JOKYMEHTH C MAKPOCH.

5. TposiHCKU KOHE

ToBa ca 3710HaMepeHH HpOrpamMu, NMPEACTaBsIIU ceOe CHU KaTo IOJIE3EH
codryep ¢ 1ein, cbOupaHe Ha BaxkHa MH(POpMALUS U U3IpAIlaHe HAa aTaKyBallus
WJIM OTBapsiHE HA BpaTWYKa B CUTYPHOCTTA Ha aTakyBaHaTa cuctema. Hampumep
JBKJIUB €KpaH 3a JIOTBaHE B CUCTEMATa, KpaxkOa Ha MOBEPUTEIHU TaHHU (TTapOJIH,
uH(popMalus 3a 0AaHKOBU CMETKH M KPEUTHHU KapTH), KOHTPOJ HAJl CUCTeMaTa u

Ap.
Bbrpemnu 3amiuaxu

Bprpemnure 3annaxu ca Te3M, KOUTO MOrar Ja C€ M3BBbPLIAT JTUPEKTHO
BBpXYy M30paHa cUCTeMa WM Tpe3 JIOKaJHaTa Mpeka. MOTHUBUTE 3a MOJA00HU
MpOOWBH B CUTYPHOCTTa MOTaT Jia ObJIaT CBHP3aHU C KOPIIOPATHBEH IIMUOHAK,
HEJIOBOJIHY CIYKMTEIM WK CIy4aliHU (HEIUTAHUPAHH) MOTaICHHS.

Mepku 3a CUTYPHOCT

BbHIIHUTE W BBTPEIIHUTE 3aIljlaxd Morar ja ObJaT H30CTHATH IpH
IpUJIaraHe Ha ONPEIEICHU MEPKH 34 CUTYPHOCT, KaToO:

1. N3non3Bane Ha OIICpalilMOHHHU CUCTCMH C BUCOKA CTCIICH Ha CUT'YPHOCT.

ChBpEMEHHHUTE OINEPALMOHHU CHCTEMH YJIOBJICTBOPSBAT TOBA M3HCKBAHE.
Hanpuwmep pasznoumHoctute Ha Windows wiu LinuX oyakBaT BBBEKIAHETO HA
BAJIMTHO TIOTPEOUTEIICKO MME U MapoJia, 3a Ja MO3BOJIAT 3apekaHe u paboTa cbe
cucreMaTa. ChXpaHEHUETO HA TTAPOIIUTE € BbB BUJI, HEYI00CH 32 OCHIIECTBIIBAHE
Ha JIECEH JOCTHII A0 TSIX.

2. ABTeHTHKaIMA U UACHTUDHUKALIAS

ABTEHTHKAIIMATA € MPOIIEC Ha YIOCTOBEPSBAHE Ha TIPABWIIHUS TTOTPEOUTEIL.
B xayecTBOTO Ha CHHOHUM Ha TepPMHUHA aBTEHTU(DUKAIIMS MOHSKOTa C€ U3MOI3Ba
TepMuHa 'mpoBepka Ha wujaeHTUYHOCT'. HMneHtudukanusra mMO3BOJSBa Ha



cyOekTa Ja Ha30Be ce0e CH. 3a IeNTa ce U3IM0I3BAT Pa3InyHi UIECHTU(PUKATOPH,
KaTO MMaposia, JIM4eH UACHTU(PHUKAMOHEH HOMEP, KPUNITOrpadCKu KITF0Y U Ip.

Hanpumep npaBrIHOCTTa Ha IIapoJIaTa 3a ONPENEICHO NOTPEOUTEIICKO UME
rapaHTUpa, 4e MOTPEOUTENAT € aBTEHTUYEH.

Jlpyr d4ecro M3MOJI3BAaH MAECHTU(QHUKATOP 3a YJOCTOBEpSBAaHE Ha
CaMOJIMYHOCTTA Ha PErMCTPUpaH Beue NOoTpeOuTeN Ha 1ajieH yeOcailT, kaTto yacT
OT MpoIleca Ha BIIM3aHe, € M3MOJI3BaHETO Ha ,,0uckBUTKU (COOKies). Te morat na
CHECTIT NOBTOPHO BBBEXKJAHE HAa MOTPEOUTEICKO MME U TapoJia MpPU BCEKU
cieaBal] JOCThII A0 TO3U calT. IlpencraBnsiBaT TEKCTOBUM JaHHM, KOUTO Ce€
ChXpaHsBaT Ha KJIIMEHTCKAaTa CUCTEMA, 0OBBP3BAT CE C KOHKPETEH Opay3bp U CalT,
U ChAbpKAT MHPOpMAIHs, KOATO Opay3bpa M3Mpala KbM ChpBbpa MPU BCsIKa
HEroBa 3asiBKa. BUCKBUTKHTE UMAT pa3JIny€H MEPUOJI HA BATUIHOCT, OT BpEMEHHU
(aiinoBe, chlIecTBYBallM 10 MOMEHTAa Ha HalyCcKaHe Ha yeOcalTa wWin
JieaKTUBUpPATE Ha U3MO0J3BaHMs yeb Opay3bp, 10 3aMa3eHu 3a yKa3aH CpOK.

3. Kpunrtupane Ha nanaute

Kpuntupanero Ha [gaHHUTE € TEXHOJOrWs, Oa3upaHa Ha HaykaTa
kpuntorpadus. Kpuntupanero u3mona3Ba KOJ HIM KIIOY 3a pa3ObpKBaHe
(mmdpupane) u cien ToBa 3a moApekaaHe (nemudpupaHe) Ha JaHHUTE, C T
NPEICTaBIHETO WM B ITbpBOHAuYanHaTa UM ¢opMma. J[aHHWTE ce KPHUITHUpAT C
MIOMOIIITA Ha AITOPUTHM WM MUQBP.

4. W3non3Bane Ha 3amurTHa cTteHa (Firewalls) u mpokcu cbpBbp

3ammTHATa cTeHa GUITPUPA BXOANITUTE U U3XOASAIINTE MTAKETH U OTIPEISIIs
Jand Jla paspeni NpeMHHABAaHETO Ha JaJieH MakeT. s ce HacTpoiiBa OT
aJIMIUHUCTPATOPa Ha MpeXaTa 1 OOMKHOBEHO Ce pasroJiara Ha nuio3a (gateway)
Ha MpeKara.

[Tpokcu cHpBBPBHT (YHKIIMOHHPA KATO MOCPEIHUK MEXKAY CHUCTEMHUTE OT
BBTpEITHATA MpEXa U TE€3W OT BBbHINMHATa. Hampumep emHa oT GyHKIUUTE Ha
TaKbB CHPBBD € CBBbp3aHa ¢ KemupaHe (cbxpaHsBaHe) Ha Web crtpanuim 3a
nonoOpsiBane Ha kadectBoTo Ha Web ycnyrara.

5. M3non3BaHe Ha aHTUBUPYCEH codTyep

B nHemHO BpeMe € 3aAb/DKUTENHO M3I0JI3BAHETO HAa AHTUBUPYCHU
porpamMu 3a 3allluTa Ha cHUcTeMaTa OT BHUPYCH. AHTUBUPYCHUSAT codryep



OTKpPpHBa BUPYCHU I/IH(l)eKI_II/II/I, CUTHAJIM3Upa 34 TAX U CC OIIUTBA Ia MPCAOTBPATU
CBCHTYAJIHHU TCXHU IMOPAKCHUA.

6. OrpanuuaBane Ha GU3UYECKUS JOCTBI

Tasu cThmka e cBbp3aHa C onpeAessiHe Ha CTENEHTA Ha TUPEKTEH (PU3HIECKU
JOCTBII Ha JIMLA O pecypcuTe Ha mpekarta. [Ipu BUCOKa CTENeH Ha CUTYPHOCT
CBhPBBPUTE U yCTPOMCTBATA 3a Bpbh3Ka TPSOBA a C€ MOCTABST B 30HU 0€3 JOCTHI
Ha (U3MYECKH JIMIAa, OCBEH YI'BJIHOMOIICHUTE 3a ToBa. PaboTHHTE cTaHIuW,
KOUTO Ce HAMHPAT B HE3AIIUTEHU pailoHH TPsOBa Ja OrpaHUyaBar o copryepeH
HAYMH JI0CThIIA 10 BAKHUTE JaHHU B MpexKara.

OCHOBHM HOPMATHBHH JOKYMEHTH

CbBpEeMEHHOTO OOIIECTBO W CBBP3aHUTE C HEro  OOIIECTBEHO-
MKOHOMHYECKH PEATHOCTH Ca MPSKO 0OBBP3aHU C KOMITIOTBPHUTE TEXHOJOTHHU U
TSAXHOTO JUHAMUYHO pa3BuTHE. To3u ¢akT mopakaa 3HAUUMH FOPUIUYECKU
npo0JieMH, CBbpP3aHu ¢ MpaBHATA perjlaMeHTaIus Ha codryepa, 6a3uTe JaHHU U
3alMTaTa UM KaTO UHTEJNEKTyalTHU NpoayKTH. OUIUIIMHUTE ca IbpBaTa CTpaHa
B CBeTa, BKIwuWia mnpe3 1972 r B aBTOPCKOTO CH MPABO KOMIIOTHPHUTE
nporpamu. IIpe3 1980 r. B CAIIl cwiio ce nmpueMa 3akoH 3a ABTOPCKOTO MpPaBo
BBPXY KOMIMIOThpHUTE Tiporpamu. [1ogo0HM cThIIKM ce TpaBAT BB OpaHIus u
I'epmanus. Ilpes 1991 r. CeBerbT Ha EBpomeiickure OOIMIHOCTH U3aaBa
EBpomneiickara qupekTrBa 3a MpaBHa 3allliuTa Ha KOMIIOTEPHUTE IPOTPAMH.

bearapckusT 3akoH 3a aBTOPCKOTO NpaBo U cpoauute my npasa (3AIICIT)
CBIIO pa3riiek]a KOMIIOTBPHUTE MPOrpaMu U Oa3uTe JaHHU KAaTo OOEKTH Ha
aBTOPCKO TPaBO M CHABpPKA TEKCTOBE, CBBbP3aHU CBHC 3aKpuwiara MM OT
M3M0J3BaHe, KOMUPAHE U Pa3NpOCTPAHEHHUE.

MUHAMATHOTO HHUBO HAa TEXHWYECKHM W OPTaHU3AIMOHHH MEPKH IIPHU
00paboTBaHEe HA JUYHU JAHHU M JIOMYCTUMMS BHUJ 3allUTa Ca ONPEACICHU OT
Komucusita 3a 3ammura Ha muunute gaaHu B Hapen6a Ne 1 ot 30.01.2013 1. Ts
pasriexa 3alurara Ha aBTOMAaTU3UPAHUTE WUH(POPMAIMOHHU CUCTEMHU W/WIU
MpEXH KaTO CUCTEMa OT TEXHUYECKH W OPTraHU3aI[MOHHH MEPKH 3a 3aIlluTa OT
He3aKOHHU ¢hopMH Ha 00pabOTBaHE HA JIMYHUTE JaHHHU.

VYcnoBusiTa U pela 3a MPENOCTaBsSHE Ha YJIOCTOBEPUTEIIHU YCIYI'HM 4Ype3
€JIEKTPOHHU JOKYMEHTH M €JIEKTPOHEH IMOJIKC Cca ONHWCaHu B 3aKoHa 3a
€JIEKTPOHHUS TOKYMEHT U €JIEKTPOHHUS MOJIIUC.



OCHOBHU NPUHIMUIN, TAPAHTHPALIM CUTYPHOCTTA HA MHGpOpMAaLHATA

[IpeacraBeHUTE MEPKH 32 CUTYPHOCT MMAT 3a LIEJ Ja 3ara3siT OCHOBHUTE
MPUHIINIIY, CBBP3aHH C TApAaHTHUPAHE HA CUTYPHOCTTa Ha MHPOpMAIHITA:

® TMpeAOTBpATABaHE HAa HEYMBIHOMOIICH JOCTHI JO JaHHUTE U
pEeCypcHTe Ha CUCTeMaTa U MpexaTa.

e 3ara3BaHe Ha KOH(PHUACHIIMATHOCTTA (MMOBEPUTEITHOCTTA) U IEIIOCTTA
Ha HHPOpMAIUATa, KOETO 03HaYaBa, ye T MOXKe Jja Ob/ie U3MOI3BaHa
Y TIPOMEHSTHA CaMo OT YIThTHOMOIIEHU TTOTPEOUTEIH.

® OCHUTYpSIBAHE Ha HEMNPEKHhCHAT JOCTHII 33 YITBIHOMOIICHUTE
OTPEOUTEIIH.

® W3M0JI3BaHE HAa CTAaHIAPTU3UPAHU PEIICHUS 3a 3alluTa, Oa3upaHu Ha
MEXIYHAPOIHH CTaHJIAPTH M MPOTOKOJIN 32 CUTYPHOCT.

OCHOBHU HAYHHU M CPeCTBA 32 3alIMTAa HA MPeKATa 0T HEOTOPU3UPAH
A0CTHI

OcCBhIEeCTBABAHETO HA MEPKUTE 3a CUTYPHOCT MOKE J]a ObJi€ MOCTUTHATO IO
pa3IMYHM HAa4YMHU U C pa3iIUyYHU cpeicTBa. Te morar na ObIaT peaau3upaHu
coTyepHO WM XapAyepHO, a MOHAKOTra U KaTo KOMOMWHAIMS OT ABaTa MOAXO0/a.

1. Ho,um)pxcaﬂe Ha HOTp€6I/ITeJII/I C pa3JIM4YHA HUBA HA JOCTBII

[TonabprkaHeTo Ha MHOKECTBO IMOTPEOUTENH OT €HA ONIEPAIlMOHHA WK Yeb
crUcTeMa € BB3MOXKHOCT, KOSTO TO3BOJISIBA W3IMOJI3BAHETO HAa IMOTPEOUTENICKU
aKayHTH 32 OCBILECTBSBaHE Ha JIOCTBII IO CHCTeMara Wim Mpexara. [IpomechT Ha
OoTOpH3anys 3aJaBa MPaBOMOIIMATA HAa BCEKH IOTPEOWTEN, KOETO BOIH MO
OrpaHMYaBaHE Ha JCHCTBHATA MYy JO MO3BOJICHUTE 332 HEro, C KOETO OINpEesess
HEroBOTO HMBO Ha HocThn. Hampumep Windows 10 mpemiara Bb3MOXKHOCT 32
CH3[IaBAaHETO W M3IIOJI3BAHETO HA JIBA THIA aKayHTH, OCUTYPSBAIIU Pa3InIHU
HHBA Ha JJOCTBII:

o Anmunuctpatopcku (Administrator), mo3BossiBail IbJICH KOHTPOJI Hajl
KOMITFOTBPA M JAOCTBIT IO BCHYKH IPOTPaMH, HACTPOHKH, (ailioBe u ap.
Morar 51a ce ch37aBat WU IPeMaxBat IPyTrd MOTPEOUTEICKH aKayHTH, 1a
Ce W3BBPIIBAT HACTPOWKM HA OINEpallMOHHATA CHUCTeMa, Ja Ce
UHCTAIMpAT/ IenHCTATMPAT COPTYEPHU U XapAyEePHH KOMIIOHCHTH.

e Crannapren (Standard), koiTo orpannyaBa HOTPEOUTEIS IO U3IOJI3BAHE
Ha coTyep M BB3MOXKHOCTTA Jia MPaBH MPOMEHHU, KOMTO HE yKa3BaT



BB3JCHCTBUE BBPXY JAPYTrUTE TMOTPEOUTENN WIA CUTYPHOCTTa Ha
cucremara.

2. V3non3BaHe HA CUTYPHH MapOJIH

BaxkHa 4acT OT BCEKM IUIaH 3a CHTYPHOCT € M3IOJI3BAHETO Ha KOJIKOTO €
BB3MOJKHO IO CcJI0XkHa raposa. Korato ce Hanara motpeburen na u3dupa maposia
CUTYPHHUTE CUCTEMH HajlaraT HIKOW M3UCKBaHUS (TIOJMTHKH ), KaTo:

e [lapomute He TpsOBa Aa OBIAT OYMH HIIM YUCIA, KOUTO JIECHO 1A
ObJaT OTraTHATH MOPAHU TSIXHATA BPH3KA C MOTPEeOUTENs (Hampumep
uMe, pamuius, poXKJIeHa 1ata u ap.).

e [laponara TpsiOBa na Ob/Ie IeCcHA 3a 3alIOMHSHE OT IOTpeOUTe, 3a 11a
HE CE 3aIlMCBa HAKB/IE.

e [loBeyero cuUCTEMH, MOIBPIKAIIM ITAPOIIH, TPABAT PA3INKa MEXKITY
rJIaBHA U MaJika OykBa. M3mon3BaHeTo Ha KOMOWHAITHS OT TSAX Ch3/1aBa
no-curypsa mapoJa (Harnpumep AIEXooTr).

e [lo-romsmMaTa IhDKMHA HA MapojiaTa U BKIIOYBAHETO Ha CICIHMATHU
CHMBOJIH 5 IpaBu No-curypHa (Hanpumep AlEX!2#00Tr).

e B cpena ¢ BUCOKAa CUTYPHOCT MOTPEOUTENIUTE € HEOOXOAUMO Ja Ce
3aJIbJDKABaT Jla CMEHAT MapoJiaTa Ha ONpENeeH NMEpUoa OT BpEMe,
KaTo HOBaTa He TPsAOBa Jla MpUIMYa Ha cTapaTa.

3. Kpunrupane Ha daiinose

Kpuntupanero Ha daiisioBe e oneparus, KosTo mudpupa CbIbp:KaHUETO HA
¢aitoBeTe M W 3amasBa BB BHJI, KOUTO HE MOXeE Ja OBbJe MPOYETEH OT JPYT,
OCBCH OT CBH3/IaTeJIs M. 3a MIPABIIIHOTO UM pa3uyuTaHe € HEOOXOIUM KITF0Y, KOUTO
npuTexaBa camo codcrtBennka uM. Hampumep Windows 10 mpemrara TakaBa
BB3MOYKHOCT OT KOHTEKCTHOTO MEHIO Ha U30paH (ailt upe3 Mmocae0BaTeTHOCTTa
ot ctoeiiku Properties/Advanced/Encrypt contents to secure data.

4. V3nos3BaHe Ha KPUNITUPAIIU TPOTOKOJIU

Kpuntupamure nporokosin ca HeoOOXOJUMH 3a 3allUTa Ha JaHHUTE IpHU
npeHoc 1o Mpexata. ChllecTBYBaT pa3IMuHU pealn3aliy Ha TaKuBa MIPOTOKOJIH.
Hampumep TLS (Transport Layer Security) u HeroBusT npeamecTBeHUK SSL
(Secure Sockets Layer) ca kpuntupaiiu npoTOKOJIN, OCUTYPSIBAIIY CUTYPHOCT Ha
KOMyHUKarusaTa o MurepHeT. YeOcaliToBeTe, KOUTO H3IMOJ3BAT KPUITHpPaHA
Bpb3ka cbc SSL unu TLS umat URL ¢ npedukc "https:", BMmecto "http:".



5. Uznon3Bane Ha enekTpoHeH (U(POB) MOAMHC

EnexTpoHHMAT noanuc 3aMecTBa CTaHAAPTHHS NOANMC IIPU MOANMCBAHE HA
€JIEKTPOHHM JOKYMEHTH. TOM € €JeKTpOHEH, KpUIITHpaH Iedar 3a
NOTBBPKJIaBaHe, ue U3npalaHara uudposa nHpopManys uasa OT MOANKUCBALLUSL
U He € u3MeHeHa. [{ludpoBusaT noanuc He KpUNTHpa JaHHWUTE, a Ilomara Ja ce
rapaHTupa:

e ABTEHTUYHOCT — IIOTBBPXKABa, Y€ MOANUCBAILHUAT € TO3H, 32 KOTOTO
CE MPEJICTaBs.

e [[stocT - rapaHTHpa, Y€ CBHABPKAHUETO HE € IPOMEHEHO WU
MaHUIYJIUPAHO clie] TU(PPOBOTO MOANKCBAHE HA JOKYMEHTA.

e HeBb3MOXHOCT 32 OTpHYaHE OT CTpPaHA HA MOANMCAINA — JTOKa3Ba
MIPOU3XOIBT HA €THO MOJIIMKUCAHO EJIEKTPOHHO ChIbPIKAHUE.

6. CurypHocCT Ha eJeKTpOHHATA Mouia

Enextponnara nomia Moxe aa 0bJie JOCTHITHA 3a MOTPEOUTENUTE upe3 yeo
MPUIIOKEHUE WIH MOMICHCKU KIIMEHTCKHU coTyep, MHCTATUPAaH Ha U3M0J3BaHaTa
cucrema (Harmpumep Windows Mail). TIpenoprsuntenHo ¢ nmpu u3npariane win
MoJTy4aBaHe Ha ChOOIIEHNE J]a C€ OCUTYPH BPb3Ka Upe3 KPUIITUPAIIU TPOTOKOJIH.
[Toutn Bcuuku yeb BapHaHTH 3a €IEKTPOHHA MOI[a B MOMEHTA MO bPKAT TaKbB
TUI Bpb3ka. Moxe na ce pasmosnae mo URL mpedukca "https:". Tlomenckusat
KJIIMEHTCKH CO(PTyep ChHINO JaBa Bb3MOXKHOCT 3a M3IOJI3BAHE HA KPUIITUPAHE,
KOETO Ce 3a/laBa MpHU HACTPOWKA Ha OMIIMHUTE Ha TMOIIEHCKHUS aKayHT, CTUTa Ja
ObJe MONIBPXKAHO OT JOCTaBUYMKa Ha yciyrara. JombIHWTETHO W B JBaTa
BapHaHTa MOXE Ja Ce€ W3MOJ3Ba EJNEeKTPOHEH TMOAMKMC 3a JO0Ka3BaHe Ha
ABTEHTUYHOCTTA Ha CHOOIIEHUETO.

HpI/I H3II0JI3BAHC Ha CJICKTPOHHA II0Ia € HMPCIOPBUUTCIIHO CIIA3BAHCTO HaA
CJIICAHUTC CBbBCTHU.

e Jla He ce OTBapST €IEKTPOHHU CHOOILIEHUS aKO TOIATENIAT JIUTICBA, HE
€ pa3no3HaT WIH MOJIETO 3a MOoAAaTeN ChAbpPKA JAaHHU HA MMOTyYaTes;

e Jla ce urHopupar choOILIEHUs, ChAbPKAIIN CAMO XUIIEPBPH3KHU.
7. TlogabpxkaHe HA aKTyaJIHU BEpCUU HA COPTYEPHUTE MTPOIYKTH

AKTyaJIHUTE BEPCHUU Ha HW3MOJI3BaHMS coPpTyep paspemiaBar mpodjemMa c
OTKpPUTH OBIOBE, KOUTO MOTAT JIa c€ OKaKaT MPEANOCTaBKa 3a HapylllaBaHEe Ha



CUTYPHOCTTA Ha cucteMara. [IpenopbuuTenHo € 1a ce U3BbPIIBA aKTyalu3alus
Ha WHCTanupanute nporpamu. OOHOBSIBAHETO HA AHTUBUPYCHUS codTyep H
BIJICHTUTE HA OllepallMOHHATa cUcTeMa TpsA0Ba J1a c€ U3BbPIIBAT NEPUOIUYHO, a
TaM KbJIETO € Bb3MOKHO U aBTOMAaTUYHO.

8. KonTtponupane Ha AOCTBIIA JO MpeXkaTa Ype3 3alllUTHA CTEHU

3a KOHTPOJIMpPAHE Ha JI0CThIIA IO MpeXaTa MOraT Jja c€ U3MO0JI3BaT 3allUTHU
CTeHH, KOMTO Jla ca MOJYMHEHU Ha IJIAHWPAHU TMpaBWiIa 3a 3allUTa CIPSIMO
MOTOKA OT JIaHHU, KOWTO Tps0Ba Aa Ob/e paspeiieH. Bb3M0OXKHO € BHEIPSIBAHETO
UM U B JIOKaJIHATa Mpeka 3a Ch3/1aBaHe Ha OE30MacHOCT MPU ChbBMECTHA paboTa
Ha pa3IU4YHU OTJIEIH, OPHUCH U TPYIIU OT €HA U Chlla opranu3anus. Te morar na
ObaaT peanu3upanu copTyepHO WM Ja KOMOMHUpAT XapAyepHU U cOPTyepHU
pemienus. CopTyepHHUTE 3alIUTHU CTEHU MOraT Ja ObJaT HHCTAIMPAHU Ha BCEKU
NEpCOHAJIEH KOMIIOTHP, 3a Ja IO 3alluTaBaT, JOKAaTO XapAyepHUTE ca
npeaHa3HaueHH 3a 3aiuTa Ha Mpexata. OOMKHOBEHO, KOTaTo e/lHa MporpaMa ce
OIUTA Jia OCBIIECTBY JOCTHII 10 IHTEpHET 32 MbPBU BT, COPTYEPHUTE 3ALIUTHU
CTCHHM MUTAT JAJIH Ja U pa3pemiaT JOCThII. 3allUuTHATA CTeHA HE MOXKE J1a 3aIlUTH
OT BUpYCHA aTakxa.

3ajaBaHe mpaBa Ha JOCTBII 10 PeCypcH B JIOKAJHA Mpeka B cpelaa
Windows 10

B npemunaus ypok Oerre mpeacTaBeHa MOCIEAOBATEIHOCT OT CTHIIKHU 3a
CIIOJICIISIHE Ha ITallka U MPUHTEP B cpejaTa Ha onepamnronHaTa cuctema Windows
10. B crpnka 4 Oemie KOMEHTHMpaHAa BBH3MOXKHOCTTAa 3a M300p Ha HHMBO Ha
NO3BOJICHHE MEXIy mpeiokeHute omuu Read (camo 3a dereHe, ™o
nonapa3oupane) u Read/Write (¢ mobaBsHe Ha M03BOJIEHHE 32 MOIUDUIIUPAHE U
U3pHBaHE).

CrlliecTBYBa BapuaHT 3a OTJIaBaHE HA pecypca (mankara) ¢ M3M0JI3BaHETO Ha
oyrona Advanced Sharing (¢urypa 1). To3u OyToH OTBaps HOB MPO30peELl, B
KOHTO TpsiOBa /1a ce coku oTMeTKa Ha ommusaTa Share this folder u na ce mocoun
MMe, C KOETO ce oThaBa pecypchT (Hanpumep [lanxa3aCnoodenane). C OyToHa
Permissions ce 3ajmaBa rpymnara Wik OTACIEH HOTPeOUTEN, ¢ KOUTO Ce COoACIs
pecypca. B To3u npuMep ToBa ¢ nojpasoOupainara ce rpymna Everyone, 3a kosrto e
noctaBeHa M OTMETKa 3a Mojauduipane Ha qokymenTa (Change) B kosoHkaTa
Allow. Be3amoskaKTE omuu 3a u300p ca:



e Read — mo3BonsiBa Ja ce BHXKIAT MMEHATa Ha OTACIHUTE IMAIKH,
(aityioBeTe M TEXHUTE aTpUOyTH, Ja C€ CTapTUpaAT MPOTrPaMHu, jJa Cce
Komupar Qaiose.

e Change - BkmouBa Bcuukd mnpuBHiIerur oT Read kato mgombiBa
MO3BOJICHUS 3a: Ch3[aBaHE Ha MarkH, J00aBsiHe Ha (aijioBe KbM
nanky, MoaAu(UIIMpaHe Ha ChABPKAHUETO BHB (haljioBeTe, N3TPUBAHE
Ha (halIoBe WIIH TIAIKH.

e Full Control — BxirouBa Bcruku npuBriteruu oT Change kato go6aBs
BB3MOKHOCTH 34 IIPOMSIHA HA ITO3BOJICHUA 34 q)al\/lIJ'IOBe U B3CMAaHC Ha
cOOCTBEHOCTTaA BBPXY TAX.
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¢durypa 1 znonssane na Advanced Sharing
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durypa 2 Jobassne na opye nompebumen uiu epyna

M3nons3sanero Ha omiusata Advanced Sharing He u3BbpiiBa MoaudUKaIH
B CEKIMATa Security, cBpp3aHu ¢ IejieBaTa rpyla Wid IIOTpeOWTEs, 3aToBa €
HEOOXOAUMO TE€ [a C€ HampaBAT JONBJIHATEIIHO W Ja ca ChOOpa3eHH C
IPEIBAPUTEIIHO 3a1aJ€HUTE IIPaBa.

Windows 10 mo3BosisiBa 1 Bb3MOXKHOCT 3a OTJIaBaHE Ha JaJIeH pecypc Mo
pas3IMYHKM MMEHA C Pa3IMIHU ITO3BOJIEHHS 32 JOCTHII 38 PA3IUUIHUTE IOTPEOUTEIH
U IpyId. 3a U3BBPIIBAHE HA TOBA ICHCTBHE € HEOOXOAMMO J1a Ce U3I10J13Ba OyTOHA
Add ot mpo3opema Advanced Sharing, nokazan Ha ¢urypa 3.
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durypa 3 Omoasane na pecypc noo pasiudno ume

Hskxou nenctBus u CbBCTHU, CBBP3aHU C YIHPABICHUCTO HaA CIIOACIICHUTEC
peCypCH M 3aJaBaHCTO Ha IMO3BOJICHHUA 34 TAX, MOraT aa 6’I>,HaT MpEeaACTaBCHU I10
CJIICAHHA HAYUH!

e Omnpenensar ce NOTpeOUTENNTE, TPYIIUTE U TEXHUTE MO3BOJICHUS 32
HEO0OXOAMMUTE UM PECYPCH.

e Bb3MoxkHOCTTa 32 00€IMHABaHE HA MOTPEOUTENU B IPYNH YIIECHIBA
mpoleca 1o 3aJaBaHe Ha MO3BOJICHUS BbPXY CIIOCIIEHUTE PECypPCH.

e [lo3BoJsicHUSITA Tp}I6Ba Ja CC 3aaaBat IICCTCIINBO.

e Pecypcure ce opraHu3upaT Taka, Y€ IANKd HWMAlld e€JIHAKBU
M3HMCKBaHUS 32 CUTYPHOCT, Ja OBbAAT pa3MojOXKEeHH B oOlia mMamka,
CIIe/T KOETO caMo T4 Aa ObJe CHoAeTeHa.

e HasHnaueHuTe nMeHa Ha CHIOACTICHUTE PECYPCH TPSIOBA 1a OCUTYpsIBAT
JIECHOTO MM DPAa3MO3HABAaHE U HAMHpaHE OT MOTPeOUTENnTe, KaKTO U
7ia ce MOAABPKAT OT BCHUYKH ONEPAIIIOHHH CHCTEMH.



