7. NAT (Network address Translation)

NAT (Network address Translation - RFC 3022) e moaxoxa, ocurypsiBaig
npeoOpa3yBaHe Ha JIOKAJHHU B €IMH WU HAKOJKO riodanuu IP agpeca. Llenta e
NpeACTaBsAHC Ha JIOKAJTHUTC XOCTOBC B I/IHTepHeT IIPOCTPAHCTBOTO 4YpE3
OTpaHUYCHO H3MoJ3BaHe Ha TiodanHu IP anpecu. ChiecTByBaT TpU OCHOBHHU
peanu3alunu Ha TO3U NOAXO, ITOJIbPKAHNA OT MAPLIPYTU3UPALIATE YCTPOUCTBA:

® CTaTWYHA — CHIIOCTABs HA BCEKU BHTPEIIICH aJIpec pa3InyueH riiodaneH
azpec;

e JUHAMHUYHA — OOBBP3Ba Tpyla OT JIOKAJIHU ajapeca C €IuH WU
HSAKOJKO TioOanHu anpeca. 3a uenta, B NAT Tabmuuure Ha
MapIIpyTU3aTOPUTE, KBIAETO CE€ acolMUpar JiokajaeH ¢ riodaneH |P
aapec, ce no0aBd W TOPT, WACHTU(DHUIMPAIT KOMYHUKAIIMOHHUS
POIIEC;

e cmMmeceHa — o0eIMHsIBA U30POCHUTE MPEIU TOBA peah3alliu.

JIOKAJICH ajipec rjodajieH ajpec

192.168.0.5 87.97.197.51

192.168.0.15 87.97.197.52

Tabdauna 1 Cmamuuno pasnpedenenue

JIOKAJIeH ajipec nopT riao0ajieH aapec nopT
192.168.0.5 80 87.97.197.51 6880
192.168.0.15 3389 87.97.197.51 6689

Tadauna 2 Junamuuno pasnpeoeienue

7.1. Kondurypupane u norsbp:xiaBane Ha qunamuynata NAT B Cisco
pyTep
HunamuyHa NAT (KbA€TO BBTPELIHUTE JIOKATHU aJPECH CE TPAHCINPAT BbB

BBTPEILICH TJI00aJIeH ajpec, KaTo IMHAMUYHO UM C€ TIPUCBOSIBA aJIpec OT Tpymna
ChC CBOOOIHM a/Ipec) MOKe Jia c€ KOHPUTYpUPa CbC CACAHUTE CTHIIKU:



Crpnka 1: Cp31aBaHe Ha CIIUCHK 3a KOHTPOJI Ha gocthia (ACL), koiito ma
CBIOCTaBS BHTPEIIHUTE JIOKAIHU aJIpECH, KOUTO 11I€ ce TpaHcaupaT. Brnpeku ue
MO>K€ J]a C€ U3MOJ3Ba Ui UMeHyBaH win Homepupan ACL, wiu ctangapTeH uin
pasmmmpern ACL, komaHaaTa 3a cb3gaBaHe Ha ctanaapteH HoMmepupan ACL (B
rJI00aJICH PeXUM Ha KOH(PUTYpUpaHE) €:

access-list {1 - 99} permit network_address wildcard_mask

Crbnka 2. [lepunupane Ha NAT rpyna, chabpikaiiia HATMYHUTE BbTPEIIHU
r100aTHu aJipecy 4pe3 KOMaHaTa

Ip nat pool pool_name startingjp endinfjp netmask subnet_mask

Crbnka 3: [TocouBane Ha BpTpemnieH 3a NAT untepderic upe3 komaHaaTa
Ip nat inside

Crbnka 4: [TocouBane Ha BbHIIIEH 32 NAT unTepdeiic

Ip nat outside

Crbnka 5. Cebp3Bane Ha ACL (uaeHTuduimpai BbTPEIIHUTE JOKATHU
anpecu) ¢ rpynata NAT (uaeHtudunupaiia BbTPEUTHATE II100aTHUA aJIpecH)

Ip nat inside source list acl pool nat_pool

7.2.Kondurypupane u norBbp:kaaBaHe Ha cratuyna NAT B Cisco
pyTep

3a pasznuka oT AMHaMUYHOTO KoH(purypupane Ha NAT, koHpurypupaneTo
Ha cratnyHa NAT He m3uckBa ACL mnu rpynma NAT. Bmecto ToBa Morar aa
ObIaT mojajgeHu cepus OT KOMaHAM 3a Aa uHcTpyktupane Ha NAT kak ga
U3ITBJIHSIBA TPAHCIIALUUTE CH.

CrpnkuTe 3a W3NBJIHABaAHE HAa KoH(purypupanero Ha ctatuuHa NAT ca
KaKTO CIIe/Ba:

Crbpnka 1: Cp3paiiTe €0HO WM NOBEYE CBHIIOCTaBSHHUS HA BBTPEIIHU
JIOKAJIHU aJIpeCU KbM BBTPEIIHHU ITI00ATHU apecy ¢ KOMaH1aTa

Ip nat inside source static inside_local_address inside_global address,
Crbnka 2: [TocouBane Ha BbTpenieH 3a NAT untepderic upe3 komaHgaTa

Ip nat inside



Crtbnka 3: [TocouBane Ha BrHIIIEH 32 NAT unTepdeiic
Ip nat outside
7.3.PAT B Cisco pyrep

Enno neyno6ctBo B 6a3zoBata NAT e ToBa, ue ChllleCTBYBa ChIIOCTABSIHE
€IHO-KBM-€JIHO MEXAY BBTPEUIHUTE JOKAJTHU aIpeCH U BHTPEUIHUTE TII00ATHU
aZipecu, KOETO O3HauaBa, 4Ye eJHa KOMIaHus OM MMaja HyXJa OT TOJKOBa
nyOianuHo Mapuipytuzupanu [P anpecu, KoakoTo Ha Opoii BBTPEIIHU YCTPOHCTBA
c Hyxna ot [P agpecu uma. ToBa He ce Mamadbupa 100pe, Thif KaTo JOCTABUUKBT
Ha YCJIYTH 4eCTO 1€ OCUTYpsiBa KiueHTa ¢ enud [P agpec wiu manbk Opoit ot [P
azpecu.

3a mractue Mapupytusaropute Ha Cisco mnomaspxkar Port Address
Translation (PAT), kosiTo 1103BOJISIBA HA MHOKECTBO BHTPEITHHU JIOKAJHUA aIpEeCH
Ja CHOJAENAT €IWH BbTpeuleH TriodalieH anapec (T.e., €IUH MyOJHUYHO
Mapuipytusupat IP agpec). CnomHeTre cu, 4e KOraTo e€uH KJIUEHT u3mparnia [P
MaKeT, MakeThT He camo uma [P aapec Ha M3TOYHWKA M HA TIOJTydaTessi, HO ChIIO
Taka ©Ma ¥ HOMEpP Ha MOopTa Ha W3TOYHWKA U nonydarens. PAT usnonssa te3u
HOMEpa Ha MOPTOBE, 3a J1a MPOCieIsaBa OTACTHUTE KOMYHUKAMOHHH MTOTOLH.

Crbnka 1: Cp3gaBade Ha CIIUCHK 3a KOHTpouI Ha gocthia (ACL), koiito ma
CBIIOCTaBs BBTPEIIHUTE JIOKAJIIHHA aJPECH, KOUTO 11I€ C€ TpaHCIUpaT. Benpeku ue
MO>K€ J1a C€ M3M0J13Ba WM UMeHyBaH Wi Homepupad ACL, win ctaHgapTeH Win
pasmmmpen ACL, komaHJaTa 3a ch3JaBaHe Ha ctaHgapteH Homepupan ACL (B
ry00ajeH pexxuM Ha KOH(QUTypUpaHe) €:

access-list {1 - 99} permit network_address wildcard_mask

Crbnka 2: [TocouBane Ha BbTpenieH 3a NAT untepderic upe3 komaHaaTa
ip nat inside

Crpbnka 3: [TocouBane Ha BbHIIEH 32 NAT unrepdeiic

Ip nat outside

Crbnka 4: Acounnpane Ha ACL (uapeHTUu@UIMpalll BbTPEIIHUTE JTOKATHU
aJpecd) C BBHIIHMS HMHTEpPEHC Ha MapUIpyTU3aTopa, M aKTHUBUPAHE Ha
MPEXBBPIISHE C KOMaHaTa

Ip nat inside source list acl interface outsideinterface



