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Jleknusa 1

MpexxkoBaTa CUTYPHOCT
Nma HAKOIKO KI0OYOBU MOMEHTH, CBBP3aHU C MPEKOBATa CUTYPHOCT:

e KoKo cUrypHu ca CUCTEMUTE, KOHTPOJIMpaIyu 0OMeHa Ha HHpOpMaIHs o
Mpexara?

e Konko curypHa e wuH(popmanuara, CbXpaHsBaHa Ha MHOTOOpOMHMTE
KOMIIIOTPY B Mpeskara?

H3BecTHO €, 4€ C BCHYKO, KOCTO MOXKC Ja CC H3II0JI3BA, MOXC M Ada CC
3J10y1'IOTpe6SIBa. CI/IprHOCTTa Ha CHUCTCMHO HHBO O3HadaBa CUCTCMATa Ja HEC
MOXKC Oa 6T>,ZI€ HpO6I/ITa A0 TaKOBa HHUBO, 4C Ja CC pa3llaJHC. CI/II‘ypHOCTTa Ha
HHMBO JaHHHU O3HadaBa JAHHHUTC Aa HC MOT'aT Ja 6’bI[aT IIOAMCHSHU.

HpOBaH B MPCKOBATa CUTI'YPHOCT MOXKC Ja CTPyYBa MHOI'O OT IJICIHA TOYKa
Ha pclnyTanusiara. Huxos opranu3anu:a HsAMa Ja CC HMHTCPCCyBaA OT pa60Ta C
KOMIIaHHMs, KOJATO HC MOXC Jda 3alla3u I/IH(l)OpMaI_[I/IHTa N CHUHTI'YPHOCTTAa Ha
CHUCTCMATa CH.

CnenoBaTeitHo:

e (C paspacTBaHETO Ha W3IIOJI3BAHETO HAa WHTEPHET BEPOSITHOCTTA 3a
3noynoTpeda ¢ Hero HapacTpa. [llaHChT 32 TPOOKB B CUTYPHOCTTA € MHOTO
BHCOK, aKO MpeXaTa Ha OpTaHH3aIis He € Jo0pe 3aluTeHa.

e BaxxHo e 1a ce TuIaHupa CUTYPHOCTTa Ha OPTaHU3allMOHHO HUBO.

e Enna nymnka B CHTYpHOCTTA CTpyBa Ha KOMIIAHUS HE cCaMO TTapH, HO U Jo0pa
pemnyTarusi.

e basure maHHU ChXpaHSBAT NMOBepUTeTHA MH(OpMamusa. 3aToBa € BaXKHO
KpUTHYIHATa HHPOPMAIIHS J1a Ce TIPEIa3u OT 3JI0YIIOTPEOH.

e KoikoTo mo-ciokHa € eIHa CHCTeMa, TOJIKOBA IMO-TIPEAPA3NoI0KeHa KbM
npoOuBH W Tpemkud € Tsa. OTHOIIEHHETO KbM CHTYPHOCTTA TMOpaIu
He3HaHue TpsOBa J1a Obae n30erHaro.

KakBo e npo0UB B CUTYPHOCTTA HA MpexaTa?

[IpoOGUBBT B CUTypHOCTTA MOKE J1a ce AepuHHUpa KaTo HeJerajaeH JOCThII 10
uH(popMaIus, KOUTO MOXE J1a MPUUMHU pa3KpUBaHe, 3ajiMyaBaHe WM CMsTHA Ha
unpopmarnusata. C apyru IymMu, NpoOUB B CUTYPHOCTTA O3HAYaBA U3IMOJI3BAHE



HJIN JOCTBII A0 HH(i)OpMaHI/IH NI CUCTCMH 3a HC3aKOHHU ICJIM WJIM 34 LICJIM, 34
KOUTO I/IH(i)OpMaHI/IHTa NI CUCTCMHUTC HC Tp516Ba Ja CC MU3II0JI3BarT.

[IpoOuBHTE B CUTypHOCTTa MOTaT Jia C€ MPOSBAT B HIKOJKO Pa3IUYHU
(dopMu - moceraTe’acTBO HaJl MpeXaTa Ha OpraHu3allys, IpoOHBaHe HA CUCTEMHU
WJIM MPEXKH, CMSTHA Ha OPTaHU3AI[MOHHA MW HHIUBHIyaTHa HHPOPMAIIHS, aTaKH
C BUPYCHU, CIIUpaHE WA OTXBbPJISHE HA YCIYTH, CUYNIBaHE U Kpaxkoa.

Hsxou gyecto CpCfllaHu TUIIOBC HpO6I/IBI/II

Hoctbnm a0 wuHpopManusi Ha a0OHATH 3a H3NpallaHe Ha cHam
ChOOIIeHUS

HGOTOpI/I3I/IpaH JOCTBII 10 0aza JaHHW Ha JOCTABUYHMK Ha YCIYIH H
H3II0JI3BAHCTO UM 3a IIPOMOIKA Ha HOBH O(l)epTH OT TpCTa CTpaHa.

Hele'bJIHOMOIIIeH AOCTBII 10 IIOBEPHUTE/IHA I/IH(l)OpMaIII/IH C meJa
Chb3JaBaHC Ha nmoanpaBcHa CaMOJIUIHOCT

YoBek nojydaBa JOCTHIT 10 HHGOPMAITUS KATO MECTOKHUTENICTBO, Telle(poHn
32 KOHTaKTH, OCUTYPUTEJICH HOMEp U HOMEp Ha cMeTKa oT 0a3a JaHHM Ha OaHKa
U C Ta3u uHpOpMaIIIsI MOXKE JIa CH Ch37aje (pasmBa CaMOIMYHOCT.

HoxcaymBane

Pazy3naBaHeTo Ha HSKOSI CTpaHa Cc€ CBbp3Ba C MpeXka Ha Jpyra cTpaHa u
MOXe Ja TpuaoOue nopepurtesiHa uHdopmals 3a oropaHara m.

H3noa3Bane Ha ABTOMATU3HPaAH CKPUIIT € 1€ BJAU3aHEC B KOMIIIOTHPHA
cucremMa

XakepuTe M3IM0I3BaT ABTOMATU3WPAHU CKPUIITOBE, 32 J1a HAMpPaBsT peauila
OTHTH Ja BJIE3HAT B KOMIMIOThPHA CHUCTeMa. B pe3ynraT KOMOIOTHPHT OTKAa3Ba
JIOCTBIT HA YITBTHOMOIIICHUTE TTOTPEOUTENH, 3aII0TO € 3a€T Jla OTKa3Ba 3asIBKUTE
Ha Xakepa.

IIpuaoOuBaHe HA HEYNIBJIHOMOIIEH IOCTHII 10 MpPeXkKa € LeJl JOCTHII 10
(¢pupmena undopmanus

HempaBomepeH J0CTHIT 10 Mpexka Ha OpTaHU3aIis MOXKE J1a € TIPEIIOCTaBKa
3a KpaxxOa Ha moBepuTenHa pupmeHa nnpopmarus.



Bupycuu araku

Bupycute 0OMKHOBEHO ce pa3IlpocTpaHsBaT upe3 e-moina. BupycHa ataka
MOXK€ CBIIO Ja 3aloyHe OT Mpe)kaTa Ha OpraHu3alus W Ipe3 Hes Ja ce
pasnpocTtpanu B IHTepHET.

DNS npeB3emane

Domain Name System e 0a3a JaHHHM, KOSITO 3a/laBa Bpb3KaTa MEXIY
uMeHata Ha jnoMeHHuTe u [P ampecure. KoMmroTpu, KOUTO ca CBBbpP3aHU C
WNurepner, usnomBar DNS, 3a ma npebpHatr URL angpec (umenara Ha
caritoBere) B IP agpecu Ha cailiToBere, KOMUTO HCKaT Ja OoTBOpAT. IIpu DNS
IpeB3eMaHe XakepbT uMa JocThil 10 DNS ycnyrute u npomeHns uHdopmanusra,
KOSITO 3ajJlaBa Bpb3KaTa MEXIy MMETO Ha JoMenH u [P aapec. 3apamu ToBa
oTpeOuTeNnTe OMBAT MPEHACOYBAHU KBbM PAa3IUYE€H CAUT OT TO3H, KOMTO ca
HCKaJIH.

DoS (denial of service) araku

DoS arakute (arakuTe OT THUMN “OTKa3 Ha yciyra’) ca MpeKOBO Oa3zupaHu
aTaky, MPU KOWUTO HA YI'BJIHOMOIIEHH MOTPEOUTENH ce OTKa3Ba JIOCTHII [0
mpexxkoBu yciayru. I[lpuumnure 3a DoS artakute ca pasznuuHu, Hampumep
HEYITBJIHOMOIIIEH JIOCTBII JI0 PECYPCH.

DDoS araku

Pasnpenenenute DoS ataku ca ycbBbpiieHcTBaHU (popmu Ha DoS aTtakure.
B DDoS arakute cucremara, KOATO € MUIIEHA, € aTAKyBaHA C HAKOJIKO Pa3JIMYHU
KoMmItoThpa npe3 MurepHet. be3 3HaHneTo Ha cOOCTBEHUKA, XaKepbT Ch3AaBa
MPWIOKEHNUE W TO TOCTaBI Ha MHoroOpoitHm mecta B Wurepuer. Takua
IIPUJIOKEHUS HE CE PA3II03HABAT, Thb KaTO HE BPENIT HA CHCTEMATa, B KOATO CE
HamppaT. Korato arakata 3amoyHe, MMIIEHATa € aTaKyBaHa OT BCHYKH
KOMIIIOTPH, Ha KOUTO € MHCTAIUPAHO ITPUIIOKEHUETO.

DDoS arakute ca TpyAHU 3a pa3KpUBaHE, ThI KAaTO aTakaTa HE UJiBa OT €IUH
U3TOYHUK. AKO 0€3 3HAHUETO Ha COOCTBEHUKA HAKON KOMITIOTHP ObJI€ U3MOJI3BaH
3a aTaku HaJ JPYTU MPEXKU, COOCTBEHUKBT CTaBa KOMIIPOMETHUPAH.

CO6CTB€HI/IHI/ITC Ha CcHUCTCMAaTa-MuIICHA MOrar Ja IpcArpueMar 3aKOHHH
HGﬁCTBHH Cpeily KOMIIpOMETHpaHaTa CHUCTEMaA. HpI/ILII/IHaTa 3a TOBa €, 4C CC
O4YaKBa OT BCJAKa CUCTEMA B MpEKaTa Ja 1nasu peCypCuTe CH OT 3HOYHOTp€6I/I. Axo



HJKOsA CHUCTCMa CC IIPOBAJIN B coOcTBeHaTa CH 3alquTara, TO T4 € OTTOBOPHA 34
aTaKUTC, 0e3 3HAYCHHUC, YC HC € YUaCTBaJId Cb3HATCIIHO B T:X.

IIpoOuB BBB (pM3HYeCKUTE TPAHUIIA HA OPTraHU3ALUA

Pa30out e opuc Ha opraHu3alMsg U ca OTKPaJHATH TBBPIUTE AMCKOBE Ha
ChpBBpa ¢ Oa3ara JaHHMU.

Koe B riio0asHara Mpeska uMa HyK/J1a OT 3a1uTa?

3a ocurypsiBaHe Ha CUTYpHOCTTa Ha TJIo0ajiHaTa Mpeka, € He0OXOAUMO Ja
ce pasz0epe TOUHO KOe B Hesl UMa Hy K7a oT 3anuTa. HezaBucumo ganu craBa gyma
3a €IMH YOBEK WJIM 3a Lisjla OpraHUu3alusl, CUTYPHOCTTA [0 MpPEXara Hal-Bede
O3HauaBa CUTYPHOCT Ha uHpopmanusaTa. Tpu KOMIIOHEHTa B TJI00aHaTa Mpeka
€ Heo0X0IMMO Ja OBJaT 3alUTCHU:

® KJIMEHTBT;
® CBHPBBPBT;

® Mpexara.

Te3sn KOMIIOHEHTH CH B3auMOJEHCTBAT MO cileaaus HaynH B Web
apXUTEKTypaTa.

1. KnueHTHT HM3mpaina 3asiBka 70 CbpBbpa upe3 BbBexknane Ha URL anpec
B Web Opay3bpa.

2. Tlo moapaszOupane 3asBkaTa mbpBo ce HacouBa KbM DNS cvpBbpa. DNS
CBhPBBPBT IIpeodpa3yBa umero Ha noMeliH B URL aapeca B IP anpeca Ha
Web caiiTa, KOMTO KIIMEHTHT € ITOUCKAJ.

3. Upes usznonsBane Ha I[P agpeca ce ch3naBa Bpb3Ka ChC ChbpBbPaA, HA KOUTO
ce Hamupa Web caliThT U ce u3mpaiia 3asBka 10 Web cspBbpa 32 Web
CTpaHULIATA.

4. Web cppBBpBT H3Mpaina uckanata Web cTpaHuiia 10 KIHEHTA.

5. bpay3spbT nokazsa Web crpanuiiata Ha ekpaHa. ToBa B3auMoJIeHCTBHE
MEXAY KIHEHTa U ChPBBbpPA € YJIECHEHO OT HSKOJIKO MpPEXH, KOUTO
CBBP3BaT BCUUKHU KOMITIOTPH B TJI00AIHATA MpEXka.

3anjaxuTe B CUT'YpHOCTTA, KOUTO BCCKHU OT I/136pOGHI/IT€ KOMITIOHCHTH CPCIIa
B Cp€aaTa Ha riobagHaTa MpEKa ca:



3amiaxm 3a KJIMeHTa

KOMHI-OTT)p’bT OT CTpaHAaTa Ha KJIHMCHTA € YA3BUM KbM BHPYCHHU aATdKU OT
XaKEpH, KPaKCpH U 3JIOHAMCPCH KO/I. OcBeH TOBa KJIIMEHTHT B TJI00aHaTa MpCKa
€ IpCaApasloJOKCH KbM IIOCCrarcjiCrBO HaAa JIMYHATA CH I/IHCI)OpMaI_II/IH nu
CaMOJIMYHOCT.

3amuiaxu 3a cbpBbpa

Janaute Ha Web cbpBbpUTE ca YSI3BUMHU 33 HEYNBIHOMOILEH AOCTBII.
Bb3MOXHM ca HapylleHUs B CbpBbpa, KOMTO Ja JOBEAAT 1O HaMaJCHUE Ha
CKOPOCTTa My Ha pa0boTa U B Hal-JIOLIMTE CIly4an — J0 cnupaHeTo My. OcBeH
TOBAa PECYPCUTE HAa ChPBbPA MOIAT J1a CE€ M3MO0J3BAT C pa3jInyHa LeJl OT Ta3H, 3a
KOSITO ca IPEJHA3HAYCHU.

3amuiaxm 3a MpeKuTe

Enna mpexxa B Web, ako He e 3aluTeHa npaBuIHO, OM MOTJIa J]a C€ MPEBbpPHE
B CBHIITMHCKATA MMPUYHMHA 3a TIOCETaTeICTBO Ha X nHpopmarus. [Ipuannara 3aToBa
€, ue MpekaTa € BXOJHa TOUYKa 3a KOMIMIOThpHHUTE cuctemu. Crmabata mpexa
MO3BOJISIBA TIPH TPEHOC Ha JIaHHU OT KOMITIOTHP-M3TOYHHK JIO0 KOMITIOTHP-
noJrydaren uHdopmamusata ga Ob/e mpoMeHeHa u garmuduimpana. Xakepure
MOTaT OIle Jla U3MO0JI3BAT PECYpCUTe Ha KOMITIOThpPA Upe3 MpoOMB B MpexkaTa.
[ToBeueTo ciywyam Ha danmmBa CaMOJIMYHOCT U TIOJICTYIIBAHE Ca BH3MOXKHH
MOpaJId AYTIKU B CUTYPHOCTTA HAa MpeXaTa.

ACIIEKTH HA MPeKOBATA CUTYPHOCT

IIpu ochIecTBSIBAHETO HA MpEKOBaTa CUTYPHOCT TPsOBa J1a ce€ OOMHCIIAT
JIBa BaKHM acriekTa. [IspBusAT BKIIOYBA NeprHMpaHE Ha I1eTa Ha CUTYPHOCTTA.
BropusaT BKIITOUBa Ch3aBaHe Ha YpaBHCHHWE HA CUTYPHOCTTA. Y paBHEHHUETO Ha
CUTYPHOCTTA € CBBP3aHO C YCTAHOBSBAaHE Ha KpUTHUYHATa MH(POpPMAIHS, KOSITO
TpsIOBa J1a ObJC 3alIUTCHA, U Ha KAKBO HUBO Ha 3aIllyTa.

Iles1 Ha MpesKOBaTa CUTYPHOCT
MpexoBaTa CUTYPHOCT € HE00X0IMMa, 3 Jla OCHIIECTBU:

¢ JTIOBCPHUTCIIHOCT
® IIAJIOCTHOCT
® JNOCTBIIHOCT



® IPOBEpPKA 3a ABTEHTUYHOCT
IHoBepuTennocr

TepMUHBT MOBEPUTENHOCT (KOH(GUIECHIIMATHOCT) C€ OTHACS JI0 3aluTa Ha
BaXHa HHQOpMaIKMi OT pa3KpUBaHE 3a HEYMBIHOMOIIEHU MOTPEOUTENH.
Cremenra, 10 KOSITO TpsAOBa Aa OB/ MOIIbpPIKAaHA TTOBEPUTEITHOCTTA, 3aBUCH OT
Tumna uHdopmalus, KosTo TpsiOBa Ja ce 3aluTH.

Hanpumep u3uckBa ce BUCOKO HUBO Ha TIOBEPUTEITHOCT, KOTATO TOTUTITHHST
JOKJIaJ] Ha OpraHu3anus (KOMTOo oIle He € MyOJIMYHO OrjlaceH) ce Mpernpaiia mo
Mpesxara. OOpaTHO, HUBOTO Ha MOBEPUTEITHOCT MOXKE J1a € CPAaBHUTEIHO HHUCKO,
KOraTo ce Mpernpaiia AOKJIaIbT 3a Tedandara oT IpeJHOTO TpuMeceune (KOWTOo
Beue € OuJ1 myOJIMYHO OTJIACEH).

Hpyr npumMep, KOUTO WIOCTPUpA pa3vKaTa B HUBATA HA MMOBEPUTEIHOCT,
KOUTO C€ MOJIbPKAT, € THTBT HHPOPMaLIK, KOSITO OpTraHU3ALMITA CIOJENS ChC
CILy’KMTEJIUTE CH, U 0OpATHO - C XOpa U3BBH OpraHu3anusaTa. EqHa opranuszanus
Ou crojenuia BCUUKM CBOU MOJUTHUKUA W MPOLEAYPH ChC CIYXKUTEIUTE CU U
CHILIEBPEMEHHO TSI HE OM >Keiaja Jla Crojess TakaBa MH(OpMalUs C BbHUIHU
xopa. [1o chuiusa HaunH MHpOpMAIUATA 32 OLIEHKUTE Ha CIYKUTEIUTE 1Ie Oble
JNOCTBITHA CAMO 32 CyNEPBAN30pUTE U 3a 0TAeINA “HOBEWIKM pecypcu’”, a 10 TaKaBa
uHpopMaIus HIMA J1a UMaT JIOCTbhI1 BCUYKHU CIIYKUTEJIU Ha KOMITaHUSATA.

[ToceraTencTBOTO HaJ MOBEPUTEITHOCTTA MOXE Ja HMMa OTPHUIATEITHO
BIUSTHUC BBPXY OpraHm3aiusaTa. Bee mak eekThT OT e1Ha TakaBa Bpea 3aBHCH
OT BaXHOCTTa Ha pa3kpuTaTa mH(popmanusa. 3aToBa TpsSOBa Ja ce MOATBPIKAT
pa3IMYHM HUBA HA TOBEPUTETHOCT 3a pa3IMYHUTE THUIOBE HWH(MOpMaIus.
Hampumep, ako KOHKypeHIUSTa pa3Kpue MOAPOOHOCTH 3a OBbICHIN KIMEHTU U
odepTH, HAMpPaBEHW OT OpTaHHW3aAIMATa KbM TSIX, TOBA MOXE Ja NPUYHMHU
cepro3Hn 3aryou. Cwiio Taka, ako WHGOpMAIMs 3a OICHKUTE HA BCUYKU
CITY)KUTEIN OB pa3lpOCTpaHEeHA MO HAKAKbB HAYMH IMTOMEKIY UM, TOBA MOXKE
7la IPUYMHU HEJOBEPUE U CMYT MEX]TY THIX.

saocTHOCT

TepMUHBT LSUIOCTHOCT HA JaHHUTE O3HAYaBa FApaHTUPAHOCT, Y€ JAHHUTE
HE Ca IPOMEHSHH OT HEYITbJIHOMOILEHU NOTpeduTenn. BaxxHo € 1a ce moaabpxa
LIEJIOCTTA Ha HH(pOpMaLUsATa B MpEKaTa, ako He UCKaTe T Ja ObAe U3ThIKyBaHa
HOTPEIIHO OT >KenaHuTe norpedurtenu. CienBar HIKOJIKO YECTO CpeLIaHH
Ha4MHAa, [10 KOUTO C€ HapyllaBa LEeJ0CTTa Ha JaHHUTE:



e [Ipomsna Ha goknan ot (uHaHcoBa peBu3us. Jloknmaaute ca BaxHH 3a
AKLIMOHEPUTE, KIMEHTUTE, PHKOBOACTBOTO M CIIyXKHUTEIHUTE. AKO HAKOU
HEYI'bJIHOMOILIEH TOTPEOUTEN MPOMEHHU JOKIaAa, TOM He OU Ch311a]l BEPEH
o0Opa3 Ha OpraHu3alusITa.

e [Ipomsina Ha OaHKOBU CMETKU. AKO ObJe MPOMEHEH TEKYIIUAT OallaHC B
CIIECTOBHA CMETKa C MO-TOoJsiMa cyma, OaHKaTa MOXKE J1a TIOHECE TeXKHU
3aryou.

e [IpoMsiHa Ha ChABP)KAHUETO HA HOBUHAPCKHU CalT. AKO ObJie IPOMEHEHO
ChJIbP’KaHUETO HAa HOBMHAPCKHU CAaWT U ObJAT MyOJUKYyBaHU U3MHCIIEHU
HOBMHH, TOBAa MOXE J1a IPUUMHU Oe3peaue U 0€3MOKOMCTBO Y UATATEIUTE.

HapymiaBaneto Ha nenoctra Ha HHGOpMaIMsITa He BUHAru € ymuiuieHo. 1o
BPEME HA BBBEKIAHETO M ChXPAHSBAHETO HAa JIAHHUTE MOrar Ja ce€ JOIyCHAT
rpeuku. Hanpumep ornepaTopbT, BbBEKIAI JaHHU, MOXKE J1a Harleyara rpelrHu
Yucia, KOUTO Jla MPEBbPHAT 3aryouTe Ha KOMIIaHUATa B moysu. Llemoctra Ha
JAHHUTE MOXeE J1a ce 3aryOu, ako (pailioBeTe WM CUCTEMUTE Ca pa3BajCHU WU
HAITbJIHO YHUIIIOKEHH.

JlocTbHOCT

OcurypsiBaHeTo Ha JOCTHIIHOCT O3HayaBa JaHHUTE WM MHPOpMalusaTa 1a
ObJlaT HATMYHU 32 U3M0JI3BAHE MPU HEOOXOAUMOCT. B KOHTEKCcTa Ha MpexoBaTa
CUTYPHOCT TOBA IO CHUIECTBO O3HAYaBa MOCTABSIHE HA CUCTEMHUTE 3a CUTYPHOCT
Ha TaKMBa MECTa, KOMTO Ja MPEAOTBPATAT HEYII'bJIHOMOUIEHU ACHCTBUS B
pe3yaTaT Ha HEJOCTBIHOCTTAa Ha MH(popMalusaTa. TepMUHBT AOCTBIIHOCT HE €
OTpaHUYE€H 10 JAOCTHIIHOCT Ha HMHQOpMAIMs, TOW BKIIOYBA JIOCTBIIHOCT Ha
CUCTEMUTE U OCTAHAIIUTE PECYPCH, HEOOXOAUMHU 3a JOCTHII 10 HHPOPMALIUATA.

OcBeH TOBa OCUTYPSIBAHETO Ha JOCTBHIIHOCT Ha WMHGOpMaNusITa BKIIOUBA
MOJICUTYpsIBaHE, Y€ MOTPEOUTENUTEe HE ca JIMIIEHW OT YCIYTd, KOraTto Te ca
Heooxomumu. Otka3pr Ha ycayru (DoS) ce cmydBa, koraro cucreMmara €
3aTpynaHa OT 3asBKH OT HEYII'BJIHOMOIICHU MOTPEOUTENH M KaTo pe3yiaTaT
YI'BJIHOMOIICHUTE MOTPEOUTENN HE TIOTydaBaT IOCTHII.

IIpoBepka 32 aBTEHTHYHOCT

3a u30srBaHe Ha HaXJIyBaHE Ha XaKepu B CUCTEMa WIJIM MpEXka, € BaXKHO /1a
ce MpoBepsiBa aBTEHTUYHOCTTAa Ha moTpedburenute. [IpoBepkaTta 3a aBTEHTUYHOCT
(aBTEeHTHKaLMATA) € MEXaHW3bM 32 MOTBBPXKAABAaHE, Y€ ONUTBALIMUAT C€ Ja
JOCTUTHE 10 pecypc B rio0aiHaTa Mpeka € TO3U, 3a KOWTO ce IpelCcTaBs.
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HpOBepKaTa CbIIO TaKa BKIIIOYBA TIdpaHTHpPAHC, Y€ CaMO YIIBJIHOMOIICHHU
HOTp€6I/IT€JII/I numat AO0CTHBII 40 I/IH(bOpMaHI/ISITa.

YpaBHeHHE HA CUTYPHOCTTA

Cp31aBaHEeTO Ha YpaBHEHHE HA CHITYpPHOCTTAa € BaXKEH AaclekT IpH
IJIAHUPAHETO U M3IIBJIHSABAHETO HA KPUTEPUUTE HA CUTYPHOCTTAa. B OCHOBHHM
JUHUM TOBAa YpaBHEHHE € 4YacT OT Ipoleca Ha YIpaBJIE€HUE HA pPHCKA.
VYnpaBieHHeTo Ha pUcKa BKJIIOYBA IJIaBHO OMNPENENISIHETO Ha HeoOxoaumara
3alUTa, KaKTO U Ha ChbOTBETHUTE MEPKHU 3a CUTYPHOCT, KOUTO TpsiOBa Aa ObaaT
U3IBJIHEHH 1O €QEeKTUBEH HauuH crnpsMo LeHata. OmnpenensHeTo Ha
YPaBHEHUETO HAa CUTYpPHOCTTA Hajara CTpOr aHAJINW3 B KOHTEKCTa Ha II€HATa,
BKJIFOYEHA B U3ITBIHABAHETO HA MEPKUTE 3a CUTYPHOCT, M1 OYaKBAHATA IIe4aioa OT
T€3H MEPKH.

Ilenra Ha cB3gaBaHETO Ha YypaBHEHHE Ha CHUTYPHOCTTa TpsOBa na €
OCBIIIECTBSIBAHE Ha OalaHCc MEXay pa3xoauTe u medanbara. ToBa o3HauaBa, ye
TpsiOBa J1a ce OTAENHU AOMBIHUTEITHO BHUMAHUE TIPU OTIPEACIISTHETO Ha IIeHaTa 3a
OCBIIIECTBSIBAHETO HA MEPKH 3a CUTYpHOCT. OpraHu3aIiuuTe TpsSOBa J1a TOCTUTHAT
ChIllaTa WX JOPH MO-TOJIIMa TIedanda OT Ta3H LeHa.

TpsiOBa na ce umar npenBuj clegHUTE (QakTopu NpH Ch3JaBaHE Ha
YPaBHEHUETO HA CUTYPHOCTTA:

e peajiHaTa CTOWHOCT Ha MH(POPMAITUATA;
® BB3MpUETATa CTOMHOCT Ha UH(OPMALIUITA,
e [IcHATa Ha 3aluTaTa Ha HH(QOpMaILUATA;

e [IcHAaTa Ha MPOOMB B 3alUTaTA.
PeasinaTa cTOMHOCT HA HHPOPMALMATA

Peanmnara croliHOCT Ha HH(OpMaIUATa O3HAYaBa JICHCTBUTEIIHATA CTOWHOCT
Ha MHPOpPMANUATA, KOSATO OpraHU3amusaTa Mcka na 3amuth. OnpenensHeTo Ha
JNIEUCTBUTEIHATA CTOMHOCT HE € JIECHAa 3aJaya, ThbM KaToO 3a pas3jukKa OT
MaTepUATHUTE BEIM, HE BUHATH € BB3MOXKHO Ja ce ompenenu (uxcupaHa
¢uHaHcoBa croitHocT Ha mHpopManusaTa. lleHata Ha wHbOpMarMsaTa 32 €IHA
OpraHu3alvs € BUHATd OTHOCUTEIHA U 3aBUCH OT pa3nmuyHu ¢dakrtopu. Crenpar
HSIKOJIKO (paKTOpa, KOUTO OMPEENIAT CTOMHOCTTA HAa HHpOpMAIUsITA:
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e [lazapnHara nieHa Ha HHpOpPMAIUATA WK IIEHAaTa, HA KOSTO HH(OpMaLuaTa
MO3Ke Ja Ob/Ie Mpo/JajieHa Ha mas3apa.

e [lenara 3a nocturanero A0 uHpopmanusra.

e [lenara 3a Bb3cTaHOBsABaHE Ha MHPoOpMaIUsITa (B Cayyail ue e 3aryoeHa).

o Illenara Ha omepanuuTe, BKIIOYUTEIHO II€HaTa HAa BCUYKHU OIEpallui,
3acerHartu oT 3arybara Ha HHGOpMaLUsITA.

Bb3npuerara cToiHOCT HA MHPOpMaALMATA

Br3npuerara cToifHOCT Ha UH(pOpMaIUATA c€ OTHAcCA A0 Mnedandara, KOsTo
MOTPEOUTENAT 1€ U3BJIEYE OT AOCTUTAHE /10 MH(OpMAIIUATA 10 HEYECTEH HaYuH.
Hampumep, ako cimyxuTtel npojaaBa BakHa MHGOPMALMS 3a OpraHU3alusITa Ha
KOHKypeHIusATa. B TO3M ciyuail Bp3npuerata CTOMHOCT Ha MHpOpMaLUTA IIe
ObJlie cymaTa napu, KOATO CIYKUTEJST IMOJIy4YH 32 HHpOopManusra.

CpII0 KaKTO AEHUCTBUTENHATA CTOWHOCT, BB3IPHUETATa CTOMHOCT 3aBUCH OT
HsKOU (akTopu. ENUH OT TAX € HauuHBT, 10 KOMTO ce M3I0JI3Ba MpojajeHaTa
uHpopMmanus. C npyru AyMHd, Bb3IpUETaTa LIEHA € pa3iMyHa 3a Pa3IMyHUTE
MOTPEOUTENH.

Hpyr mpumep: HsAKOW Kpajae copTyep 3a cucteMu 3a oOpaboTBaHe Ha
TpaH3aKI[M{, HAMpaBeH MO MOpbYKa HA OpraHu3anus. AKO OTKpaJHATHUSIT
codryep Obje MpoaaeH Ha 0100Ha OpraHu3aIlys, Bb3NpUeTaTa My IIeHa IIIe €
BHCOKA, Thii KATO KOHKYpPEHTHATa OpPTaHU3aIisl MOXE JIa CIIECTH TTApHUTE, KOUTO
B IIPOTHUBEH CJIy4yal I1Ie U3MOoJI3Ba 3a ch3aBaHe Ha codryepa. OT apyra cTpaHa,
BB3MpHETATa IIeHa Ha HHPOpMAIHsITa HIMa J]a € MHOTO BHCOKa, aKo COPTyepbT
ObJie TIPOJIaJIcH Ha OpraHu3allvs, KOATO HsMa Jia TO U3IMO0JI3Ba.

Ilenara Ha 3amuTara Ha HHpoOpManuaATa

IlenaTta Ha 3ammTaTa Ha WHQOpMAIMATA BKJIOYBA BCUYKU (DUHAHCOBU U
He(pMHAHCOBU PECYpPCH, MHBECTHPAHU B OCHIIICCTBIBAHE HA MEPKH 3a 3alllUTa Ha
uHpopmanusata. HepuHaHncoBuTe pecypcu BKIHOYBAT BPEMETO M YCHUIIMETO,
IpeKapaHy B pealiu3upaHe, NoAAPHKKA U KOHTPOJ Ha CUCTEMHUTE 3a CUTYPHOCT.
[lenata Ha pa3pabOTBaHETO W TOIIBPKAHETO HA KOHTPOJUTE 3a CUTYPHOCT
TpsIOBa J1a € TO0-MaJjKa WK paBHa Ha IleHaTa Ha nH(popMalusTa, KOsSITo 3aliTaBar.
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IlenaTra Ha IPOOUB B 3alMTATA

IlenaTa Ha mpoOMB B 3alIUTaTa BKJIIOYBA I[€HATa, KOATO HAPYLIUTENAT IIIE
TpsiOBa Na mijaTH, 3a Ja BJ€3€ B CHCTEMara U Jla CU OCUTYPHU JOCTBII JI0
uHpopmanusata. Hanpumep, 3a Aa 1OoCTUTHE A0 HAKOS BakHA MHGOpMALUs eIHa
OpraHu3alys Moke Jja HaeMe Xopa Ja MpoOUsT cCUcTeMaTa 3a CUTYPHOCT Ha JIpyra
opranu3anus. Taka neHata Ha npoOuBa 1€ BKJIIOYBA 3alliaTaTra, KOSITO
OpraHu3alMsTa IUlallla Ha TE3M XO0pa, HHCTPYMEHTHTE, HEOOXOAMMH 3a
npoOKMBaHe Ha cUCcTeMaTa, U LIeHaTa Ha BPEMETO, NPEKapaHo B NMPOOMBaHE HA
cUCTEMATa.

Jedunnpane Ha ypABHEHHETO HA CUTYPHOCTTA

[Ipn neduHupaHe Ha ypaBHEHHUETO HAa CUTYPHOCTTA €HA OpraHU3alMs
TpsiOBa J1a UMa MPEIBU]L CIETHUTE PaKTOPH:

e Opranuzanuara TpsOBa /a OLEHM CTOMHOCTTa Ha aKTUBHUTE (TyK CTaBa
nyma 3a uHopmarnusTa - JeicTBUTETHA U Bh3npueTta). Cres ToBa TpsiOBa
Ja OIICHM IIeHaTa Ha CBHIIECTBYBAIIUTE KOHTPOJIM 3a CHUTYPHOCT B
CpaBHEHUE C Ta3W Ha HOBU KOHTPOJIH (B CiIy4ai, 4ye TUIaHupa Ja peanusupa
HOBM TakuBa). Ta3u 3amaua Moxke 1a ObJe M3MbJIHEHA Ype3 Ha3HAuYaBaHE
Ha eKUTI 3a YIpaBJICHHE Ha PUCKA.

e Opranuzanuara TpsOBa Ja € CUTypHa, Y€ I[IeHAaTa Ha 3alluTara Ha
uHdopMmaIMsiTa € Mo-Majka WM paBHAa Ha JEHCTBUTENTHATA II€HAa Ha
uHpopmarusata. ToBa 03HayaBa, ye CTOMHOCTTA HA PECYPCUTE, U3TIOI3BAHU
3a 3ammTa Ha WHGOpMalMATa, HsIMa Ja HAJABHIIABAT 3arydara, KOSTO
OpraHm3aIysITa MOXe Jia TIOHece, aKo 3aluTaTa Ha uHpopmanusTa Obae
npoowuTa.

o Ilenara Ha mpoOuBaHe Ha WHpoOpManusITa TPsAOBAa Ja € TMO-TOJISIMA OT
BB3MpHETATA 1IeHa Ha nHpopManuaTa. ToBa 03HauaBa, ye IeHATa, KOATO
HapyIIMTeN e TUIaTH, 3a Ja Mpodue cucTeMara 3a CUTYpPHOCT, TpsiOBa 1a e
MO-roJisiMa OT Tevyan0daTa, KOSATO IIe MOJIy4YH MPHU Mpojiaxoara u.

o [loacurypsiBanero ga 6b/1e TaKOBa, 4€ IieHATA 3a MPOOHBA HA MTPUIIOKEHUTE
3aIIUTHA KOHTPOJW Jla € II0-BUCOKAa OT IleHaTa Ha WHQopMaIusira,
npuaoOuTa nMpu MpoOMBa HA TE3W KOHTPOIH. 103U MPUHITUN TPsOBa 1a
noJIbpka curypHocrra. Hanpumep, nanu enun xakep 6um usxapuuin 100
noJiapa, 3a Jia noixy4yu uHdopmariius, Kosto crpysa camo 10 nomapa?
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Jleknusa 2

3amiaxu " ysi3BUMHU CTPAHU

B xoHTeKkcTa Ha CUTYpHOCTTA HAa UH()OPMAIITMOHHUTE TEXHOJIOTUH 3aIlJIaxXUuTe
MoraTt jAa ce AeUHHUPAT KATO BHTPEIIHU WJIU BHHIIHU JIEUCTBUS WIA ChOUTHS,
KOUTO MOraT Jia MPUYUHAT BpPEAM HA CHCTEMUTE, NPWIOKEHUITA WIH
nHopMaIuATa Ha OpraHW3alvs. BBTpenHM WM BBHITHK O3HA4YaBa, de
OMAacCHOCTTa MOKE J1a UJIBa OTBHTPE WM U3BBH OpraHu3anusTa. ToBa MOxke Ja
OPUYMHU HEYMBJIIHOMOILIEHO pa3KpUBaHE, MPEMECTBAHE, pa3pyIIaBaHE WIH
yHUIIIO)KaBaHe Ha uH(opmarnus U cucteMd. OOUMKHOBEHO AehUHUIIMATA 3a
3ariaxu € “BCSKAKBU 0OCTOSATEIICTBA WM CHOUTHS, KOUTO MOTaT Jla HaBpeAsaT Ha
CUCTEMa WM Mpexka’.

3amaxure MoraT Jia ce KiIacu(pUIUpaT KaTo (U3NYECKU WIN €JIEKTPOHHHU.
OU3NYECKUTE 3aIUlaXyd yBPEXKJIAaT MAIIMHUTE U BPB3KHUTE (YHUIIOKABAHE Ha
ChOPBKEHUATA 32 KOMyHUKalMK). EJeKTpOHHHUTE 3amiaxy WABaT OT CTpaHa Ha
XaKepuTe 4pe3 3JOHAMEPEHH MPUJIOKEHUA MoJ (opmaTa Ha BUPYCH, YEPBEH,
TPOSIHCKM KOHE WJIM aTaKyBallld CKpUNTOBE. EJEKTpOHHHTE 3ariaxu Morar aa
MPUYMHSAT MO-TOJEMHU BpeAH OT (PU3UUECKHUTE.

3amiaxuTe ChIIECTBYBAT, KOraTo MMa YS3BUMM CTpaHu (YysS3BUMOCTH) B
cucteMa wid Mpexa. [loHskora Hsma ysS3BUMOCTH, HO CHUCTEMAara € BUHArd
OTKpHTA 32 3aIlIaxu.

Vs3BuMocTTa € npoOoiiHa WM BpaTUYKa B CUCTEMAa WJIM Mporpama, KOosiTo
yJIECHSIBa XaKepa MU OMUTa My J1a BJie3€ B cUcTeMa 3a CUrypHocT. [ledunupa ce
KaTo “‘aCreKkT OT CUCTEMA WJIM MPE’Ka, KOUTO 1 OCTaBsl OTKPUTA 32 aTaka’ .

VYsa3BuUMOCTUTE OUBAT U3BECTHU M HEM3BECTHU. V3BecTHUTE YSI3BUMOCTH ca
TE€3H, 32 KOUTO C€ 3HAE [0 BPEMETO Ha MPOU3BOACTBOTO. [Jomyckame Harpumep,
ye uMa NpoOOWHM B ONEpalMOHHATa CHCTEMa, H3I0JI3BaHa OT HSIKOS
opraHuzanys. Benpeku ToBa opraHu3anyaTa HE 3HAE 3a TSIX U NMPOABIDKaBa Ja
U3I10J13Ba Ta3W ONEpaLlMOHHA cucTemMa 0e3 Ja B3eMe Ipeana3Hu MEpKH. 3apaiu
TOBa OpraHU3alMsTa € U3MpaBeHa Npe] pa3IuuHU 3ariaxu. Hapymmurenu, Kouto
3HasAT 3a JYNKUTE B OINEpPAlMOHHATA CUCTEMA, CE ONMWTBAT Ja M3BJIEKAT
MakCHMajHa TO0Ji3a OT TOBa M MPHUUYMHSABAT YBpEXKJIaHE Ha HHPOpMAIUITa U
cuctemute. ToBa € TUNMYEH MNpUMEp 3a M3BECTHA ysA3BUMOCT. [loBeueto
U3BECTHU YSA3BUMOCTH BOAST JO 3alJlaxd 33 CUTYPHOCTTa, 3alloTo
OpraHU3aLMHUTE HE CE NPUABPKAT KbM IIPUETUTE NIPAKTUKY 32 3AILUTA.
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HeusBecTHuTe ysI3BUMOCTU Ca T€3HM, KOUTO ChIIIECTBYBAT B CUCTEMUTE, HO
HE Ca 3acedyeHd OT mnpousBoautenute. Hampumep opranuzanus H3M0J3Ba
OMepalOHHA CUCTEMA, B KOSTO MMa JIyNKH, KOUTO HE Ca U3BECTHHU HUTO Ha
OpraHu3alMsITa, HUTO Ha npou3BoguTenure. Hapymmren, KoHTO ce onuTBa Jaa
npobue MpexaTa Ha OpraHM3alusiTa, rnonaja Ha ObroBeTe W Mpe3 TAX HaMHpa
HA4YMH Jla JOCTUTHE 10 MHpOopMaIMsaTa Ha opranuzanusata. B To3u ciyyait, ako
HapYLIUTENAT € HE3JIOHAMEPEH XaKep, TOM Moke J1a uHpopMupa opraHu3anusara
3a IyIKATE€ B CHCTEMara, HO aKo € C JIOIIM HaMEpeHHs, MOXKe Ja HU3BJIeUe
MaKCHMalHa Ioj3a OT IMpoOoWHaTa W Ja M3J0XKH Ha OMAacHOCT CHCTeMara Ha
OpraHU3aluATA.

Tunose 3amiiaxm

['mobGanHaTa Mpexa e mpepa3noio’keHa KbM MHOTO 3aIIax|, BKIIOYUTEITHO
KOMIIIOTBPHA M3MaMa, UINWOHAX, BaHIAIW3bM, 3alllaxa 3a penyTrauuara,
KOMIIIOTBPHU BUPYCH U IPYTH XaKepCKU OonmUTH. C HapacTBAHETO HA JOBEPHUETO
Ha CBETa KbM IJI00alHaTa MpeKa 3alIaXUTe CTaBaT BCE MO-Pa3NpPOCTPAHEHU U
CIHOXKHM. basupailkm ce Ha CBIIHOCTTA M HW3TOYHHMKA HA aTakuTe, Te Ce
KJIACU(PUIMPAT B CIEAHUTE OCHOBHU KaTETOPHH:

® CJIyYyaiiHU 3aIUIaxu;

® 3JIOHAMEPEHH 3aIlIAXU;

® 3aIIJIaXU 3a MBJIHOMOIIUATA,

® 3aIIaxXy 3a MPUJIOKECHUSITA;

® 3arUIaxu 32 NOBEPUTEIIHOCTTA,;

® 3aruIaxu 3a KOHTPOJa Ha JOCTHIIA.

Bcesika ot ropauTe Kareropum oOXBala HSKOJKO TOATPYIH, KOUTO ca
pasrieanu mno- A0Jy.

Cay4yaiHu 3a11axu

Kakto mnpenamomara W uMeTo, ClOydyalHWTE 3arulaxd  oOXBalat
HEIUIAaHUPAHUTE M HEYMUUUIEHM 3amjiaxu. Te MOoKpuBaT mnpoOieMH, KOUTO
OPEJUMHO ca pe3ysTaT OT YOBEIIKa Ipelika Karo: Jom H300p Ha mapoiiu,
ClyyallHU WM TOTrpellHd OW3HEeC TpaH3aKIWU, CIy4yalHO pa3KpuUBaHE Ha
uH(pOpMaLKs U U3MOJI3BaHEe Ha HEMOAXOII Hin octaps codryep. CinydaiiHuTe
3aIJ1axd OCHOBHO Ca pe3ysiTaT OT HENOCTaThbYHU IIO3HAHHUS B CUCTEMHUTE 3a
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CUTYPHOCT, HEIpaBUJIHATa KOH(UTrypalus Ha YCTpPOWCTBAaTa 3a CUTYPHOCT U
U3TUYaHe Ha HH(GOpMAIIUs TTOpaau He3alUuTeH TpaHcep Ha JaHHUTE.

3JI0HAMepeHH 3anJ1axu

3HOHaMepeHI/IT€ 3aIIaxXy OeJpT CIICHUAJIHO IPUYMHABAHCTO Ha BPCAU HA
X0pa, CUCTCMHU U MPCIKH HA OpraHu3anusira. Moxem JaTI'v pa3aciinM Ha CJICITHUTC

HOJATPYIIU:

e 3JI0HaMepeH codryep;
e HemnpaBOMEpHO chrOupaHe Ha uHpopmMaius (social engineering - COIMAIHO
HWH>KEHEPCTBO).

3s10HaMepeH coryep

3n0HaMepeHusAT codTyep € TporpaMeH Ko, KOHTO € IIeJICHaCOYCHO
HamucaH, 3a Ja IPUYHHU Bpela Ha CHCTeMa WK Mpeka. Bupycute, uepBeute u
TPOSTHCKUTE KOHE Ca THIIMYHH IPUMEPH 32 3JI0HAMEPEHH MPOTPaMH.

Bupycu

KoMmioTspHUAT BUPYC € 3lI0HAMepeHa Mmporpama, KOsITO € YCTpOoeHa Jia ce
MPUKpENnss KbM JApyTa mporpama, (aili mim Jopu CEKTOpa 3a 3apekaaHe Ha
TBHpAUS AuCK. [10100HO Ha BUpycUTe B OMOJIOTHATA, KOMITIOTBPHUTE BUPYCH CE
HYXXJIaAT OT NMpUEeMHHUK (XOcT). OOMKHOBEHO TaKbB MPUEMHHK CE€ SIBSIBA HAKOU
U3MBIHUM (dain win opuc T0KyMEHT, KOWTO OuBa 3apaseH. Koraro To3u daiin
0bJIe OTBOPEH, BUPYCHT CE M3IMBJIHIBA U MOJXKE JIa TTIOpa3u MHOTO APYyTH (ailioBe
B CHCTEMara.

JleiicTBETO HA BUPYCUTE MOXe J1a Obae paznudyHo. Hskou oT Bupycure ca
110-0€300MIHN — TIXHOTO AECUCTBHUE CE CBEXKA JO U3BEKIAaHE HA CHLOOIIECHUS Ha
eKkpaHa Ha KommioThpa. CbIeCTBYBAaT MU BHUPYCH, KOUTO ca J0CTa IIO-
3JIOHAMEPEHU — T€ MOraTr Jia MOBPEXJaT, MPOMEHSAT U M3TpuBaT (ailjioBe OT
KOMITFOThPHATa CHUCTEMa, TaKa Y€ KOMITIOTHPBT Jla HE MOXKe J1a Ob/Ie CTapTHUPaH.
Hampumep u3BectHusaT Bupyc UepHoOmn u3TpuBa chabpkannetro Ha EEPROM
FLASH BIOS namerra, ¢ KO€TO o yBpex/a.

OOukHOBeHO BHUpycuTe ce Kiacuumupar 1o BugoBe. Haii-uecto
CpEIIaHUTE OT TAX Ca:
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e BOOT-cexktopun — BHpYyCH, 3apasfBallld CEKTOpa 3a II'bPBOHAYAIHO
3apexaane (boot record);

e BIOS Bupycu - 3apazsBaT BXOJHO-M3X0/IHATa CUCTEMA Ha KOMITIOTHPA;

o @ailioBM BUPYCH - 3apa3sBaT BCHUYKH aKTHBHH MpOrpaMHU (ailaoBe
(*.COM, *.EXE, *.0VR, *.BIN, *.SYS);

e Crent — Te HE MPOMEHAT pa3Mepa Ha 3apazeHus ¢aitin. CeKTopuTe, KOUTOo
3apa3siBaT ce€ MapKUpaT KaTo JIOIIH, BIIPEKU Y€ HE ca MOBPEICHHU;

e E-Mail Bupycu — ocoGeHo akTyasiHa KaTeropusi BUpycu. PasmpocTtpansBat
ce upe3 eNeKTPOHHA MOola U U3IO0JI3BAT aJpecHaTa KHUTa, 3a Ja Hamajar
HOBH KOMITIOTPH.

TposiHCKM KOHE

TpositHCKUTE KOHE ca MporpamMu, OTBapsIIM BpaTWYKa B CUTYPHOCTTa Ha
cuctemara. Te pgaBaT HEOTOPU3HMpAH JOCThI Ha AaTaKyBalllusg KOMIIIOTHD,
Hamupaiy ce B MHTepHET. ATakyBamusaT MOXE Ja BIDKIA ChABP)KAHHUETO Ha
eKpaHa, Jla CTapTUpa U CIHpa MPHIOKEHUS, 1a U3TETIIA U u3npaiia ¢aiiose, 1a
u3TpuBa ¢aiioBe, na Qopmarupa IWCKOBE, Ja CIUpa WM pecTapTupa
KOMIIIOTHPA U T.H.

TpOSHCKUAT KOH € M3MBIHUM (Daill U 3apa3sBaHETO CTaBa BUHArM 4pe3
CTapTUPAHETO MY OT NOTpeduTesnsa. TPOIHCKUAT KOH OOMKHOBEHO € Mporpama ot
IB€ 4aCTU — KIIMEHT U CbpBBp. IIpu craprupane Ha mporpamara CbpBBp C€
OTBapAT €IMH WIM IIOBEUYE MOpTa HA 3apa3eHus KOMIIOTHp. Upe3 KiMeHTckara
nporpama 3jJ0HaMepeH MOTPEeOUTEN MOXKE J1a OJyYr OTJAJIEYEH JIOCTHII A0 TO3H
KOMIIIOTEHDP.

CrlliecTBYBAT NPOrpamMu — TPOSTHCKU KOHE, KOUTO CE TPEACTABAT KATO JIPYTH
nporpamu. ToBa Moke ga ObJe HapuMep MPO30peEI] 3a JIOTBaHE B CUCTEMATA.
[Ipu BBBEKIAHETO OT MOTPEOUTEISI HA UMETO U MapoJiaTa, TaHHUTE Ce TpeaBar
Mo MpexkaTa U ChOTBETHO TO3U, KOWTO € CTapTupai Mmporpamara-KJIueHT OT
TPOSTHCKUSI KOH MOKE J1a TTOJIY4YHd JOCTBI A0 CUCTEMATA.

3a pasyimKa OT BUPYCHTE, TPOSIHCKUTE KOHE HE CE CAMOKOIUPAT.
Yepaeu

UYepBente ca mporpamv, KOHTO CE€ CAMOKONHMPAT OT KOMIIKOTBP Ha
KOMITIOTBp, HO HE 3apas3sBar Apyru nporpamu. OCHOBHATa BpeAa OT TAX € OT
rjieHa TOYKa Ha IPOLECOPHOTO BPEME M YacOBETE, 3aryOCHH B OMMUTU JAa '
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OTCTpaHHUTE OT cucTeMara cu. lIpu pa3mpocTpaHsSBaHETO CH Ce HM3MpamaTr Ha
94acTH M CJIEJT TOBA C€ “‘CriIo0sBaT”’- TOBA C€ MpaBH C Ie] Aa ObaaT MO-TPYIHO
oTkpuBaeMu. [IbpBO mpuctura craptupaml Moay (Starter) — Manka mporpama
U3TEIIAIA U PEeKOHCTpyupamia uepBes. [IpeMuHaBaHeTO caMO Ha MAaJKu
dparmeHTH OT HHPOPMAIIHSI TPE3 BXOTHO-U3XOHATA CUCTEMA HE TI03BOJISIBAT Ha
AHTUBUPYCHHUTE MPOTPaMU Ja pa3lo3HasT yepBesl.

[TonsiTHETO ,,uepBEIl” MHOTO YECTO CE€ M3MOJI3Ba KATO CHHOHUM Ha ,,BUPYC”,
HO MEXKJIy JBETE MMa WU3BECTHA pa3iMKa. [1o MpUHINII, YEPBEUTE CE CMSATAT 3a
MOJKJIAC Ha BUPYCHUTE, HO 3a Pa3JIMKa OT TSIX T€ MOTAT Jia ce MIPEHACAT OT €IMH Ha
JIPYT KOMITIOTHP 0€3 ITOMOIII OT CTpaHa Ha YoBeKa. ToBa HE aCUCTUPAHO ITbTyBaHE
€ BB3MOXKHO Mopaau (akTa, e T€ C€ BB3MOI3BAT OT TPAHCIIOPTHUTE (DYHKIIMH HA
caMmuTe (aiiyoBe WK caMara HHGOpMaIIUs.

OnacHOTO MpU yYepBEUTE €, Y€ T€ MOraT Ja Ce Bb3MPOU3BEKIAT, KOETO
03Ha4aBa, 4¢ KOMITIOTBPHT HA MOXKE J1a U3MPATH B IPOCTPAHCTBOTO CTOTUIIH WJIH
XWJISIIA KOTIHS Ha ThPBOHAYATHO BIIC3JIUS B CHCTEMaTa My 4YepBeil. MHOTO 4ecTo
KOMITIOTBD, 3apa3eH C 4YE€pBEM, u3Mpalia KOMusi Ha TO3W YEPBEU 10 BCUUYKHU
NOTpEeOUTENIM BIHMCAHMW, HAapUMEpP, B aJpecHaTa KHWTa B UMEWMJI akayHTa Ha
coOcTBeHMKa My. AKO BUpycUTE MOUDUIMpaT pa3inunu ¢aitioBe Ha 3apa3eHus
KOMITIOTBP, TO KOMIIOTHPHUST Y€pPBE MOXKE J]a HE 3aCETHEe HUTO €JIMH OT TE3U
daiinose. 3a cMEeTKa Ha TOBA, YEPBEST MOXKE J1a CTOU 3apEJICH B CUCTEMHATA MTaMEeT
Ha 3apa3eHUs] KOMITIOTBD W TaM C€ PEIUTMKHpPa, ThPCEHKH MBTHINA KbM HOBH
KOMITIOTPH.

[lopagm ToOBa, dYe MOXe Ja C€ BB3MPOM3BEXKAAa W Ja MHTyBa
0e3mpenATCTBEHO, YepBEAT 3amouBa Ja KOHCYMHpa TOJISIMO KOJHYECTBO
CUCTEMHA NaMeT WJIK MPEXKOBa JIEHTa U MOKe Jla ciipe paboTara Ha yeO ChbpBbpPH,
MPEKOBU ChbPBBHPH WM UHIUBUIYATHU KOMITIOTPH.

[Tpumepnu:

o [lpeaun Bpeme muMpokopasnmpocTpaHeH uepBeil Ha ume Blaster Worm
ycnsiBa Ja NPOHUKHE B CHUCTEMara Ha MHOTOOpOWMHH MOTpeOuTEeNH,
npaBeku 5 ysi3BuMa 3a xakepu. C JOCTBII 10 Hesl, Te3U XaKepHu MoKexa Ja
YIPaBJISIBAT 3aCETHATUTE KOMITIOTPU OT Pa3CTOSHUE.

e Ilpe3 2017 romuna yepBear WannaCry (WanaCryptOr 2.0) mpuuuHsiBa
HEBIKJAHU LIETH 32 MWJIAAPAM 110 1151 cBAT. WannaCry € Io3Har nosede
KaTo paHCbMyep aTaka, HO TOH BCBILIHOCT € XUOpUJ MEXIy 4YepBed U
pancbMyep. PanceMyepbT (ransomware) € BHUJ 3JI0HAMEpPEH codTyep,
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KOMTO MPOHMKBA B CHCTEMAaTa U OrpaHryaBa JOCThIIA 10 MOTPEOUTEIICKUTE
¢aiiioBe, KaTo TM KPUIITHPA WM 3aKIII0YBa cUcTeMaTa. ToBa OOMKHOBEHO
€ MPUAPYXKEHO OT CHOOIIEHWE C HCKaHE Ha OTKYyH, YE€CTO IbTH B
KpUIITOBAJIYTa, CJIE] 3aIIAlaHETO HAa KOMTO MOTpeduTens Ou TpsoBano aa
MOJIy4d CKPHUINT 32 ,,0TKJIIOUBaHe WM JCKPUNTHPAHE HA CBOUTE JAHHH.
WannaCry ce Bb310J13Ba OT ysI3BUMOCTTa Ha npoTokoia Microsoft Server
Message Block ver.1 (SMBv1), koliTo ce u3moJi3Ba 3a CIOACIIIHE/ 10CThI
10 (haityioBe B HAKOU MpEXKOBH ycTpoiicTBa. UepBesT nznoissa EternalBlue
eKCIUIOWT, KOMTO M3MO0JI3Ba BBIIPOCHaTa ys3BUMOCT B SMB mnpotoko:na.
Taka TOM WHCTanupa ,,3ajJlHa BpaTHYKa™“ B CUCTEMATa, KOSITO MO3BOJISIBA
u3TerasHeTo Ha codryepa. UepBedar mopaszsBa MHOxkecTBO Windows-
0a3upaHu CUCTEMH, KOMTO H3MOJ3BaT CTapa BEPCUS Ha OINEpalMOHHH
cuctemMu Windows, KakTO ¥ CHCTEMHU, HAa KOUTO HE ca TPaBEHU BIJICUTH 3
curypHoct. WannaCry MOX€ Ja CE€ CaMOBB3NPOU3BEKIA U BEIHBK
NONaJHajl B 1a/ICH KOMITIOTHP MOXKE J1a 3apa3yd BCUYKHU OCTaHaIU, CBbp3aHu
B MpEKara.

[Tpe3 2010 ronuHa IBPBUSAT KOMITIOTHPEH YepPBE, U3IOI3BaH KaTo Kubep-
opbXkue Oelre OTKpUT clies mopeaniia uHaiuaeHTn B Mpan. Ot Symantec
chOOIIaBaT, Y€ 4YepBEIT € Ch3JAaJCH C IIeJI araka Ha HWpaHCKa
EJIEKTPOLICHTpaa, a KpaitHaTa el € Ja ce caboTupa MpOU3BOJICTBOTO Ha
AIpeHo opbxkue. To3u dyepBed, HapeueH Stuxnet MMa H3KIIOUUTEITHO
CIO0KEH MEXaHM3bM, HEBWXKJAH 10 TO3M MOMEHT. Stuxnet arakysa
OMpeJeNeH! KOHTPOJIEpM Ha Siemens, KOUTO C€ H3MOJ3BaT IIMPOKO B
WHJyCTpUSTA, BKJIIOUMUTEIIHO U B UpAHCKaTa siJ[peHa rmporpama.

Sasser & Netsky ca aBa oTAenHN YepBesi, 4ECTO TPYNHUPAHU 3a€THO TTOPATU
cxoJcTBaTa cu B Kojaa. MIMEHHO 3apagu Te3u NPUIIMKH CE CMSTa, 4e
yepBeuTe Sasser U Netsky ca cb3gaJeHH OT €IMH M ChIU YOBEeK — 17-
TOJIMIIIHMS TepMaHCKH CTyJIeHT Sven Jaschan. Sasser ce pasnpocrpaHsBa
ype3 3apa3eHd KOMIIIOTPH, KAaTo CKaHupa ciydaiHu IP agpecn u rum
UHCTPYKTHpA Ja M3TErNIAT 3i0BpeaHusi koi. Netsky oT cBosi cTpaHa
M3M0JI3Ba MO-TI03HATUA TOAXO0J 3a Pa3MpOCTPAaHEHUE YPE3 U3MOJI3BAHETO
Ha enekTpoHHa moma. [lorpebutenure OMBAT MPUKAHEHU 1A OTBOPST
MpUKaYeH KbM MUCMOTO (pailsi, chbpikar 3710BpeeH koa. Cres kaTo To3u
daiin Obe crapTupad mporpaMara 3amoyvna Ja CKaHhupa KOMIIOThpa 3a e-
mail agpecu U u3npaia CBOe KOMMUE 10 BCEKH OTKPUT €IEKTPOHEH aJipec.
ILOVEYOU e npyra rosisiMa ataka OT 4epBeid, HaHecIa OTPOMHU IIETH Ha
JECEeTKA MUJIMOHM KOMIIOTpU. ATakara 3anoysa npe3 maii 2000 roguna.
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UYepBesT ce pa3npocTpaHsBa Ype3 eeKTpOHHATa moia, noj Gopmara Ha
choOmenusi, Hoceuw 3arinasuero ,,ILOVEYOU®. KbM BbOpocHUTE
ChOOIIEHUsI € TpHUKadeH (aiin c ,,ABOWHO paslupeHue’, HOCel] UMETO
,LOVE-LETTER-FOR-YOU.txt.vbs*“. TIloBeueto Windows-6a3upanu
MEWUJI KJIMEeHTH CKpHBAT HMCTHHCKOTO pasmupeHue (.vbs) Ha daiina u
noTpebutenure OWBaT 3a0yJIeHH, Y€ ToBa € TeKCToB (.txt) daiin.
OtBapsitku BbIpocHUs (aitn ce m3nbaHsaBa Visual Basic ckpunt, KoHTO
uHpekTupa cucremara. Benubx aktusupan ce, ILOVEYOU npe3anucsa
KaKTO CHCTeMHH (paitioBe, Taka M JUYHU (aitioBe — oPuC TOKYMEHTH,
My3HKa, H300paxkeHuss W T.H. Ciex ToBa YepBEST 3amoyBa Jia ce
CaMOBB3MPOU3BEK/]Ia OTHOBO U OTHOBO.

Haii-uecto u3MOJM3BaHUTE HAYMHHM 3a 3apa3siBaHE HA KOMIIIOTBPHHUTE
CUCTEMHU C YEPBEH BKIIKOYBAT:

Ype3 ejieKTPOHHATA MOLIA

Haii-uecto TOBa cTaBa Karo 4YepBeAT IPUCTUTHE KAaTO IPUKAYEH KBM
cboOLIeHNneTo (haill WM MHTETpUpaH B caMusa TeKCT Ha nucMmoTo. Korato
MOTPEOUTENSAT OTBOPH MUCMOTO WM (paiiia, MPUKaYe€H KbM HEro, 4epBesT
MMPOHUKBA B cuctemara. Cies ToBa TOM MOXKeE J1a 3all0YHE 14 Ch3/1aBa CBOU KOIHS,
KOWTO Jia U3NPATH 10 HAJJUYHUTE KOHTAKTU B aIpECHATA BU KHUIA.

Upe3 yA3BUMOCTH B ONEPANMOHHATA CUCTEMA, HHCTAJIUPAHUA coPTyep
U I0PHM B MPEKOBHUTE MPOTOKOJIHN

ETo 3a110 € MHOI'O BaKHO Oa OOHOBSIBaMe orncpanuoHHaTa CHCTEMa C BCUYKH
HaJIN4YHN LHHeﬁTH 3da CUI'YPHOCT, KaKTO M Jd U3I10JI3BaMC 3alllMTHA CTCHA.

Ypes cb0o01IEHUSA

B munanoro codryephT 3a mMurHoBenu cbhoOmienus karo mIRC, MSN
Messenger, Yahoo IM u ICQ ce oka3a M3KIIOYHUTENHO IJIOAOTBOPHA Cpeaa 3a
pa3NpOCTPAaHEHME HA KOMIKOTHPHU YepBeu. JlHec wusmnon3Banero Ha FB
Messenger, Skype u aApyru nogoOHu miaaThopMH ChILO KPUE U3BECTHH PUCKOBE,
0COOEHO aKo ce JI0BepsIBaME Ha BCEKH MOJIyYEH KaTo ChOOIIeHUE (haill.

3amiaxu Tan COMNATHO MHXKCHEPCTBO

3amuTaTta Ha KOMITIOTPUTE B rio0aniHaTa Mpexa Hanoo0sBa Ch3aBaHETO
Ha IIUT OKOJO MPEXHUTE, KOUTO Ja TM Ma3u OT 3a00MKaNAlIUs TM CBAT. 3a
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CBHKAJICHNUC, HC3dBUCHUMO OT KOJIMYCCTBOTO IIapu W BPEMC, KOUTO 3aFY6I/IM B
3aluTa Ha MPCIKUTC, BUHAI'n 3a6paB$1Me CIAHUH CbaKTop - YOBCIIKAaTa IICUXOJIOI'us.
CJIY)I(GP’IKH CH C TCXHHUKA, HAPCUCHA COOMAIHO HHXXCHCPCTBO, MHOT'O aTaKyBallln
" XaKCpH 3a00MKaJIAT U Haﬁ-CTpOFHTG CHUCTCMHU 3a 3al1uTa.

ConManHOTO MHXEHEPCTBO MOXKE Jla ce JepHUHMpa KaTo H3KYyCTBOTO Ja
M3II0JI3BaTE BHHIITHU YMEHHS, 32 J1a U3BJIeueTe nosepurenta nupopmanus. To mo
CBILECTBO BKJIKOYBA BHHIIHO JIUIE, KOETO IbKE IIEPCOHANIA HA OpPraHu3anus Aa
My OCUT'YPH YacTHA MH(OpMaLUs WIH HEJIETalIeH JOCTBII 10 PECYPCH.

ColMalHOTO UHXKEHEPCTBO € JIePuHrupaHo OT MHOTo aBTopu. EnHa ot Te3u
neUHUIMY € cleHaTa:

“ColMaHOTO MHXKEHEPCTBO MOXKE Ja ObJIe pa3IiielaHO KaTo ‘XaKBaHE Ha
X0pa’, MO ChIIECTBO XaKePCKH KaPTOH 32 HACTOSATEIHO ThPCEHE HAa HECh3HATEITHO
y4acTHe€ OT YOBEK B KOMIIAHUSATA, BMECTO CaMOCTOSITEJIHO MNpOOMBaHE Ha
cucremara.”

OcHoBHHU TEXHUKH, U3IMOJI3BAHA B CONUAJTHOTO HHIKCHEPCTBO

CoumanHusIT UHXEHEP MOXKE J1a TPUIIOKU MHOKECTBO TEXHUKH, a TIXHOTO
BJIMSTHUE 3aBUCHU OT CIIOCOOHOCTUTE HAa MHXKEHEPa U OT YMEHUETO MY Jla yOeK/1aBa
xopata. JloOpusT colMalieH WHXKEHEp MOXKE Ja 3allo4yHe C MPOydYBaHE Ha
OopraHu3anusITa- MUllieHa (WM TPOCTO MUIIIEHATa), 3a Jla 100ue hes 3a HelHaTa
OCHOBHA CTPYKTypa U UMEHa- Ha ciyxutenure. [I[punodburara ot ToBa mpoyyuBaHe
nH(popMaus MOKE a HEe TIOMOTHE BEJHAra Ha HapyIIUTENs, HO MOXKE U J1a My
Oblle OT moJyi3a MO-HATaThbK, 3a Ja mnoiayyud Japyra uHpopmarus. Torasa
HapyLIUTEIST MOXKE J1a U3I10JI3Ba Pa3IMYHA TEXHUKA, J1a IOCTUTHE LIEJITA CH.

Bcesika TexHWKa, WM3MO0JI3BaHA B COLMAJIHOTO WHYKEHEPCTBO MOXKE [Ja Ce
kjacuduirpa B 1BE KaTETOPUU: amaku, O6asupaHu Ha xopa, u amaxu, Oa3upanu
HA KOMNIOMPU.

Amaxkume 6a3upanu Ha xopa W3MOJI3BAT JUYHU CHOCOOHOCTH, BPB3KU U
U3MaMH 3a MojilydyaBaHe Ha nH(opManus. To3u BUJ aTaku € TECT 3a UHXKEHepa OT
rJieJlHa TOYKa Ha TOBA KOJIKO JOOpE MOKe Ja JlacKae, U3HYJIBa UIU JTbXKE.

Hanpumep nHapymumTen, npeacTaBsill ce 3a KIMEHT Ha OaHKa, ce o0axaa Ha
0aHKOB ciryxuTes. HapymuTensT chuuHsIBAa UCTOPUS U PAaHO WM KbCHO IUTa
CILY)KUTEJAT 32 HOMEpa Ha cMeTkara W maponata. CiayKuTenss HEBUHHO J1aBa
uH(pOpMaIKATa, MUCICHKN HAPYIIUTENAT 32 UCTHHCKU KJIHMEHT. Toil och3HaBa

21



I'peuikaTra CHu CaMO TOoraBa, KOTaTO UCTUHCKUAT KIIMCHT JOKJIaABa 3a 3H0y1'IOTpe6a
C IIapuTc B CMCTKATa.

Amakume, 6a3upaHu Ha Komniompu U3110JI3BAT B OCHOBATA CU TCXHOJIOTHHU
U MaMAT XOpaTa aa IMpeaoCTaBAT I/IH(i)OpMaIlI/ISI.

Hampumep B rino0anmHata Mpexa MoTpeOUuTe MOXKE Ja CpeIlHe Mpo30pel]
chC choOIIeHHE “Bpb3kaTa ¢ mMpexara € 3aryoeHa. Moisi BbBeJETE BalleTO
MOTPEOUTEICKO UME U TIapoJa, 3a Ja ce CBbpKeTe OTHOBO . Beaubxk, cien Kato
napoJjarta € MobJIHeHa, UHPOopMalusiTa ce U3Mpaila Ha HapyIIuTes.

YecTo M3M0013BaHUTE TEXHUKH Ha COMMAJIHOTO MHIKCHCPCTBO!

e Jlupexmen nooxo0 - COUMATHUAT HUHKEHEP MOXKE JUPEKTHO J1a TTOMOJHU
MuieHata 3a uaopmanus. [Ipumep 3a ToBa € 00ak1aHe 10 CIYKUTEIS Ha
peuenuusATa (peUeniMOHNCTa) Ha OpraHu3alus ¢ BbIPOC 32 UMEHATa U
MapojiuTe Ha mnorpeduTenure. B moBeueTo cilydan TO3M MOAXOJ HE €
YCHEIIEH, Thi KaTO JTHEC XOpaTa MUCJHAT 32 CHTYPHOCTTAa U BHUMAaBaT IIPH
IPEJOCTaBSIHETO Ha TaKaBa MH(OpMaIHsL.

e Baowcen cnyxcumen - JOpyr NOAXOJ HAa COLMAIHOTO HHXKEHEPCTBO €
HapyLIUTENIAT Aa C€ MPEICTAaBU 3a CTapIlld CIYKUTENl HAa OpraHU3aLMs.
OOMKHOBEHO MOAYMHEHUTE WJIM CIYKUTEIUTE C IMO-HUCKH YHUHOBE C€
NOJUYMHSABAT HA CTAPLIM CIYy>)KMTEJIMTE B OpraHu3auusara. M3mols3Baiiku
TOBA, HAPYIIUTEIST MPUTUCKA TOAYMHEHUTE C HAJIaraHe Ha BAXKHU KpalHU
CpPOKOBE, KaTo MO TO3M HAa4YMH YCIsABa Ja MOJy4Yd BayKHA MHGpoOpMaius
OTHOCHO co(Tyepa 3a OTAaJCUeH JOCThII B KOMIIAHUATA, HAUMHUTE J1a TO
KOH(uUrypupa, Teae)OHHUTE HOMEpPA Ha ChPBbPA 3a OTAAICUEH JOCTHII
(Remote Access Server, RAS), kakTo 1 ©MeTO U mapoJiaTa, U3MoJI3BaHH 3a
nocThIl 10 Hero. Crer mojly4aBaHETO HA Ta3u MH(OpMAIUs HAPYIIUTEISAT
MOJK€ J1a YCTAaHOBH OTAAJIEUEH JOCTBHII JO MpexaTa Ha OpraHu3alusITa.

o Hos u besnomoweHn cayxcumen - TPU Ta3d TEXHUKA HAPYIIUTEIAT CE
MIPEACTABS 3a CIYXKUTEN, KOWTO MMa HyXJa OT MOMOLI 3a JOCTBI [0
pecypcuTe Ha opraHuzanusaTa. To3u TUI aTaka € MpocT. ATaKyBallUAT Ce
o0akJ]a Ha CeKpeTapkaTa Ha OpraHM3alusATa, MPEACTaBAWKU Ce 3a HOB
CILYKUTEN, KOUTO UMa MpobJieMu ¢ 0CThIIA 10 Mpexara. Cekperapkara B
HEKEJIAHUETO CU J1a TO OOMIM WIIM J1a U3TJIeK1a HEKOMIIETEHTHA MOXKeE J1a
€ CKJIOHHA J]Ja My TIOMOTHE, KaTo My Jajie OTPeOUTEICKO MME U MapoJja Ha
CBHILIECTBYBAIIl aKaAYHT WJIU I0PU HA COOCTBEHUS CH.
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Texnuuecka no0Opwvi#cKa - HAPYUIUTEIAT CE MPECTaBs 3a YWIEH Ha €KUIa
3a TEXHUYECKA MOAPHKKA Ha OPTaHU3AIUATa ¥ U3BIIMYa HHGOpMAITUSI OT
HEBHHHM M HEBEXKU CIY)XHTEIH, KaTO CE€ TPEecTpyBa HAa CHUCTEMEH
aIMUHUCTPATOP, KOUTO Ce OMWUTBA Ja PEIId MPEXOBU IMpodiem. 3a na
ycree, TOM uTa 3a MOTPEOUTEICKO UME U MapoJia.

Ob6vpuamo coyuanno undxcenepcmao (Reverse Social Engineering, RSE) -
tunnuHa RSE artaka ce checrom or 3 yactu - caboTax, peKjIaMHUpaHe,
acuctupane. Hapymurenar cabotupa pabOTHOTO MSICTO Ha MOTpeOUTEN
WJIM MY TIpUJIaBa BUJT HA pa3BaICHO. Bk Taiiku TOBa, TOTPEOUTENSAT ThPCH
nomot. C 1en Ja ce MoJCUTypH, Y€ MOTPEOUTENIAT 1Ie ¢ce 00aau TOYHO Ha
Hero (a He YIBJIHOMONIICHUS TEXHUYECKH TMEpPCOHAN), HapYIIUTEISAT
peKiiaMrpa NMPUChCTBUETO CHU WIIM C OCTABSIHE HA BU3UTHATA CH KapTHUKa
Ha pabOTHOTO MSCTO Ha CIIYKUTEJNs, WM C IMOKa3BaHE Ha HOMEpa CHU Ha
caMOTO cbhoOIIeHHe 3a rpemka. Hakpas HapymuTensiT acucTtapa B
pemiaBaHeTo Ha mpoOjemMa M IO TO3M HAauyWH ToJlyyaBa MCKaHaTta
uH(popmanus.

Hszmamu no e-mail - mamamara mo e-mail BKIIIOYBAa W3IMOJI3BAHETO HA
aKTyaJgHa Tema, 3a Jia pen3BUKa €MOIMH, KOUTO MOraT Ja JOBeIaT 10
HECBh3HATEIIHO YydYacTHe OT CTpaHa Ha mnortpedutens. Hampumep
MOTPEOUTENAT MOKE J1a ToTyur e-mail cbo0uienue ot moureH Web caifr,
KOWTO pa3uCKBa YYyBCTBUTEIHM BBIPOCU 3a ACTCKHUSA Tpyd. CalThT
o0elaBa Ja IUIaTH NapvyHa Harpaja, ako MOTpPeOUTENST OTrOBOPU Ha
HSKOJKO BbIpoca. OCBEH TOBa T0 MOJM Ja TMOMBIHH (POopMyIsIpa,
pPUKaYeH KbM MUCMOTO 3a TapaHIus, 4e HarpajaTa OTUBA NP MPABUITHUS
yoBek. TakbB e-mail Moke 1a € u3Mama ¢ eIMHCTBEeHaTa I1e J1a ce chhepe
uH(popManus 3a NOTpeOUTENS U OpraHU3aLUITA.

Web caiim uzmamu - yecto cpemiad tun Web caliT u3smama e usmamara B
ctpyktypata (frame-spoofing). M3mamara B CTpyKTypara H3M0J3Ba
ChIIECTBYBAIIUTE Yys3BUMOcTH B Web caiitoBere. Hampumep, axo
HapyImuTea UCcKa MHQPOpMAIUS 3a HOMEpa Ha KPEAUTHU KapTh. 3a 1a s
MoJIyud, TOM BMBKBa (hajiliMBa CTPyKTypa B u3BecTeH Web cailT 3a
€JIEKTPOHHA ThproBus. ToBa € HaIPaBEeHO TOJKOBA AOOpE, Ue HAMa U Cie/1a
OT HapyllleHue Ha caiita. Kiimenture, nocemasaiiy caira, 6e3 1a 3HasT 3a
HamMecaTa, MPEAOCTaBIT HOMEpaTa Ha KPEAUTHUTE CH KapTH W JPYTH
noipoOHOCTU IO BpeMe Ha TpaH3akiusaTa. [lo To3u HauyuH HaApyUIUTENST
noy4yaBa HeoOxomammarta uHpopmarus. [pyra msnomsBana Web cailt
n3Mama paboTH dYpe3 BrpaKJaHE HA HEJIETATHO ChAbpPXKAHUE, KaTo
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nopHorpadcku 100aBKM Ha MNPUBHUAHO JIETUTHMHH Web cTpaHuIm.
Hampumep u3BBPIIUTENAT MOXE Ja CTONAHWUCBA JISTUTUMEH HOBHHAPCKHU
cailT, Ho 1a 1o0aBu B cTpaHunuTe JavaScript chabpxKaHue, Koe a 0TBaps
nopHorpadckn  pexkinamu. Koraro moTpeOHUTENAT TMOTHPCH TaKWBa
HOBHUHAPCKH CalTOBE, BIKJA CTPAHMIIATA B CIIMCHKA C BAJIMIHO UME, HO
KOraTo s OTBOPH, C€ OKa3Ba He3akoHHA. J[pyra momooHa Web caliT nsmama
€ CBBp3aHa CbC 3nenocraBgsHe Ha MHrepHer pgocraBumk (ISP).
[TorpebuTensat nonaydaa e-mail ot cBost ISP ¢be ciienHOTO chOOIICHUE:
“Cnopeo nawwume oanHu, 3aniawanemo 3a eaul akaywm 3a HUnmepnem
oocmwn e 3akvcHAN0. Mooice bu cme 2o npecpouunu? Baoicho e da ce
c8bpIICcEME C HAC BbIMONCHO HAlI-CKOPO. 3a 0a nooHosume u hopmayusima
3a akaywma cu, moas nocememe http://www.newpqrxyz.com" Korato
HOTPEOUTEIISIT OTBOPH XHUIICPBPB3KATa, TOM I'0 OTBEXKJA JO HEJeralieH
CauT.

3anjaxm 3a HI'BJIHOMOIIUATA

3annaxure 3a MbJIHOMOIIMATA ([IpaBaTa) ca pe3yiTar OT IPEACTaBSIHETO Ha
XaKepH KaTo YIbIHOMOILEHU MoTpeduTenu. Yecto cpeljaHa ataka HaJ rpaBaTa
€ KOraTo HapyIIUTESIT OTKPHE MpEKoBaTa Mapojia Ha MOTpeOuTeN W Bie3e B
cuctemara. Hapymmrenure n3nona3Bart pa3nudHu METOIU (KaTO PEYHUKOBA aTaKka
WM WHCTPYMEHT 3a pa30MBaHE HAa Mapoju, MOAPOOHO ONHUCAHM MO-A0TY) 3a
paszOuBane (crack) Ha mapomuTe.

Pa30uBaHe Ha mapo.su

Pa3OuBaneTo Ha maponu € 3aHMMaHHe, MPEINPUETO U OT XaKepUTe, U OT
CUCTEMHHU aJMUHHUCTpPATOpU Ha opraHu3anuu. CHUCTEeMHHUTE aJIMHUHHCTPATOPU
pa30uBaT NapoJUTE MO MPUUYMHHU, CBBP3aHU ChC CUTYPHOCTTA, JOKATO XaKEpHUTe
ro MpaBsT, 32 Ja Noyiy4yaT HeserajgeH AOCThIl. CHUCTEMHHUTE aJMUHUCTPATOPU
TpsiOBa J1a ce MOJACUTYPST, Y€ MPEKOBHUTE MApPOJIM HE Ca JIECHU 3a Aeindpupane,
3a Ja MOAABpXkKAT CHUTYpPHOCTTA. 3aToBa T€ YECTO XakKBaT Mapoid, 3a Ja
OKAYeCTBAT yCTOMYMBOCTTA Ha MApPOJIUTE.

3a nma pazbepere TEXHHKUTE 3a pa30MBaHE Ha MapOJH, TPSOBaA Ja 3HAETE
KOHIIeTIIIMST Ha XemmpaHe. KoraTo ce c¢h3mgaBa akayHT, MOTPEOUTENAT MOTy4YaBa
¥MeE U MapoJia v MoAPOOHOCTUTE ce ChbXpaHsBaT B 0a3a nanuu. Ho nndopmanusra
3a TMapoJiaTta He ce ChbXpaHsBa B OPUTMHAIHMS CH BHUJI. BMecTo ToBa maposara e
KpUNITHpPaHa U chXpaHeHa noj ¢popmaTa Ha xem ko {hash).
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XenrpT MpeicTaBisiBa Kpuntupan anropuTbmM. OOUKHOBEHO B 0a3uTe JTaHHH
XCIIMPAHETO CE€ CHCTOM OT J00aBSHE WM 3aMECTBaHE HAa MPOM3BOJICH Opoii
CUMBOJIM KbM OpPUTHHAJIHATa cepusi CHMBOJH. [IpeicraBere cu Hampumep, de
napoJiata, KosiTo u3rosBare ¢ Maria U B TIOJIETO 3a aJIpeC CTe BhBEJIM HOMEp Ha
kbaTa 497. Xemupanara napoiia Moke Ja € Kpuntupana karo 45M64a8ril2a.

Taka wnm nHavYe, ChIMHCKATa KPUNTHpAIa Xem (yHKIHUS MprueMa BXOJT C
BCSIKAKBAa JIbJDKMHA W TEHEpUpa H3XO0Jl, M3BECTEH KaTO Xl CTOHWHOCT, C
dbukcupana AbJDKMHA. 3HaeM (YHKIUATA, @ € HEBB3MOXKHO Ja HM3YUCIUM
OpUTHHAJIHMS BXOJ OT Xell cToitHocTTa. Hampumep, ako umame xem GyHkuus F
U BBbBEAEM BXOoJ X pe3yararbT h, cmerHat kato F(X) = h, e egHomocouHa
Tpancopmanus. ToBa 0o3HauaBa, ye ako 3HaeTe PpyHkuusTa F u pesynrara h, He
MOJKETE J1a M3UMCINTE X OT F m h.

3a pa30uBaHETO HA MAPOJIM WM Xl KOJIOBE, HAPYIIUTEIUTE H3I0JI3BAT
MHCTPYMEHTH 3a pa3OuBaHe Ha mapoJid. [loBeueTo MHCTpyMEHTH paboTsT, KaTo
KpUNTUPAT XWISLAW TApOoJIK B Xelll kojgose. Ciies1 ToBa CpaBHSBAT pe3yJiTaTa ¢ Xell
KOJIOBETE, CbXpaHsBaHU B Oa3zara ganHu. [lo Bpeme Ha CpaBHEHHUETO
WHCTPYMEHTUTE U3MO0JI3BAT OINpE/Ie/ieHa JIOTUKA WJIM OMUTBAT BCUYKU Bb3MOKHU
KOMOMHAIMHU, JOKATO HE Pa3OUsIT BCUUKH MapoJIu.

Jlpyra TexXHuKa, KOSITO HAPYIIUTEINTE U3MO3BAT, 32 J1a pa30uBaT mapoiiu, €
peunukoBara araka (dictionary attack). ToBa e metos 3a kpunrorpadcka araxa,
KOMTO ce M3MOJI3Ba 3a pa3OMBaHE Ha MAPOJIM WIH KIFOUOBE 32 KPUIITUPAHE Upe3
CUCTEMATUYHO TECTBAHE Ha rOJIIM CHHUCHK OT YECTO U3MOJI3BAHU JyMH, (pa3u u
TE€XHU Bapuanuu. To3u CUChK, HapedeH "peyHuK", Moxe Ja ChbAbpKa:

e PeayHu 1ymMu OT pa3aIudHU E3UIIH;

e YecTo cpenaHu UMEHA,;

o KomOuHanuu oT 1ymu;

e Yucia v CUMBOJIH, T00ABCHH KbM JYMH;

e UYecro usnonzanu maposu (Hampumep "123456", "password");

e Bapuarnuu Ha TyMH ¢ TIPaBONTUCHU I'PEITKA WIJIA 3aMECTBaHE Ha OYKBH
ChC cxoHU cuMBOJH (Hampumep "P@$$wOrd");

[TpunuunsT Ha paboTa Ha dictionary attack e mocTa mpocT: aTaKyBaIIUsAT
pasrioiara ¢ Xelupana Bepcus Ha mapoJsaTa (WId Ipyr KpunTHpaH Tekct). Tol/Ts
clie[l TOBa B3eMa BCAKa AyMa WM (pa3a OT PEYHUKA, XEIupa sl CbC CHIIHS
Kpuntorpadcku  aropuTbMm  (xemr  QyHKIMSA), KOWTO € M3MOJ3BaH 3a
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OpUI'MHAJIHATa IIapojia, W CpaBHABA IIOJIYUYCHHA XCII C MHOCJIICBHA XCII. Axo

XeIIOBETe CHhBMAAAT, TOBA O3HAuYaBa, ye Jymara Wiu (paszara OT peyHHKa €

OpUI'MHAJIHATA I1apoJia.

Crpnku Ha Dictionary Attack:

1.

CpOupaHe Ha XelIUpaHU Mapojid: ATaKyBallMsIT IbPBO TpsiOBa Ja
MOJIy4H AOCTHII 10 0a3a JaHHU WK (aiiy, ChAbpAKAI XCIUPAHU MTapOJIH.
ToBa MOke J1a cTaHe ype3 NpOOUB B CUTYPHOCTTA Ha CUCTEMA, Kpayk0a Ha
JAHHU WJIHA JPYTU METO/IH.

Cp3naBaHe WM NpUIOOMBAHE HA PEYHHUK: ATAaKyBalIUAT HOATOTBS
CIUCHK (PEYHUK) OT MOTEHIMATHU Mapoiiu. KolkoTo mo- mhbjieH u
pa3HOOOpa3eH € PEeYHUKBT, TOJKOBA MO-TOJSM € HIAHChT 3a YCIeX.
CehliecTByBaT NpeIBapUTEIHO Ch3/IaICHU TOJIEMH PEYHULIU, JOCTHIHU
OHJIAMH, a aTaKyBalIUAT MOXE J1a Ch3/1a/I€ U MEPCOHAIN3UPAH PEYHUK,
0a3upaH Ha uHPOpMaIMs 3a 1enTa (HanmpuMmep uMe, JaTa Ha pakJaHe,
xo0uTa).

XelMpaHe Ha TyMHUTE OT peuHuKa: Beska nyma uiam gpasa oT peuHuKa
ce mpekapBa mnpe3 chinata xemr GyHkius (Hanpumep SHA-256, MD5),
KOSATO € M3MO0JI3BaHa 3a XEIIMPAHE HA OPUTMHAJIIHATA [apoJia.
CpaBHsiBaHe Ha xemoBere: [loaydeHusT Xell oT JymaTa OT pEYHUKA ce
CpaBHsIBa C LIEJIEBHS X€III HA MMapoJaTa.

VYcnenrHo chBnazeHne: AKO XEIOBETE ChBIAIAT, AaTAKYBAILUAT € OTKPHII
OpUTMHAIHATA MapoJia.

[ToBTapsne: IlpomechT mpoabpmkaBa, KaTO CE€ TECTBA BCSIKAa AyMmMa OT
PEUYHMKA, JI0KATO HE ObJIe HAMEPEHO CHBIAJEHUE WM JI0KATO HE ObAAT
M3YepIaHu BCUUKHU TyMH B PEUHHKA.

daxkropw, BIUgeIIM BEpXy ycnexa Ha Dictionary Attack:

e Cunara Ha maponata: Konkoro mo-cioxHa € maposara (abira,
ChABpXKAalla KOMOWHAIUS OT TJaBHU W MalKd OYKBU, HMUGPH H
CHUMBOJIM), TOJKOBa IO-MaJKO BEPOATHO € T Ja NPHUCHCTBA B
CTaHJIaPTEH PEUHUK.

e Pasmep m kauecTBO Ha peyHumka: [lo-roremmure W mMO-mH00pe
MOJITOTBEHU PEYHUIIM YBEIMYABAaT IIaHCA 32 YCIEX.

e lsnmomsBana xem ¢yHkius: Hsakou mo-ctapy M mo-Obp3u Xeln
¢ynkun (kato MDS) ca mo-ys3BuMu Ha JIpyru ataku (Hampumep
collision attacks), koeTo MOe J1a yJIeCHHU TIpolieca Ha pa3OuBaHe.
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e U3nomsBane Ha "salt": "Conra" € mpou3BOJICH HU3 OT TaHHH, KOUTO ce
no0aBsg KbM BCsKa TMapojia TMpead XemupaHe. ToBa MpaBu
MpeIBAPUTEIIHO TeHEPUPAHUTE PEUHULIU C XEIIOBE Hee(DEKTUBHU, THi
KaTo BCSKa NapoJja uMa yHUKanHa "cou".

Hsxou yecto cpelanu peuHUKOBH aTaKu:
e Kparku araku

3a pas3iuMKa OT HOPMAaJHUTE PEYHUKOBH aTAKH, KBAETO CEpHUsl MapoJu ce
M3NpoOBaT BbPXY €HA CUCTEMA, B KPATKUTE aTakKh MAJIKO Ha Opoil mapoiu ce
U3MPOOBAT BbPXY HAKOJIKO CUCTEMHU.

e Artaku “I'pyOa cuna” (brute force attacks)

ToBa € ycimokHEHa BepcUs Ha TpPAaJWIMOHHATA PEYHMKOBA AaTaka,
MPaKTUKyBaHa OT BbTPEUIHU HAPYLIUTEIH, C 1N AOMBIHUTEIHA TPUBUIIETUHA U
paspenieHusi B Mpexarta. [Ipu Hest HapymuTensiT MbPBO c€ CA00MBA ChC CITUCHK
OT M3II0JI3BAaHU Mapojy OT MUCTUHCKH M3TOYHMK. [locie xemmpa Te3u mapoiw,
U3MOJI3BAiKM KPUIITUPAIMTE CXEMHM Ha arakyBaHata cucrtema. Crien ToBa
CpaBHsSIBA CTOMHOCTUTE HA PE3YJTAaTHHUS XEll KOJ M XCIIMPAHUTE MapoJiH,
ChXpaHsiBaHU B 0a3aTa JaHHU. CpaBHEHUETO € YCIEUTHO, KOraTo Xell CTOIHOCTTA
OT pEYHHMKa ChBIIaJa C XEIll CTOMHOCTTA OT 0a3ara JJaHHHU.

3ansiaxu 3a NPUJIOKEHUSATA

B pannute nuu Ha Mnatepuer, Web caiiToBeTe moka3paxa caMO CTaTUYHU
ctpanuny. [IpomsiHaTta Ha KoJa Ha Te3u calToBE Oelle JeCHa, 3al]0TO MOXKEIe
Jla c€ BUJM MO-TOJIIMaTa 4acT OT Hero. Bee mak He 6€ Bb3MOXKHO J1a C€ U3JI0KH
Ha PHUCK CUTYPHOCTTa HAa MPWIOKEHHUITA U IUIATGOPMUTE, BBPXY KOUTO C€
Hamupaxa Te3u caitoBe. CaMuTe MpEXH, CUTYPHOCTTa Ha IIaTHOPMUTE U
(u3nyeckaTa CUTYpPHOCT OsiXa JOCTAaThUHH, 32 J]a 3aLUIUTIT T€3U MPUIIOKEHUS OT
BCsIKa 3aruiaxa.

Huec muoro Web caiiToBe ce HM3MOJ3BaT 3a €JIEKTPOHHA THPTOBUS H Ca
auHaMuIHU. [ToBeYeTo OT TAX Ce CHhCTOSAT OT MPHIIOKCHHS, KOMTO MOTaT ja
B3aMMOJICHCTBAT IO MEKIY CH, KAKTO M ChC ChbPBBPHUTE 3a 0a3u JaHHU U C IPYTH
KOMIIOTPH. Te3u MPUIOKESHHs ChIbpKAT U 00EKTH, KOUTO JIECHO MOTaT Jia ce
M3JI0KaT Ha PUCK. MIMa HIKOJIKO MEXaHU3Ma 3a CUTYPHOCT - 3aWyUmHuU CMeHU
(firewalls), xonTo TO3BOJIABAT OCTHIT HA BHHIIHKS CBSAT CaMO JI0 OINPEICICHH
MIOPTOBE, U CLCIMEMU 3d 8bMPEUHA 3aUUMA HA ONEPAYUOHHU CUCTEMU U MPEHCU,
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KOUTO 3aIlMTaBaT OT IMOBEUETO YSI3BUMOCTHU B riio0anmHaTa Mpexa. Ho moHsikora
MOJKE€ Jla C€ CIly4d Taka, 4e XakepbT Ja Mpodue cucremara TOYHO IMpe3 MOpT,
oTBOpeH 3a Web cair.

Hsxou gyecto CpfllaHU 3allJIaX! 34 IIPUIO0KCHHUATA:

e [IpeBumaBane Ha NpaBara,

e VYsa3BUMOCTM Ha pa3pabOTeH OT HE3aBUCHUM TPOU3BOJIUTEN  WIIU
NepCOHATU3UpaH copTyep;

e Ortka3 Ha yciyru (DoS);

e Pasnpenenen otka3 Ha yciayru (DDoS);

e DNS npe3emane;

e Va3zsumoctu Ha Web CbpBBpUTE;

e [IpeB3emane Ha cecuu;

e Araku o e-mail;

IIpeBuiiaBaHe HAa MpaBaTa

[IpeBuimaBaneTo Ha IpaBa € HAIUIE, KOTaTO HAPYLIUTENAT UMa Bb3MOKHOCT
J1a TIOBUILIM IIpaBaTa U NPUBUIIETMUTE HA HErOBaTa CUCTEMA 0 HUBO, I10-BUCOKO
OT HUBOTO, Ha KOETO TpsiOBa /a ObJaT. AKO TakaBa aTaka ycree, HapyILIUTEsT
MOXe€ Jla J1o0ue MPUBUIIETHM M AOCTHI IO HHBA, BUCOKM KOJKOTO TIJIaBHATa
mupekropuss B UNIX cucrtema wiM aIMUHUCTPATUBHUTE IPaBa Ha MAIlWHA C
Windows.

YA3BUMOCTH HA HE3ABUCHUM U MEPCOHAJIUZUPAH coPpTyep

JlocTaBuMIIMTE HAa YCIYTH YECTO M3MOA3BAT COPTyep, pa3paboTeH OT TPEeTH
nuna (third-party) m ro mpepaboTBaT (mepcoHAIU3UpPAT) B 3aBUCUMOCT OT
HYXJUTE cU. Bce mak nmepcoHaNM3upaHusIT WIM pa3padOTEHUSAT OT TPETH JIUIIa
(ae3aBUCHUMUSAT) COMTYEp ChABPIKA HAKOW BPATUUKH, MPEIJIaraiiy Bhb3MOKHOCTH
3a MPOHHMKBAHE B CUCTeMHTE Ha eaHa wmpexa. [lopangu Tasum npuunHa €
CBIIECTBEHO Ja C€ Cbh3JaBaT, HW3MON3BaT W mnopaspxkar curypuu HTTP
MPUIIOKEHHUS.

YsazsumocTtu Ha Web cepBBpHUTE

MHoro oT mnpumepure 3a YSI3BUMOCTH, OTKpUTH B Web CchpBBpUTE,
CBUIECTBYBAT, 3all0TO CBPBBPUTE IIpeIarar IOBeYe OT €aHa Yyclyra
€IHOBPEMEHHO, JIOPU U TE3U YCIYTH J1a HE Ca HEOOXOIUMHU.
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OT riegHa TOYKa HAa CUTYPHOCTTA ChPBBPHT TpsiOBa Jla mpeajiara camo eaHa
yciyra emHoBpeMeHHO. Hampumep, ako OCHOBHara Iiel Ha ChpBbpa € Ja
chxpansBa (xocTBa) Web caiiToBe, TpsiOBa 1a ObAaT CIPEHW BCUYKH OCTaHAIH
YCIIYyTH, KOWTO HE C€ U3MOoJ3BaT. AKO HE OBJaT COPEeHH, TE3U YCIYTH
NPECTABISIBAT PUCK 32 CUTYPHOCTTA, ThH KaTO aTaKyBalMsAT MOXKE J1a U3I0JI3Ba
HSKOSI OT TSIX, 32 J1a IPEATNpPUEeMe aTakaTa CH.

Jlpyra oTtkputa Bpatnuka B Web cbpBBpuTE €, We TE MO3BOJSABAT Ha
HapYLIUTEINTE Ja 3a00UKAIAT OTPAaHUUCHUATA Ha OCTHIIA 32 (aiIoBe C ABITH
umeHna. OcBeH ToBa Hsikou Web CbpBBpH mpejarat JAOCTBII JO HUBOTO Ha
CBpBXIOTpeOuTenst (root), KOETO MOXKe Ja TMpeACTaBisiBa Ba)KHA 3arjiaxa.
JlocThbI'BT J1I0 HUBOTO HA CBPBXIOTPEOUTENSI € MOAOOCH Ha JOCThI J0
aIMUHUCTPATUBHO HHUBO. AKO aJMHHUCTpPaTOp HE OrpaHWYW MpaBara o
pa3IMYHUTE HUBA W JaJ¢ aAMUHUCTPATHUBHU IpaBa Ha BCUYKU MOTPEOUTENU
(KoeTo Mexay IPyroTo € MpUYMHA 32 CEPUO3HU OMACEHHUS 32 CUTYPHOCTTA), TOBA
OM oO03HayaBaJO BCHUYKM TOTPEOUTENM Ja UMAT HEOTPAHUYEH JIOCTBI O
nH(popManusATa Ha ChPBBPA.

Web cepBbpUTE CBHIIO Taka ca M3NPABEeHM U Ipej 3arviaxata OT JIOLIO
Hanicanu CGI ckpunrose. CGI € CKpUINTOB €3HMK OT CTpaHa Ha ChPBbPa, KOMTO
no3BoisiBa Ha Web cTpanuiure ma cu B3ammojeiicTBaT U Ja ca JWHAMUYHU.
IToBeueTo crpBbpH H3n0a3Ba CGI KaTo CKPUNTOB €3UK OT CTpaHa Ha ChPBBPA 110
noapazoupane. CGI cam no cebe cu € cCurypeH ckpunTtoB e3uk. Bce nak, enun
nomo Hamucadn CGI ckpunt uMa omnpeneneHd BpaTHUKH, 3apaau kouto Web
cepBBpUTE cTaBar ya3Bumu. Hampumep CGI ckpurnroBeTe BIUSAT Ha CBOWMCTBA
Ha Web cbpBBpHUTE U aKO HE ca 100pe HANMCAaHU, TOBA TPUBIMYA BHUMAHUETO Ha
HapywuTenu. Jlomo Hanmcanute CGI ckpunroBe AaBa IIAHC HA aTaKyBalUTE J1a
IPOBEPAT Bb3MOKHOCTUTE Ha ChbPBbpA U TaKa Ja 'O MaHUIYJIUpaT.

IIpeB3emaHe Ha cecuu

HTTP e HecBbp3an nporokos. ToBa o3HayaBa, 4ye MpU NPUKIIOYBAHE HA
I'bPBOHAYANIHUS OOMEH Ha CHOOILEHUS MEXIY KIMEHTa U ChpBbpa Bpb3KaTa
npekbeBa. C npyru aymu, HTTP npoTokonbT He 3ama3Ba ChCTOSHUETO Ha
cecusTa.

Toit kato HTTP e HecBbp3aH mo monapazOupaHe, WICHTU(PHUKATOPHT HA
cecunte (ID) e emmn Bua 3ao0uKaisiHe Ha MpoOJieMa ChC 3alMa3BaHETO HA
ChCTOSIHHETO Ha cecusaTa. Cookies OChINEeCTBIBAT UISHTUYHOCTTA HA cecunte. B
riobamHaTa Mpeka Ha BCsIKa KOMYHUKAIIMOHHA CEeCHsl MEXIy KIMEHT W ChPBBHP
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ce 3aJaBa HMAECHTUYHOCT, 4YacT OT IMpoleca Ha ABTECHTUKALUA, KOSITO Na3H
uH(pOpMaIrs 3a aKTUBHOCTTA Ha CECUs U 3a Bpb3Kara ¢ morpedburens. Bpb3kara
ce TMOJIbpXka 4Ype3 3aJaBaHe Ha HOMEp 3a aBTCHTHKAIUS Ha MOTpEOHTENs.
NnentuduxaTopbT Ha cecHsiTa © HOMEPHT 32 aBTCHTUKAIIMS HA MTOTPEOUTENS ce
ChXpaHsBaT B 0a3a JaHHH C TPaH3aKIUU Ha ChPBbHpA.

IIpn mnocnexpBamy OOCTBI A0 CaTa WASHTUYHOCTTA HAa CecUsATa Ha
notpeduTtens U HHPopMaIuITa 3a aBTeHTHKAIM MbTyBaT 3aeaHo ¢ URL agpeca
U CBHIIMHCKOTO ChIbpKaHHe Ha caita. Llsymara Ttasum mHbopmalus € rpynoBo
no3nata kato pasmupen URL angpec (vwiu npocto URL). [Ipu npeB3emaneTo Ha
CECUM HapYIINUTENAT IPEB3EMA UACHTUYHOCTTA HA CECHSTA YPE3 JOCTHII O TAHHH
Ha CbpBBpHU U Mpexu. Hapymmrenar npomens aerannure Ha pasmmpenus URL,
M3MO0JI3Bailki TEKCTOB PEIaKTOP, U CJIEJ TOBa Ce CBBP3Ba OTHOBO ¢ Web caiita ¢
pasmmpenuss URL.

ATaku o e-mail

ATakyBaluTe eKCIUIOAaTHPAT YSI3BUMOCTUTE Ha €JIEKTPOHHATA IOoIlla, 3a Ja
paspymiaT MpeKOBH yCIIyTH U CHCTEMH B Tiio0anmHaTta Mpexa. CiaenBar HIKOJIKO
e-mail aTaku, U3MOI3BaHN OT HAPYIIUTENU B IJI00aTHaTa MpeXKa:

e e-mail 6omOapaupane;
e p3IpaliaHe Ha craMm (HeKeIaHu) ChOOIISHNUS,
e e-mail mojacaynIBaHe U U3MaMH.

E-mail 6om0apaupane

E-mail 6omOapanpanero € MeToa, Ipy KOWTO HAPYIIMTENAT M3Mpania Ha
MUILIEHATa UIEHTUYHU MUCMa €IHO CJIE] IPYro, KaTo MO TO3W Ha4YHWH MPENbJIBa
KyTHUSITa MY.

E-mail 6omOapaupaHeTo € IeHHO OT TJeAHa TOYKa Ha OTpaHUYCHUE Ha
J0CTBIIa M 3JI0ymoTpeba ¢ MpPEXOBH pecypcH. 3a xopa, u3mossBaiiy e-mail
aKayHTH, KOUTO  NPEJOCTaBAT  ONpEeAeNeHO  MIpocTpaHcTBo,  e-mail
OoMOapanpaHeTo MOXKe Ja JOBeAe JO0 MPOIyCKaHe Ha BaxkeH e-Mail mopaau
npenbBaHe Ha rnoleHckaTa uM kytus. C npyru gymu, e-mail 6omOapaupaneTo
MOJKe J1a cpuHe e-Mail cbpBBp, ¢ KOETO Ja MPUYMHK HPOIyCKaHe WK 3a0aBsHE
Ha jeruThuMeH e-mail. OcBeH ToBa TO MOXe J1a OJIOKHUpa MPEXOBH PECYPCH, KOETO
J1a TIOBJIMSIE HA IPYTU CUCTEMH OT ChlIaTa MpEeKa.

[Tpumep 3a TaxkbB uHCTpYyMeHT - Mail Bomber.
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HN3npamane Ha cniaMm ChOOLIEHUSA

M3npariianeto Ha criaM ChoOIeHus (HexenaHn e-mail) e MeTo, pu KOHTO
aTaKyBalllUTEe M3IpaaT e-mail Ha CTOTHIIN WK XWIAAU moTpeoutenu. [lpu Ta3u
aTaka aTaKyBaIlUAT CE 3alMCBa B MOIIEHCKH CIUCHK WIH TMOJydaBa CIHCHK C
azpecu OT KOMITAaHWW, KOUTO TH TIoaabpskat. Cien ToBa TOM U3MIpaia HeXellaH e-
mail Ha Te3u MOTPEOUTENHN MPOIBIKUTEITHO BpEME.

M3npamanero Ha cnam  ChOOLIEHUS HE MOXe Ja ObAe peaiHo
KOHTPOJIMPAHO, 3allOTO BCEKH, KOMTO HMMa BajuAeH e-mail aapec moxe na
u3mpaia cho0IIeHus 10 BCEKH ApYT e-mail agpec, HIo3rpyna (news group) Win
enekTponeH Oronetun (BBS, Bulletin Board System). 3apaau vero no unu npes
Web caiiT Morar f1a ce u3npauar rojsiMo KOJUYECTBO €JIEKTPOHHU CHOOIICHHUS.
ToBa moxe na ce npeBbpHEe B DoS aTaka, Thil kKaTo npeJaBaHETO Ha MPEKaJIECHO
MHOro e-mail choOIIeHUsI Ch3/1aBa rojisiM TpapuK B MpexkaTa, 3abaBs e-mail
ChpBBpPA U U3I0JI3Ba BCUUKU CBOOOIHU PECYpCH HA CHCTEMATa.

E-mail noxcnymBane u uamamn

Jpyr Bux aTaka e e-mail moacaymiBanero (Sniffing) u usmamara (spoofing).
[Ipu e-mail moxcnymiBaHETO aTakyBallUTe MpUXBaIaT e-mail chboOIIeHUs MO
MpexaTa, Ipeau Te JIa ca MPUCTUTHAIM MPHU TTOTydaTelIs CH.

3a ga B3eMar wuHpOpMalMATa, aTaKyBalllUTe W3MOJ3BAT codryep 3a
MOJICTyIIIBaHe Ha akeTH. Te3u MpHUIIOKeHHs MOTaT Jla TpuXBaiat nHhopMarus,
ObTyBallla OT €IWH KOMIIOTBP KbM Jpyr. BemHmxk mnpuxpaHamu e-mail
ChOOIIIEHUE, AaTaKyBallUTe IIOy4YaBaT TaiHa WHGOpMamus 3a HOMepa Ha
KPEIUTHU KapTH, MOTPEOUTEIICKM UMEHA U TTApOJIA WJIM BaKHA MHPOpMAIIHS 32
OpraHU3aINN:

[Ipu e-mail n3mamarta aTtakyBalmusT NpuxBamia e-mail cboOlIeHHe Mo
MpekaTa U IPOMEHs] MHPOpMalLUsITa B HETO ChC 3JI0HamepeHa uen. [lpu Hakou
Cllyyal Ha H3MaMHM aTaKyBalllUTE€ TIJaBHO OCBIIECTBABAT NPEHACOYBAHE HA
NPUXBAHATH ChOOILEHUS MO MPOMEHEHA CaMOJIUYHOCT.

3ansiaxu 3a MOBEPUTEJTHOCTTA

3amnaxure 3a HOBEPUTEITHOCTTA BKJIIOUBAT PA3JIMYHU ATaKU C TIO/ICIYIIBAHE.
Hsakou ot 11X ca:

® MpPEXKOBO IMOACIYIIBAHE,
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¢ JI0JACIYIIBAHC HA paaro CUI'HAJI
Mpemmso nmoacJaymBaHe

MpekoBOTO NOJICITyIIBAaHE BKIIIOYBA HAOJIOJaBaHE HA JaHHUTE, KOUTO CE
OpefaBaT 10 JOKAJHU MPEXH, U W3BJIMYAHE Ha jKejlaHaTa MH(opmauus. 3a
uHTepQeiic KOHTPOJIEP CITYKU MPEXKOBO YCTPOHCTBO, KOETO HA0JII0/1aBa JAHHUTE
B Mpexata. YecTo ce u3I0J13Ba OT XaKepH 3a yJIaBsiHE Ha IaHHU 3a [TO/ICTYyIIBaHE.

MpeKOBOTO IOACIYIIBAHE € YECTO CpEellaH METOJ 3a IOJCIYIIBaHE B
Mpexka. Toll BKIIIOYBA NpHUXBAallaHE HA NAKETUTE OT JAHHW, IIBTYBAIlX IIO
Mpexara, U AeMU(QpUpPaHETO UM 3a U3BJIMYAHE HA KPUTHUYHATA MHPOpMALIUS -
MOTPEOUTENCKA UMEHA U MApOJIH. 3apajy ChIIECTBYBAHETO HA TAKUBA aTaKU CE
IIPENoOpbUBa IPEAABAHETO HA JAHHU B KPUNITUPAH BU/I.

Hoz{cnymBaHe Ha paano CUurHaj

[ToxcnmymBaHeTo Ha paaMo CUTHAN BKJIIOYBA MPHUXBAIIAHETO HA PaUo
CUTHAJI, U3J]aBaH OT KOMITIOTPYU M MOOWIHM Teneponu. To3u Tum ataka He ce
cpelia 4ecTo, Thid KaTo M3MCKBa CKBIT0 000pyIBaHe (KaTo aHTCHU M HACTPOMBAIIIO
o0opy/BaHe) 3a yiIaBsiHE TaHHUTE TI0 Mpekarta. B Hamm nau uma codryep, KOUTo
M03BOJISIBA HA KOMIIOTPH J1a C€ HACTPOMBAT MO PaIMO CUTHAIN HA KOMITIOTPU UITU
MOOUITHH TeTe()OHN HAa BCUYKHU BBJIHU.

3anjaxm 3a KOHTPOJIAa HA 10CThIIA

KakTo mojacka3zBa MMeETO, 3alIaXUTE 3a KOHTPOJA Ha JIOCThIA BKJIIOYBAT
aTaku, NEJSIM JOCThI 10 cucteMu B MHTepHeT. Hali-uecTo cpemanusT MeTo €
pazouBaHe Ha mapoiu. [[pyru aTaku BKIIOUBAT JOCTHII 10 (paiiioBe ¢ mapoiv uin
KOMYHHUKAIIMOHHHU TOYKH KaTO MOJIEMH WJIM U3I0JI3BaHe Ha codTyep, KOMTO 1aBa
JOCTBII 10 BBTPEIIHU WM BBHIIHU CUCTEMH Ipe3 3ajaHa Bpatuuka (backdoor),
eKCIUIOATUPANKK TO3U HAYUH MPOOUBH B MpexKaTa.

Hapymurenute obukHOBeHO m3noi3BaT backdoor araku, 3a ga momyyat
gocthn A0 cuctemu. Criesy KaTo Beue MMa JIOCTBII, HAPYIIUTENAT Hal-4ecTO
OCTaBsl BXOJIHA TOUYKa (ChIO Hapu4aHa backdoor) oTBopeHa upe3 MaHUITYIUPAHE
Ha [IPOrpaMeH KO/, Taka 4ye Jja MOKe J]a BJIe3€ B CICTeMAaTa OTHOBO OT TOBA MSICTO.
Hapymmrensat ocraBst BpaTuykaTa OTBOpEHa, Taka 4e CUCTeMaTa 0CTaBa OTBOPEHa
JIOpPH ¥ aKO TIPUCHCTBUETO My € OmII0 3a0emsi3aHo. 3aJHUTe BpaTHUKK TloMaraT Ha
HapYIIUTEIUTE 1a N30erHaT MPOCIe/IBaHe Ype3 BIUCBAHUS B PETHCTPAIIHOHHUTE
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daitnose (logs). C npyru nymu, BiuzaHeTo ¢ backdoor 3ao0ukans 3acuyamius
MEXaHMU3bM Ha CHCTEeMaTa.

Bupycu

[To neduHUIUS KOMOIOTHPHUAT BUPYC € MaJIka Iporpama, KosiTo ce Komupa
c apyra nporpamu wiu (aiinose. [Ipu u3mbiIHeHHE Ha 3apa3eHaTa mporpama
BHUPYCHT ChHILO C€ U3IMBJIHABA. KOMIIOTBpHUTE BUPYCH Ca HAPEUECHH TaKa, 3aI10TO
CHOJEIIST HSKOU OT XapaKTEPUCTUKUTE HAa OMOJIOTrMYHUTE BUpYyC. KOMIIOTHpHUAT
BUpPYC C€ MpeaaBa OT KOMIIOTbP Ha KOMITIOTHP, ChIIO KAKTO OMOJOTUYHHUAT Ce
npegaBa OT YOBEK Ha yoBeK. KakTo OMOJOrMYHUAT BUPYC M3M0I3BA KIIETKATa, 32
Jla C€ BB3IPOU3BEXKIA, KOMIIOTBPHUAT C€ HY)KJA€ OT U3IIBJIHUMA IIporpama, 3a
71 CU PaBU KOIIHS.

Bupycute Moxe 1a He 3al104HAT Ja JEeWCTBAT BEAHAra Ciej 3apa3sBaHeTO
Ha cucTtemara. Te Morar ga CTOAT CKPUTH HM3BECTHO BpEME, JOKAaTO HE ce
aKTUBUpPAT Ha ompejaesieHa nara. Ho gopu M Korato BUPYCHT JI€XKH CKPHT,
cuUCTEMaTa € 3apa3ecHa.

EdexTsT 0T BHpyca MOXe Aa Bapupa OT MPOCTO MOKa3BaHE Ha JPa3HEeIIo
cboOuieHue (Hanpumep BUpycbT WMO97/Class-D, KOWTO MOCTOSTHHO MOKa3Balle
choOtenus: karo “I think ‘username’ is a big stupid jerk”) no u3rpuBaHe Ha
cnenuduyunu (aitioBe uinu GopmMaTupaHe Ha TBBPIUS TUCK (HAPUMEP BUPYCHT
CIH, koiito ce omutBa ma npenporpamupa Flash BIOS u moxe na npuyunm
CEpPUO3HU BPEJIN).

Haii-uecto u3M0N3BaHUTE HOCHUTENH, Ype3 KOUTO CE€ pa3mpoCTpaHsSIBAT
BUPYCHUTE, MOTaT Jia ce KiIacuuiupar B CJICAHUTE KaTETOPHUU:

e [IpeHocumu HOCHUTENN
e QaisioBe, cBaJICHU OT MHTEpHET

e daiinoBe, mpuKkavyeHu KpM e-Mail
IIpeHocumu HOCHUTEIH

Hait-uecto cpemannte HOCUTENM HA BUPYCH Ca IPEHOCUMHUTE YCTPOUCTBATA
3a (U3MYECKO ChbXpaHCHUE Ha JaHHU: KOMIMAKTIUCKOBE, MMPEHOCUMHU JHCKOBE,
¢nam nameTu u 1p. [Ipu n3non3paHe Ha 3apa3eHU HOCUTENH, BUPYCHT CE IPEHACS
Ha TBBPAUS JUCK.
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®daiioBe, cBasieHU 0T UHTEpHET

NHuTtepHeT e apyra cpefia, 4pe3 KOSATO BUPYCUTE CE MPEHACIT Ha KOMITIOTPUTE
nopajau royiiMara JAOCTbIHOCT Ha freeware, shareware, codryep, urpu, MP3
¢aitnoBe, TOMOIIHM MHCTPYMEHTH U CHUMKHU 3a cBaisgHe. [loBeuyeTo caiToBe
yBepsIBaT, ye Mpejasiaranara ot TX uHdopmainus He € 3apa3eHa. Bee nak, BuHaru
MMa IIIaHC TaKbB MaTepHal Ja € 3apa3eH. [Ipu cBansHe Ha 3apa3eHu (ailsioBe OT
HNHTepHeT, KOMITIOTHP MOXeE Ja ce 3apa3u. Ha cBoit pen, mpu paboTa B Mpexara
Y CIIOJIEIISIHE Ha 3apaHu (pailyioBe, 1s1aTa MpEXka MOXKE J1a Ce 3apasu.

IIpukavenn kbM e-mail ¢aiiiose

E-mail chobmieHusita ca apyra cpena 3a pa3npocTpaHEHUE Ha BUPYCH OT
WuTepHer. 3apa3eH ¢ BHpPYC JOKYMEHT € M3IpaTeH 1o e-mail karo mpukadeH
¢aitn. Korato momyuaTtenst oTBOpH JOKYMEHTA, HAMUPAIIUAT CE€ B HETO BUPYC CE
aktuBupa. CieoBaTeIHO BUPYCHT CE CaMOKOMMpPA KAaTO HAKOJIKO HU3IIBbIHUMHU
KOMMs, IPUKauBa Ce KbM JIPYTM €JIEKTPOHHU MUCMa U B Kpas Ha KpauiiaTta
U3Ipaila 3apa3eHyu ChOOLICHUS 10 BCUYKHU IMOILEHCKUS CIIUCHK WU CHHUCHKA C
aJipecuTe Ha TO3U MOTPeOUTEN.

Hampumep notpeObutensT Moxe Ja MoJlydd Urpa Kato npukadeH (aitn ot
HeusBecTeH nojares. Korato 3apenu urpara, HaMUpaIIUaT c€ B HEs BUPYC Ce
W3MBJIHSABA ABTOMAaTUYHO 0€3 3HAHUETO Ha OTpeOuTens. B To3u cirydait BUpYCHT
MOKE HE caMo J1a TTOBPEar KOMITIOTBpHUTE (pailioBe Ha TO3HM MOTPEOUTEN, HO U
71a U3MPATH CHOOIIICHUS MPUKAYeH (HalI-BUPYC A0 BCUIKU aAPECH OT TOMIECHCKUS
My crucbk. [lorpebute HsMa Jopu M Ja 3a0eexu, 4Ye ChOOIICHUATA 3a
U3MPATEHU OT HEroBHs akayHT. [lomyuaTensT Moxe 1a He 3a0eNexu, 4e TOBa €
MOTEHIMAJIHO pa3pyIIUTEIeH e-mail, 3a110To € U3MPaTeH OT MO3HAT.

Haii-BeposiTHM MUIIIEHU HA ATAKH ¢ BUPYCH

B Hamm nHUM BCeKM ¢ KOMIIOTBP U €-mail akayHT MOXe Jla € MUIIIeHa Ha
BUpyCHa araka. Bce mnak, HaW-BEpOSTHM MUIICHW Ha TAaKHWBAa aTakh ca
npodecuonanuctu, padorenr B [T opraHuzanmu, CIy>KUTETH B OpraHU3AIMSg
(otmenno ot IT), n3non3pamu HGOPMAIIMOHHHA TEXHOJIOTHH, 32 J1a U3IIBIHSIBAT
3aIbJDKCHUATA CH, WM JIMIIA, W3I0JI3Ball WH()OPMAITMOHHN TEXHOJOTHH, 3a Ja
U3MBJIHIABAT PYTUHHU omnepanuu. [IpuunHata € ToBa, 4ye TE€3UW XOpa IMO-YECTO
B3auMojencTBaT ¢ IMHTepHEeT B CpaBHEHHME C XOpara, KOUTO H3II0I3BaT
KOMIIOTPUTE CU BKBIIH.
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Camo 4e BBB BCsAKa OpraHu3alys HMa CIYKUTEIW Ha JUIBXHOCTH, IIO-
ySI3BUMH KbM BUPYCHH aTaku OT Ipyru. Hampumep ciaykuTenu, uMaiy MoOouieH
JOCTBII 10 MpEeXaTa Ha OPraHU3alMAaTa, Ca MHOI'O BEPOSATHU JKEPTBU Ha TE3H
aTaKW, ThU KaTO U3II0JI3Ba KIIMEHTCKU MPEXHU, KOUTO MOTaT J1a CbAbPKAT BUPYCH.
B To3u nporec Te3u xopa Morar, 6€3 J1a 3HasT, 1a IpeHecaT BUPYC B MpexarTa Ha
opraHusanuATa. JIpyra JIbXHOCT € Ta3u Ha CYyIIEPBal30pPUTE U PbKOBOIUTEIIUTE
Ha CKMII, KOUTO MOXKE Ja UMAaT JOCTHII 10 KOMIIIOTPUTE HA CBOUTE IOJIYNHECHHU.
KoMIIIOTBpBT Ha HAKOW IOJYMHEH MOJKE BEYe Jla € 3apa3eH C BUPYCH U KaTo
pe3yJiTaT KOMIIIOTBPHT HAa HAYAJIHWKA WIM DPBKOBOAUTEN HA EKWI Ja Ce
uHpexTupa. Xopa, KOUTO CHOJEIAT KOMIIIOTPH WA Pa3MEHST MPEHOCUMU
HOCHUTEJNH, 32 J]a peHacsAT UHpOpMaIKsl, ChIIO 3a U3JI0KEHU HAa TaKUBa aTaKH.

Tunose Bupycu

B 3aBucumocT OT NMOBEJEHHETO MM M 00JIaCTTa OT KOMIIIOTBHPA, KOSTO
aTaKyBaT, BUPYCHUTE Ce KJIaCU(PULIUPAT B IBE KATETOPUH: CINAPIMOBO-CEKMOPHU N
¢aiinosu Bupycu. Crenpamure BUPYCH, Ha CBOM pea, Morar Ja ce
NoJKJIacU(UIUPAT IaK HA CTAPTOBO-CEKTOPHU U (paillloBU BUPYCH:

e Makpo Bupycy;

e (CKpHUNTOBU BUPYCH;
e [lapasutHu Bupycy;
e [loraiinu BUpyCH;

o [lomumopduu BupycH;
CTapToBO-CEKTOPHM BUPYCH

CTapToBO-CEeKTOPHUTE BUPYCH C€ pa3MpoCTpaHsBaT OCHOBHO, KOTaTo
cUCTeMara ce cTapTupa OT 3apa3eH HOCHUTEN. BUPYCHT ce mpounTa OT 3apa3eHusI
CTapTOB CEKTOP Ha HOCUTEJIA U CE 3allMCBa B CTAPTOBHS CEKTOP (Hampumep master
boot record, MBR) nHa cucremnaus guck. MBR e mbpBUST CeKTOp, OT KOWTO
cUCTeMara 4yeTe, KoraTo 3alo4yHe MpolechT Ha 3apexaane. Cera, KoraTo U Ja ce
3apeiM cuUcTeMmaTa, BUPYCHT C€ 3apek/a B CHUCTeMHara mamer. Tol 3aMeHs u
npomeHs (haiiJioBe Ha oNepaloHHaTa CHcTeMa B cTapToBHs cexTop. [Ipumep 3a
crapToBo-cekTopHHU Bupycu ca Disk Killer, Stoned u Michelangelo.

Daily1I0BM WIH POTPAMHU BUPYCH
@alnoBUTE BHPYCH, OLIE HAPEYEHU IPOIPAMHU BHPYCH, 3apassBar

u3nbJHUME (aitinoBe ¢ pasmmpenus: .EXE, .COM u .DLL (Bbnpeku 4e B HIKOU
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ciyyait uH(peKTUpaT chlIo U W3NbJIHUMHU Qaitnose cbe .SYS, .DRV, .BIN, .OVL
U IPYTH NMO-PSIIKO CPEIIaHU Pa3IIUPEHUs).

Bupycure, KOUTO MNpPUNOKPUBAT WM MPOMEHAT ChIbPKAHUETO HA
3apa3zeHuTe (paiiyioBe, ca JECHM 3a OTKpMBaHE, 3alll0OTO M3MEHST pa3Mepa Ha
daiima, KM KOWTO ce 3akayBaT. @ailoBUTE BHUPYCH MOTarT Jna ce
pas3npocCTpaHsBaT upe3 NnpeHocuMu Hocutenu uinum Murtepuer. [lpumepn 3a
daitnou Bupycu ca Dark Avenger u Cascade.

Nma usxonko ¢ailioBU BUpyca, KOUTO MPOMEHAT U PA3LUIUPEHUETO Ha
mnbaHuMug  ¢daitn. Hanpumep Te wMorar jga MPOMEHAT OPUTHHAIHOTO
pasmmpenne Ha (aitima .COM na .EXE u crmen ToBa na ch3manar HOB (paiti cbe
chiioro ume u pasmuper .COM. TpyaHo e na ce 3aceue mojao0eH 3apa3eH daiin,
THI KaTo B TO3M CIIy4ail pa3MepbT Ha HOBOCH3/IaJICHHS OT BUpYca (paiii € ChImusT
KaTO Ha OPUTHUHAIIHUSL.

Haii-ycnemnure  QaitioBu  BuUpycH ca  pe3uJIeHTHU  (ITOCTOSIHHO
PUCHCTBAIIM B MTAMETTa) BUPYCHU, KOUTO CE€ 3apexaaT B aMeTTa IbPBUS IBT,
KOraTo cTapThpare 3apa3eH (ailsl, u ciieq ToBa MOeMaT IIBJIHUS KOHTPOJI BbPXY
KOMMIoThbpa. TakuBa BUPYCH WH(PEKTUpPAT TJIABHO JOMBJIHUTEIHHU MPOTPAMHU
BCEKU IMBT, KOTaTO 3apa3eHUsT (aiil U3M'bJIHU WK JIOPU KOTaTo C€ MPaBSIT HOBU
aupekTopur. Bce mak Wma MHOTO HEPE3UAEHTHH BHUPYCH, KOWUTO MPOCTO
3apa3siBat eIMH WK TToBeYe (pailiioBe pH BCIKO CTapTUPAHE Ha 3apa3eHus (aii.
B tpapunmonnute .EXE u .COM (aiinoBu BUPYyCH HEPE3UJACHTHUTE BUPYCH HE
ca MHOTO YCHENIHH TOpaayd HECIOCOOHOCTTa CH 3a pa3NpOCTpaHsSBaHE Ha
UH(pEKIUATa HA CBETOBHO HUBO.

Makpo Bupycu

Maxkpo BUpycHUTE ca OCHOBHO HHCTPYKIMH 32 IPUIIOKEHUS, HAITMCAHU Ha €3UIH
kato WordBasic unu Visual Basic. Te3u Bupycu npexuBsiBat IJIaBHO B
JOKYMEHTHH (paiijioBe Ha MpuiioxkeHus kato Harpumep Word gokymentu, Excel
Ta0IUIM WK (haiJIoBe - MA0JIOHH Ha CHIIHUTE TE3U MPUIT0KCHUS.
[IspBOHAYANTHO TOKYMEHTHUTE C€ pa3riiexkaaxa MpocTo karo ¢aiaose 3a
ChXpaHEHHE Ha IaHHU U HUKOW He € 04akBai Ja ObaaT 3apa3eHu ¢ Bupycu. C
nosiBaTa Ha Makpo BUpycHuTe o0aye, BCSIKO MPHIIOKEHUE, IO AbPIKAILO
MaKpOCH, KOUTO ca MPUKPENEHH (MJIM MOTAT Ja ce BKIIIOUYAT M0 HIKAKHB HAYWH)
B JJOKYMEHTEH (ailsl, iMa Bb3MOKHOCTTA Ja C€ 3apa3u C MaKpo BUPYC.

He e 3agbipKUTENIHO MakpocHTE JAa ca MPUKPENEHH KbM JIOKYMEHTHU
(aiinoBe, 3a na ce 3apa3u MPHIOKEHUETO, KOETO I'M chAabpxka. Hampumep B
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HayasioTo Ha 1999 Geme oTkpuT nbpBUAT BUpyc, HapedeH CSC/CSV.A, 3a
NpWIOKEHus, mogabpkamu mMakpo e3uka CorelScript. Bee mak, CorelScript e
e3uK, 0a3upaH Ha HAKOJKO (aitma ¢ koj 3a mMakpocu. [lopaam Ta3zu mpudnHa
BUPYCHT HE Oelle royisiMa 3ariaxa 3a noTpeouTeaInTe, KOUTO U3MO0J3Baxa JIpyru
npuinoxkenus, nogabpxkamm CorelScript. ToBa e ciydail Ha CbBMECTUMOCT Ha
NPUIOKEHUS, OT KOMTO Ce 3aKJII04YaBa, ye He MOKETE Jla HAMMILIETE €IMH MaKpo
KOJ, KOUTO Ja paboTh Ha BCUUKH mpuiioxkenus, nogabpxamiu CorelScript. B
cinydas Ha CSC/CSV.A, nopaau nocieauny ot chBmectuMoctta ¢ CorelScript,
BUPYCHT HE YCI Jla C€ CaMOKOIMpa JOCTaTh4HO OBp30, THU KaTto Oemie
CHBMECTHM CaMO C €IUH THUII IPUIOKEHHUE, 3a KOETO Oelie Ch3Aa/IeH.

Makpo BHUPYCHTE TMpEIACTaBIIBAT OTPOMHA 3allaxa B CpaBHEHUE C
TPaJUIMOHHNA CTapTOBO-CEKTOPHU WM (aiyioBu BupycH. CTeneHTa, 10 KOSTO
MakKpO BUPYCHUTE BIMSAT Ha CHCTEMaTa, € MHOTO BHCOKa, 3aII0TO T€ ca JIECHH 3a
ch3aBaHe. Bce mak Makpo BHPYCHTE HE MOraT Ja BB3ICHCTBAT Ha IpijiaTa
CUCTEMa, 3all0TO ca CHEIUPUIHA OTICITHH MPIIOKESHUI. Makpo BUPYC, KOWTO
noBpexaa Word ToKyMeHTH, HsIMa TOBJIMsAC Ha JOKYMEHTH, Ch3aaaeHu ¢ Lotus
Notes mmu Star Office. Makpo BUpycH ca Mo-IomyJIsSipHH, 3aI0TO € JIECHO /1a ObJ1e
MHPEKTUPAHO MPUIIOKEHHE, KOSTO TMOAbpKa MakpocH. J[pyra nmpudmnHa, KOsITO
MpaBM Makpo BUPYCHUTE JOMHUHHUPAIIH, € IIMPOKaTa yrnorpeda Ha Makpo e3HMKa
VBA (Visual Basic for Applications). VBA ¢ MoIIieH 1 JieceH 3a Hay4aBaHE €3UK
M 3aTOBAa € MHOT'O M3BECTCH MEXy MPO(PECHOHATHN MPOrPAMUCTH U XaKePHUTE.
OcseH ToBa TOM AaBa AocTh 10 cioxHu Windows APl nporpamu. JlocTsibT 110
TSAX € TPYJICH C €3UIUTE OT HUCKO HUBO. TOBa € MpUYMHA MHOTO XOpa, KOUTO HE
ca Ch3JIaBaJl BUPYCH MPEIH 3apaJd CIOKHOCTTA Ha €3UIMTE HUCKO HUBO, CEra
7la MOTaT JIECHO J1a TTUIIAT BUPYCH.

CKpunToBu BUPYCH

CKpHUIITOBUTE BHPYCH 3apa3siBaT MPUIIOKCHHSI, HAITUCAHW Ha CKPUIITOBH €3HIIN
karo Hanpumep JavaScript (JS) u Visual Basic Script (VBS). JS u VBS e3unute
ce mogabpkat oT Windows Scripting Host (WSH), kolTO € akTUBEH CKPUIITOB
KOMITOHEHT, TIPEIOCTaBEH OT orneparonHuTe cucreMu Windows.

CxpunToBUTE BHUPYCH CE€ Pa3NpOCTpaHsABAT MIMPOKO, ThA KATO MHOTO
kommioTpu mom3BaT WSH, 3a nma craptupar mnpwioxeHus, OaswpaHd Ha
CKPUIITOBE.

Jlpyra npryuHa 3a IUPOKOTO pa3snpOCTpaHEHUE HA CKPUIITOBUTE BUPYCH €,
4ye MHCAHETO Ha KOJ 3a TAX € JiecHOo. JS u VBS, KouTo ca CKpUnTOBU €3ULH OT
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BHCOKO HMBO MOTAT Ja ce pa3depar TOJIKOBA JIECHO, Y€ JOPU HAKOU MPOrpaMuUCT
0e3 MOAroTOBKa MOKE Jla HAMMWIIE CKPUINT Ha HIKOW OT Te3W e3uuu. He ce
HYy’KJaeTe OT TOJIEMU IO3HaHMs IO MPOrpaMUpaHe, 3a Ja HaluIleTe Koj 3a
ckpunToB Bupyc. Hammpumep onepatopurte 3a 00padoTKka Ha HU30BE periaBar B JS
u VBS ckpunrtoBere MHOro mnpo0iemu, KOUTO Osixa MOYTH HEBB3MOXKHU B
€3UIUTE OT HUCKO HUBO.

Karo makpo BupycuTe, CKpUIITOBUTE BUPYCH MOTAT JIa CE pa3poCTpaHsIBaT
gype3 oOMsiHA Ha IPEHOCUMH HOCUTEIH, TP JOCTHIT 10 €-mail uimu npu crioaernsiHe
Ha JUpeKTopur no mpekara. CKpUNITOBUTE BUPYCH MOTaT CHIIO Taka Jia ce
pasnpocTpansBaT upe3 ActiveX mnpuioxeHus. ActiveX € MNpUIOKEHHUE Ha
Microsoft, koeTo nmo3BoisiBa Ha Web cTpaHuiute ga cBajisT KOMIIOHEHTH. ToBa
O3HaudaBa, Y€ MpH J0CTHII 10 MHTEpHET, upe3 ActiveX MoraT Ha MallIMHATA /I1a Ce
CBAJISIT MOIYJIH, MHPEKTHPAHU ChC CKpHUNT BUPyCcH. OCBEH TOBa CKPHUITOBHTE
BUPYCH MOTaT Ja C€ pa3mpoCTpaHsABAT 4ype3 NPUIIOKEHUs KaTo (QailioBe 3a
Windows Help, nncrananuonnu daitnoe Ha Windows - ¢aitiioBe oT peructpure
Ha Windows (.REG ¢aitnose). 3a paznuka oT Makpo BUPYCUTE, CKPUITOBHUTE
BUpPYCH MoraT jaa ce pasmpoctpansBaT u upe3 Internet Relay Chat (IRC) -
CUCTEMa, KOSITO MO3BOJISIBA OHJIAH pa3roBopu 1o MHTepHer.

IIapa3uTHHM BUpYyCH

[TapasutHuTe BUpPYCH 3apa3siBaT W3MBIHUMHU (DailyloBe, HaApUYaHU OIIE
nporpamu. Korato e crapTupana 3apa3eHa HM3IIBIHUMA Mporpama, MbpPBO CE
aKTUBHpA MAPA3UTHUAT BUpyc. Bee mak, 3a 1a ckpue NpUChbCTBUETO CU, BUPYCHT
CTapTHpa OpWTMHAJHATa TIporpama, KbM KOATO € TpukadeH. JlokaTo
ofepalioHHaTa cucTeMa pasdepe, 4e B Mmporpamara MMa BHPYC, TOW MOTydaBa
CBHIIIMTE MTpaBa KaTo Te3M Ha mporpamata. ToBa Ha CBOH peJl MO3BOJIsIBA HAa BUpYyCa
Ja ce caMOKOMHpa, a C€ MHCTaJNpa B MaMeTTa W Ja YHUIIOoXaBa (aijoBe H
IpyTH npuiiokeHus. Jerusalem e moOpe n3BecTeH napa3uTeH BUPYC, KOUTO 3a0aBs
KOMITIOThPAa U M3TPHBA BCAKA MpOrpama, KOSTO MOTPEOUTENSAT ce OmuTa Ja
cTapTHpa.

IHoTaitnu BUpycH

[ToraitHuTe BUpYCH ca BUJ CTapTOBO-CEKTOPHU BUPYCH, KOUTO 3apas3sBar
daiinosere u Hauanaus (boot) 3ammc Ha aucka. Te3um Bupycu HaOmrO7aBaT
CUCTEeMHHTE (PYHKIIMM U3IOJI3BAaHU OT MPOrpaMuTe, 3a Ja 4erar ¢ailioBe Wiu
¢uznyecku OJI0OKOBE OT AUCKA M IPOMEHST PE3yATaTUTE OT Te3U (PYHKIINH, TaKa
4ye IpOorpaMuTe, KOUTO C€ ONMUTBAT Ja 4YeTaT OT Te3W O0NacTH, BWXKIAT
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OpUrMHalHAaTa He3apazeHa QopMa Ha @ailloBeTe BMECTO JEMCTBUTEIHATA
uHpekTupana Gopma. 3aToBa, MIETUTE UM MPOMEHUTE, MPUINHEHHU OT BUpYCa,
HE C€ OTKpUBAT OT AaHTHUBUPYCHUTE NMporpaMu. Bce mak, ako uckare ia 3acedere
BHpYCa C aHTUBHPYCHA IIpOrpama, Toil TpsAOBa Jja ce HaMupa B MaMeTTa.

IMoaumoppHu BUpPYCH

[TonmumopdHUTe BHpPYyCHM Cbh3AaBaT pa3iMuyHU (BCE OIIE HAMMBIHO
ONEpalMOHHMN) CBOU KOMNUS C HAJEK/1aTa, 4e CKEHEPUTE 3a BUPYCH HAMA J1a MOTaT
Jla 3aceKaT BCUYKHU HETOBM Komusl. Te3u BUPYCH Ce MacKUpaT U MPOMEHST BUIA
CH C BCSAKO 3apasgBaHe. Hsakow mnoJMMOp(pHU BHPYCH Ca U3BECTHHM U KaTo
KPUIITHPAHU BUPYCH, 3aIIOTO M3I0JI3BAT TEXHUKATAa HA KPUIITUPAHETO, 32 Ja CE
CKpHUSAT OT aHTUBUPYCHUS copryep. Te3u BUpyCH KPUNTUPAT TJIABHUS CH KOJ| U
M3M0J3BaT Ciy4ailHO n30paH HaObOp OT KOMaH/H, 3a Ja JEKPUIITUPAT KOAA.

[TomumopdHUTEe BUpyCHU ca TPpYyJIHHU 3a OTKpHUBaHE, 3aTOBa TpsOBa Ja ce
U3I0JI3Ba aHTUBUPYCEH COPTyep, KOUTO CKaHupa Mo anropuTbMm. CKaHHPAHETO
[0 AJITOPUTHM € TMO-CJIOKHO M YCHBBPIIEHCTBAHO OT HOPMAJIHOTO CKaHHPAHE,
0a3upaHO Ha HU30BE, KOETO CE€ M3I10JI3BA 32 3aCUYaHE Ha MPoCTH BupycHu. [Ipumep
3a nosimumopden Bupyc e MtE, koeto o3nauaBa Mutation Engine (/Ipuraren Ha
MyTanun).

IlpenoTBpaTsiBane, 3acM4aHe U Bb3CTAHOBSIBAHE OT aTaKHU
C BUPYCH

JIHec 3amiaxure OT BUPYCH Ca IO3HATH KaTo ysA3BUMOCT OoT MHTEepHeT. 3a a
Ce MPEIOTBPATH 3apa3siBAHETO HA KOMITFOTPH I10 LIENNS CBAT, UMa HAKOJIKO MEPKH
3a NPENOTBpaTsABaHE, 3aCHYaHE M BB3CTAHOBABAHE, KOUTO €IHA OPraHU3aLMs
TpsIOBa /1a U3IBJIHU.

MepkHu 3a CUTYPHOCT 32 NPeI0TBPATSIBAHE HA ATaKa OT BUPYC

Haii-noOpusT HauMH 3a OTAETHU XOpa U MPEXKOBU aJIMUHUCTPATOPU Ha
OpraHM3alMU [1a IpeAnassaT Mpexara U OTAEIHU KOMIIIOTPU OT BUPYCH € J1a ce
B3EMAT CIECJHUTE AHTUBUPYCHU MEPKHU:

e Ha mspBO MSICTO, BCEKH, KOMTO CE€ 3aHMMaBa C KOMIIOTPH, TpsAOBa Jja UMa
OCHOBHU TMO3HAaHMS 32 PA3IUYHUTE BUJOBE BUPYCHM M HAyMHA UM Ha
¢bynkunonupane. ToBa ch3HaHME IlI€ MOMOTHE Ha Xopara Ja u30erHar
OCHOBHHMTE 3aruiaxu ot Bupycu. Hanpumep Word wnu Excel nokymenture
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ChIBPKAaT MaKpOCH M 3aTOBa Ca Hal-TIPeIpa3noSiO’)KeHH KbM aTakd OT
BUPYCH.

N30srBaHe Ha cTapTUpaHe Ha MAaKpOCH B JOKYMEHTH, aKO HE € W3BECTHA
(YHKITMOHATTHOCTTA M.

Jlpyra MsipKa 3a CHUTYPHOCT, KOSTO MOXE Ja HaMalH TOCICIUIIUTE OT
WHPEKTHPAaHE C BHPYC HAa KOMITIOTHPA, € MPABEHETO peloBHO Ha backup
daitnoBe (komusi Ha MporpaMu WK (HalIoBe, ChbXPAaHSIBAHU OTIEITHO OT
OpPUTHHAIIUTE) HA TBBPIUS TUCK.

WHcTanupaHe Ha aHTUBUPYCHA MTPOrpaMa U PEIOBHOTO U ITOHOBSIBAHE.
Mpexwure TpsOBa na ca HM3TpaJeHH TakKa, Y€ CaMO YIThJIHOMOIICHU
NOTPEOUTENN J]a UMAT TOCTHIT JI0 MPEKOBHUTE PECYPCH. 32 1a OCHIIECTBUTE
TOBa, CBIIECTBYBAT pAa3IMYHU WHCTPYMEHTH, KOUTO IMpEIna3Bar oOT
HEJIETaJICH JTOCTHIL.

Opranm3anuuTe TpsAOBa Ja OCUTYPST CHCIHATHH MAIIUHH, YUSITO
eIMHCTBEHA LIeJI J]a € TECTBAHETO Ha HOB copTyep, dailioBe UiIH JUCKOBE.
daiinoBere, KOUTO TpsIOBa Ja ce CHOAENAT MO Mpexara, TpsOBa na ce
CKaHHMpAT Ha Te3W MAIIMHHU, TIPEIH HIKOU J]a IMOJTyYHr JTOCTHII JI0 TAX.
[TpeHochT Ha M3TBIHUMH (aIIIOBE OT U 10 BHHIIHU U3TOYHUIN TPsiOBa J1a
ce 6mokupa. biokupanero Ha TpaHcdepa Ha U3MBIHUMH (DaitioBe IO TO3H
HAuYWH IIe TOACUTYPH U MOJAbPKa IUIOCTHATA 3allUTa CPEIly aTakd OT
BUPYCH.

3acu4yaHe Ha BUPYCHH aTaKH

3a 1a ce yJIeCHAT 3aCMYaHeTO Ha BUPYCH B MpeXaTa, OpraHu3aluuTe TpsiOBa

Ja CIeNAT MpekaTa 3a MpU3HAIM HAa HEOOMKHOBEHO IbpKaHWE WM JIEHMHOCT.

3apa3eHnuTe C BUPYCH KOMITFOTPY UMAT HAKOJIKO YECTO CPELIaHN CUMITOMA!

Mpexata ce 3a0aBs U JaHHUTE YE€CTO € OJIOKHpaT.

KommioTbpbsT MOXke fa paboTu 1o-6aBHO WU JOPU Jia CIIpe Ja JAeicTBa.
Mosxe na mMa HEOOMKHOBEH OpO¥ MpOTpaMHU TPEINIKWA WA TPEIIKU B
namMeTTa.

Pa3mepute 1 mocieHO MPOMEHEHHUTE JaTH Ha 00CKTH, KOUTO ca 3apa3cH
MOJKE JIa ca TIPOMEHECHH.

Moske na uma HeobsicHuMa 3ary0a i Moaudukaius Ha nHbopmarus.
TBBPAUAT TUCK HA KOMITFOTHP MOXKE JIa U3TJICKIa MIBJICH JIOPHU U Ja UMa
CBOOOTHO MSICTO.

Komannata CHKDSK He nmoka3Ba BepeH Opoii 0aiiToBe.
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e OTBapsHETO WJIM CTAPTUPAHETO Ha MPUIIOKEHHUS MOXKE J1a OTHEMA TOBEYE
BpeMe OT OOMKHOBEHO.

e Moske BHE3AITHO Ja Ce MOSBAT HEMO3HATH TUIOBE (hailyioBe B cUCTEMAaTa.

e JIOKyMEHTHTE MOXE Jia IOKa3BaT CTPAHHU CHUMBOJH, BBIIPEKH Y€ ca
3aMyuCcaHyu MPaBUITHO.

e KiraBuarypaTa Mo>Ke J1a M3/1aBa 3BYIIH IOPH U KOTaTo HE pearupa.

e Mosxe MHUCTEpHO3HO Ja CE€ CTapTUpaT MPOTpaMH IMOJA BHIMMO 3aIIUTEH
MOTPEOUTEIICKU TTPOPIIL.

Bb3cTaHoBsIBaHE OT aTaKM € BUPYCH

[TepcoHaTHUTE KOMITIOTPY MOXKE Jla HE JICWCTBAT MO OYaKBaHUS HAYHMH
nopajay peauiia MpUYMHUA. B moBedeTo ciiydaw MpUYMHATA 32 HEOYAKBAHOTO
MOBEJICHUE HE € aTaka OT BUPYC, a 0-CKOPO OOUKHOBEH MpexoB Mpobiem. Bee
NakK, MoBeYeTo oPpuc NOTpeduTe N He 3HaAT ToBa. CIy>KUTEIUTE OT TEXHUYECcKaTa
noJApbKKa TpsioBa ga oOy4yat opuc NOTPEOUTEIUTE KaK Ja MPEAOTBPATIT WIH
MOTIPABAT TaKWBa MaJIKM mpooOsiemu. Hampumep, ako moTpeduTen moao3upa, 4e
KOMITIOTBPBT MYy C€ JbpKH HEOOMKHOBEHO TOW TpsOBa 1a c€ BBPKE C
KOOPJIMHATOPA Ha TEXHUYECKATa MOAAPHKKa B opranu3aiusata. OCBeH ToBa TOH
TpsiOBa Jla yJIECHU MpoIlieca Mo perraBaHe Ha mpobiema, KaTo BOJAU OCJIeKKH 110
npobiemMa, CbOOIICHHITa 32 TPEIIKH, KOUTO MOKe OM ce TMOsBSIBAT 3a/1ayara,
KOSITO C€ M3MBJIHSBA B MOMEHTA Ha TpellKaTa, UCTOpUATa Ha MpobiemMa u
BCSKAaKBM TIPOMEHHU, HaIllpaBEeHW B xapayepa wid codTyepa Ha CHCTEMara,
HAJIMYEH OT TPeAM MosBaTa Ha nmpoodiema.

Crien BHUMATENCH OrJieJ Ha MpodOjieMa, ako TeXHHUYECKaTa MOAPBIKKa
MOJI03Mpa, Y€ KOMITIOTBPHT € 3apa3cH ¢ BHPYC, KOMIIOTHPHT TpsOBa da ce
M30JIMpa OT Mpexara. Ha mbpBo MsCTO TpsOBa J1a Ce TIOMUCIIH 3@ Bh3CTAHOBSIBAHE
U ch3aaBaHe Ha backup daiioBe Ha JaHHKWTE HA 3apa3eHus KOMITIOTHP. KaTo gacT
OT TOBa yIpaXHEHHE, KOMITIOTHPHT TPSIOBA J1a Ce MPOBEPH Upe3 M3IOJI3BaHE Ha
codryep, ckanupaii 3a Bupycu. OCBeH ToBa TpsIOBa 1a Ce MOACUTYPH, Y€ BUPYCHT
¢ TpeMaxHaT OT BCSKa YacT Ha Mpekara, 3aIl0TO MMa MHOTO CKPUTH BHPYCH,
KOMTO OCTaBaT HE3aCCUCHH OT AaHTHUBMPYCHHUTE MPOTpaMH MW MOTaT Ja ce
aKTUBUPAT M PA3MPOCTPAHAT MO-KHCHO.

3a Jda MoJACUrypu, 4€¢ KOMIIIOTBPHT € YCIICIIHO BB3CTAHOBCH OT BHUPYCHaA
aTaka, CUCTCMHUAT aIMUHHUCTPATOP Tp}I6Ba A U3IbJIHA CTBIIKH KATO.
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e Jla oueHu pa3Mepa Ha MPUUMHEHUTE MIETH. AKO KOMIIOTHPHT € 4acT OT
Mpexa, TEXHHYecKaTa MOoAIPBKKa TPsOBa 1a OTKpHE KOJIKO KOMITFOThPa ca
MOBJUSHU W JlaJld MMa JIPyTM MECTa, KOUTO Ca 3aCEerHaTH. 3apa3eHuTe
KOMITIOTPHY TPsIOBA J]a C€ U30JIMPAT OT MpEKara, Taka ue BUPYCHT J1a HE Ce
pasnpocTpaHsBa. 3a Jla NPEAOTBpAaTUTE CJEABAILM aTaku, TpsOBa Ja
uAeHTUUIMpaTe HW3TOYHMKA HAa BHUPYCa, KOETO MOXKE Ja CTaHe C
OperjekaaHe Ha perucTpallMoHHUTE (ailioBe Ha KOMIIIOTPUTE U
ChPBBPUTE.

e Jla mpoBepu backup cbpBbpuTE 32 3apa3saBane ¢ Bupyc. Cieq mpemaxBaHe
Ha 3apa3eHUTE KOMITIOTPU OT MpexaTa TpsOBa Jia ce HalpaBH MPOBEPKa Ha
backup cbpBbpuTe 3a 3apassBaHe ¢ Bupyc. HeobOxomuma e mpoBepka ¢
aHTUBUPYCHU mporpamu. J[oOpe € ja ce HampaBu KONHUE HA JAHHUTE,
ChXpaHsBaHHU Ha ChPBBPA, 3a 1a MOXKETE J]a CE€ Bb3CTAHOBSAT, aKO CE 3aryO0siT
JAHHU 10 BpEM€E Ha U3YUCTBAHETO.

e Jla mpoBepu 3a BUPYCH BCHYKM KOMIIOTpUM B Mpexara. Cien ToBa C
AHTUBUPYCHH MPOTPaMHU CE€ YCTAHOBSIBA KOWU JaHHU M IpOorpaMu ca
3apa3eHu.
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Jlekus 3

BuoBe Mpe:xu, 3anaxu u ysisBumoctu B TCP/IP mpeskuTe

B nmpeaumiHus JEKIMOHEH Kypc IO MPEXKOBO aIMUHUCTpUpaHE Osxa
MIPEJCTABEHU OCHOBHHM MPEKOBU TOTOJOTUHA U KIACH(PUKANUUA IO PA3TUIHH
npusHanu. llle mpuroMHs 1Be W3BECTHM KIIACH(PUKAINKA, KOUTO BKIFOUBAT
TEXHOJIOTHTa Ha MPEHOC U TUIOIITa, KOSTO MpexaTa mokpra. Q061110 Ka3aHO TOBA
ca:

o Pasnpenenenu (broadcast) mpexu;
e Mpexu “oT TOUKa A0 TOUKa .

Pa3znpenesenu Mpexu

B pasnpenenenute (broadcast) Mpexu BCUUYKM KOMIIOTPH CIOAEIAT €IUH
KOMYHHUKAIIMOHEH KaHal. AKO €IMH KOMIIIOTHP UCKA J1a KOMYHUKHpPA C IPYT, CE
m3npaimia chobuieHue (moja ¢dopmara Ha MAKETH) A0 BCUYUKH KOMITIOTPU OT
Mpexarta. [laketure chbabpKaT ajgpeca Ha KOMIIOTHPA, 10 KOWTO TpsiOBa aa ce
u3npatu cboouieHneTo. Koraro HIKONH KOMIIOTHP MOIYYH MaKeT, TOM MpoBepsiBa
NPUKAYEHUsI KbM IAaKeTa aapec. AKO aJpechT OT MaKeTa ChBIIAJa C ajJpeca Ha
KOMITIOTBpa, TOH 00paboTBa makeTa. AKO MaKeThT 00aye HE € MpeaHa3HAYECH 3a
TO3U KOMITIOTBP, TOW MPOCTO OMBA UTHOPUPAH.

B enna paznpeneneHa Mpexa makeThbT MOXKeE J1a ObJ/Ie U3MPATEH U 10 BCUYKU
KOMITIOTPY B MpexkaTa WM Ja C€ JOCTaBM JI0 TOYHO OIpelaesieHa Tpyma
KOMITIOTpU. JIOCTaBIHETO HAa TMAKETHTE JO0 BCUYKM KOMITIOTPU B MpeKara ce
Hapuya paszmnpezaensHe (broadcasting), a JOCTaBIHETO UM JI0 OIpeJieSieHa rpyna
KOMITIOTPH B MpeXKaTa ce Hapuia MHOKECTBEHO pasnpenensHe (multicasting).

Pa3npenencHaTa TEXHOJIOTHS CE€ OCBIICCTBABA OCHOBHO B MAJIKUTE MPEXKH,
B KOWTO HMMa MaJiIkO KOMITIOTPH M KOWTO C€ HaMupaT Ha Mayika reorpadcka
o0J1acT.

Mpexu “oT TOYKA 10 TOUKA”

3a pasiikKa OT pa3npeAeICHUTE MPEXKHU, MPEKUTE “OT TOUKA JI0 TOYKA C€
CBCTOSIT OT HSKOJIKO KOMYHUKAIMOHHU KaHajga MEXIy KOMIIIOTPUTE B €IIHA
Mpexa. [laketuTte OT JaHHM MOXKE Ja MHUHABAT MO PA3JIMYHU MApPUIPYTH C
pasyiMyHa JbJKUHA, 32 J1a JOCTUTHAT JI0 MOJy4YaBalus KOMIIOTHD (MOTy4daTens).
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W3non3Ba ce pyTupalll alropuThbMm, 3a Ja ce ONPEeAesd IbTAT HA €UH MaKET JI0
MoJIy4aTesis My.

KoMyHuKallMOHHATa TEXHOJOTHS “OT TOYKa JO TOYKA  C€ OCHIIECTBIBA
OCHOBHO B T'OJIEMH MPEXH, B KOUTO MOKE J1a MMa TIOJIMPEIKH.

3ansaxu u yazsumoctu Ha TCP/IP mpexure

TCP/IP e mnoBmurHaal MHOTO BBIOPOCH 3a CHTYPHOCTTA, 3aIloTO
I'bPBOHAYAIIHO HE € 3aMUCJIEH J]a [IOMHHU PA3JIMYHUATE aCIIEKTH HA CUTYPHOCTTA.
Ilo-TouHO TOW € CB3HaNEH, 3a Ja MOANbpKAa NPUIOKEHUS U J1a OCHUTYPH
CBBP3BaHE M BB3MOXHOCT 3a B3aUMOJEHCTBHE MEXIAy Mpexu. OCBEH TOBa,
KOHTPOJIMPAHETO HA MPEXU B TaKbB rojisiM o0eM e TpynHo. [Ipe3 mocnenHute
roauHu ciaboctute Ha rpynara ot TCP/IP npotokonu oTBoprxa roieMu TynKu
B CUTYPHOCTTA, IPABEUKU MPEXKUTE YA3BUMU 32 PA3IMYHU 3aIlJIaXH.

Hauyun Ha pynxkuuonupane na TCP/IP

TCP e mpoToKoJI, OCHTYpsIBAIl] HAICKIHO MpeaBaHe HAa CETMEHTH MEXIY
CHOTBETHHUTE MPOIIECH Ha JBaTa KOMYHUKHpAIIHM X0ocTa. Tol Ha3HauaBa MopeieH
HOMED 3a BCEKHU MpeaaJieH OalT 1 04akBa MOTBHPKICHUE OT MPUEMAIIIHs XOCT 3a
nosryuenute Oaiitoe. ToBa 3a0aBsi JocTaBKaTa Ha JaHHU 3a CMETKA Ha TSIXHATa
CUTYPHOCT, KOATO CE€ XapaKTepu3npa ChC CICITHUTE JCHCTBUS:

1) Ch3gaBaHe Ha JIOTMYECKO CheIWHEHHME (Cecws) MEXIy JBaTta
KOMYHHUKAIIMOHHH Tporieca (Session setup) — To3u TUI CheIMHEHHUE Ce M3TPaXKia
MEXIy MOPTOBETE HA JIBaTa KOMYHHKHUpAIIA X0cTa. M3Mmoi3BaHETO HA MOPTOBE
nmo3BojsiBa Ha TCP nma mommbpka MHOXKECTBO JIOTUYECKH CHEIMHCHMS,
€IHOBPEMEHHO, MEX/TY JIBAa XOCTa MJTM MEXKITY XOCT U MHOXKECTBO XOCTOBE. To3m
IIPOIIeC Ce Hapuia MYJITHIUICKCUPAHE.

[Ipn m3rpaxmaaHeTo Ha CecHsi Ce M3IMO0JI3Ba TOJXOJ, HAPEYCH TPUKPATHO
pbkoctuckane (three-way handshake). Tlpu To3u MexaHM3BM, IEIEBUAT XOCT
noiy4aBa SYN cerMeHT OT XOcTa-M3TOYHHK, Ha Koito otroBaps ¢ ACK/SYN
cerMeHT u oyakBa HeroBoto ACK moTBBpKIEHHE OT MHUIMATU3UPAILIUS XOCT.
SYN cermeHtuTe pAaBaT BB3MOKHOCT Ha KOMYHHMKHPAIIUTE XOCTOBE Ja
YCTaHOBSAT CTAapTOBU IMapaMeTpy 3a KOMYHHKAIMsITa — pa3Mep Ha Mpo3opera
(6ydep), mbpBoHavalieH TmopeaeH HoMmep (crmenuduyueH 3a BCEKH XOCT),
MaKcUMalieH pa3Mmep Ha cermMeHT. Ha ¢urypa 1 e umocTpupaHo TpUKpPaTHOTO
PBKOCTHCKAHE.
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SYN/SEQ=5

ACK 6/SYN/SEQ=55
|

ACK 56 o
AJaHHH
[ i
MHWULUManU3Ivpalll xocT B
xocT A

¢urypa 1. Tpuxpamno pvrocmuckane

- Xoct A m3npama SYN cerMeHT ¢ BKIIOUCH HaydajeH MOpPEeAcH HOMEp
SEQ=5 (Sequence Number);

- Xoct B notBbpxaaBa ¢ ACK (5+1=6), Bxmtouen out SYN u HavaiHus cu
nopeneH Homep SEQ=55;

- Xoct A notebpxknaBa ACK/SYN cermenta ¢ ACK (55+1=56);

- 3BbpiiBa ce TpaHcdep Ha TaHHU Clie]] yCTaHOBsABaHe Ha Bph3kaTa. | CP
M3M0J3Ba OPEJIEH HOMEP 33 BCEKH OAUT MPEeXBHPJICHU JAHHU, KOUTO TpsAOBA /1a
O0baaT MOTBBpAEHU OT mpuemamus xoct. [lonero SEQ mnentudunmpa mbpBust
OaiiT ot cermenTa, a moneto ACK chabprka ouakBaHus CieIBall MOPeIeH HOMEP
KaToO MOTBBPIKJIaBa BCUUYKH JaHHU 10 Hero. Hampumep, ako XocTt A mpenane 3
cerMeHTa c 1mo 15 GaiiTa TaHHHM U HaYaJTHUAT TTopeieH Homep € 30, To ciaeaBaniusT
OuYakBaH mopeneH Homep, 3anoxkeH B ACK makera, me 6b1e 30+3.15=75;

2) KoHTpOJ1 Ha TOCIeI0BaTEIHOCTTA Ha JJAHHUTE B cerMenTa (Sequencing);

3) Kontpoa Ha nmotoka ot ganuu (Flow control) — rapantupa, ue BXOIAIIHAT
Tpaduk HAMA 1A 3ambiIHU OydepuTe Ha MpUEMAIUs XOCT U TOU IIe MOXE Ja
00paboTH MOTOKA OT JaHHH, KAaKTO M Jia OTTOBOPH Ha 3allUTBAHUS OT CTpaHa Ha
npefaBanis XocT. MeXaHHU3MbT, KOMTO Ce M3IMOJ3Ba € MO3HATHAT ILIB3Talll Ce
nposoper; (Sliding window). Bceku xocT moaabpxka TakbB IPO30pPEH U
KOHTPOJIMpa pa3Mepa My CIPSIMO MOMEHTHUTE CH BB3MOKHOCTH. Upe3 Hero
IpUEMAIUAT XOCT yKa3Ba KOJMYECTBOTO JaHHM, KOETO MOXe jaa Oydepupa.
MakcuMaltHaTa CTOHHOCT € 65535 Gailita u ce ompeels OT pa3Mepa Ha I0JIETO,
koeto ¢ 16-6uroBo (Window). PasmephT Ha mpo3operia, MOTBbPKIACHHUITA U
MOpETHUTE HOMEpa ca 0alTOBO Oa3upaHu, a HE CETMEHTHO;

4) [TonabpikaHe HA Bpb3KaTa MPH JIMIICA HA JaHHU 32 IPeJaBaHe — U3I10JI3Ba
ce cayxeono cwroOmienue (keepalive) 3a mogmabpkane Ha Bpb3kara. To He
ChIbpKa JAHHU OT MO-TOPEH CJIOH, KOETO 03HAYaBa, Ye MOJICTO 3a IbJkuHA ¢ ) 1
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cnensanusaT ACK Homep He ce yBennuaBa. AKO TaKMBa BPB3KH HE CE 3aTBOPSIT,
Cce yBeIruaBa HaTOBapPBAHETO HAa MpeXkKaTa, 0COOCHO B CIIydanuTe, KOraTo ca MHOTO
Ha Opoii;

5) [MotBepkaeHne Ha mpaBwiHO mpuerute AanHu (Acknowledgement)—
NOTBBPXKJICHUETO € MEXaHU3bM, TIO3BOJISBAII] Ha XOCTOBETE Ja ONMPEIEIST Kora
nMma 3ary6a Ha nanuu. [Ipuemamusar xoct He m3npama ACK nmorBepkaeHue 3a
n3ryoen naker. [Ipu Hemoy4yaBaHe Ha IOTBBPIKIICHUE 32 ONPEEIICH MIEPUOJT OT
BpeMe (M3I0JI3Ba C€ TaiiMep), M3MpaIlamusaT XOCT MOBTaps NpeJaBaHETO Ha
HEMOTBBPICHUTE JaHHHW, KOUTO c€ ChXpaHsBaT B T.Hap. 1CB Oydep (610K 3a
KOHTPOJI Ha TpeaaBaneTo) (purypa 2);

Y

nopeauuya 5

- ACK 6
nopeavua 6 X >
nuvuncea ACK 7
TaMMep - U3TH4a
nopeauvua 6
|
(noBTOpEeHue)
- ACK 7

_u

l i

durypa 2. llpenpedasane na runceawa nopeduya

6) Pasnamane Ha JTJormyeckoto cheaunenue (Session teardown) — mporechT
e mojo0eH Ha TO3M 3a YCTaHOBsIBAaHE Ha cecus. M3Mmon3Ba ce TPUKPATHO
pbKocTHcKane, KbjeTo SYN cermenThT € 3ameneH ¢ FIN. 3aTBapsimusT xoct
m3npama FIN cerMeHT KbM Jpyrara cTpaHa 3a 3aTBapsHE Ha CecuATa.
[Mpuemammusar xoct norebpxkaaBa ¢ ACK/FIN oTroBop, KOWTO BKIIOUBA |
cooctBed FIN, odakBani moTBBPKACHUETO My OT XOocTa-uHUIMaTop. Ciex ta3u
npoueaypa cecuara ce 3arBapsi. CbCTOSHUATA, IPE3 KOUTO MPEMUHABAT JBETE
cTpanu, uznoissauny I CP chenuHenueTo ca:

e 3akiauenta— CLOSED, SYN-SENT, ESTABLISHED, FIN-WAIT-1,
CLOSE-WAIT, FIN-WAIT-2, CLOSING, LAST-ACK, CLOSED;

e 32 cwpBbpa — CLOSED, LISTEN, SYN-RESEIVED,
ESTABLISHED, FIN-WAIT-1, CLOSE-WAIT, FIN-WAIT-2,
CLOSING, TIME-WAIT, CLOSED.
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O3HaAYCcHHUE

CbCTOAHHEC

LISTEN

CncTOsIHUE Ha CbpBbpa, OHYaKBaIll Cb3JaBaHC HA CHbEAUHCHUEC

SYN-SENT

ChbCcTOSsIHME Ha KJIIMEHTA, u34akBall oTroBop Ha SYN 3asiBKata cu
3a Ch3/IaBaHE HA ChEIUHEHNE

SYN-RECEIVED

ChcTosiHME Ha ChPBBPA, odakBanl noTBbpkaecHne ASK Ha
u3nparenus ot Hero SYN

ESTABLISHED

ChcTOsIHHE B HA ABCTC CTpaHU IpPH U3IrPaacHO U U3II0JI3BAIO CC
CbCIUHCHUC

HpI/I 3aKpHBAHC HAa CbCINHCHHUC NMHUIMATOPU MOIr'aT Ja 6’[>I[aT Hn ABCTC CTpaHUu

CwcTOsIHUE Ha HHHUIKATOPA 34 3aKpUBAHC HA CbCAMHCHUCTO CJIICA

FIN-WAIT-1 n3npaiane Ha 3asBkata FIN. OuakBa nOoTBBbpKIEHUE OT Ipyrara

CTpaHa

CocrogHue Ha oTcpelHara ctpana cien orrosop ACK na
CLOSE-WAIT pett P s P

3asBKaTa 3a 3akpuBane (FIN)

CowcTosgHre Ha uHULHaTopa ciien nmoayuasade Ha ACK
FIN-WAIT-2 HHatopa CIeA Hoty

MOTBBPKACHUETO OT JIpyrara cTpana Ha HeroBaTa FIN 3asBka

CrcTosIHME Ha OTCpPELHATA CTpaHa ciief usnpamniade Ha FIN
LAST-ACK pett P Al Hstipatt

OTTOBOP

ChCTOsIHME Ha IBETE CTPAHU IIPU €JHOBPEMEHHO 3aTBapsiHe HaA
CLOSING A PATTH LIpH EAHOBP P

M3MO0I3BAHOTO ChEINHEHHUE

ChCTosIHME Ha U3YaKBaHE 3a ONPEAEIEHO BPEME IIpE I
TIME-WAIT pedt PENE HPEA

3aKpUBAHC HA CbEANHCHUCTO

Tadauna 1. Cocmosnue na oseme cmpanu na TCP cvedunenue

CocTossHUATA | C’[>6I/ITI/I$ITa, MpCAU3BUKBAIIIM TsAXHATa IIPpOMAHA Ca

MpecTaBeHu Ha urypa 3.
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starting point

CLOSED

! -

appl: passive open |
send: <nothing> :

timeout
send: |RST

recv: SYN
send: SYMN, ACK
simul taneous open

appl: close
or imeout

€

appl: [close
send: |[FIN

________ - CLOSE_WAIT )
1
appl:jclose

|

1

1

1

| 1

1

1

| send:IFIN
1

1

|

|

|

|

|

(TAST_ACK % _E ALK O
send: <nothing>

simul taneous close !
=-(_ CLOSING

p— M
iFI_\_'l-"-AlT_I send: ACK

passive cose

send: | <nothing> : | <nothing=

TIME_WAIT

2MSL timeout

active close

—_—  npexid B Kanenm
———— HpEXi HE CBPEDD

appl: Hpexod, SeENepupan om npiioxNce e
recy: Rpexod, eNepupian npu Roayudean e
send: Rpexid, ceHepupiEn Rpn HInpaiane

¢urypa 3. TCP cvcmosnus

Crpykrypara Ha TCP cermenta [RFC 793] e mokasana Ha ¢urypa 4.
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Source Port | Destination Port
i i e e s e s et T e e =
Sequence Number

SRESE B BEC RECUE NECHe WCue BECuS BECus REC NECHR BECHR BECH BECH BEus BECS NECAH NECHN NECHS ecuel BECH BECE NECAH BECHH NECHR BECu BEuS BESH BECAH NECAH NSNS BECHR BEEH B

Data |UJAJP|R|S|F] |
| Offset| Reserved IRICISISIYII] Window |
] I IGIK|IH|T|N|N| [
e e e s S A s et S et S

Checksum | Urgent Pointer
Options Paddin
data

e e e e

durypa 4. Cmpyxmypa na TCP ceamenm

Source Port — 2-6aiiToBo mosie, WMASHTU(HUIMPANIO HM3XOIHUS IMOPT (COKeTa) Ha
KOMYHHKAITMOHHHUS TTPOIIEC Ha XOCTa-U3Ipaliay;

Destination Port — 2-GaiiToBo mmojie, MACHTU(HUIMPAIIO BXOAHHUSA MOPT (COKeTa) Ha
KOMYHHKAI[MOHHUS TIPOIEC HA XOCTa-TIPUEMHHUK;

Sequence Number - 4-6aiiToBO 10JI€, CHABPIKAIIO MOPEAHHS HOMEP HA ITbPBHSI OKTET OT
JTAaHHY B CETMCHTA;

Acknowledgment Number - 4-GaiiToBo moJie, ChIbpIKAIIO MOPEAHUS HOMEP Ha HAYATHUS
OKTET Ha CJIeJ[BaIlaTa MMOCIeI0BAaTeTHOCT OT JaHHH;

Data Offset — 4-6utoBo mosne, yka3Bamo Ha4ajaoTo Ha JaHHUTE, cinenBamu 1 CP xenbpa.
Hanara ce mopaau nmpoMeHJIMBaTa JbJKHHA HA XSIbPA.

Reserved — 6-6uTOBO 1M0JIe € pe3epBUPAHO ¥ BUHATH € 3ambJIHEHO ¢ 0.

URG (Urgent) — 1-6utoBo TmoJie, 3a1aBaiio BUCOK MPHOPUTET Ha JaHHUTE. AKTHBHpPA
Urgent Pointer ykasaresst, codenr mbpBHsi 0T OT CerMeHTa CJIe/ CIICIIHUTE TaHHH,
ACK (Acknowledgment) - 1-6uTtoBo moJie, 3a1aBaiio CerMeHTa KaTo MOTBbPIKICHHUE;
PSH (Push) - 1-6utoBo moJie, KOETO Mpu CTOMHOCT | 3ab/ikaBa MpUEMAIIHs XOCT Ja He
3aJIbprKa MPUCTUTAIINTE IaHHU, a J1a TH U3MPATH KbM MPUIOKHHS IPOIEC OT MO-TOPEH
CJIOi;

RST (Reset) - 1-6utoBo mose, 3a1aBaiio CTOHHOCT 1, ako € He0OX0AMMO MPEKbCBAHE Ha
CecHsITa;

SYN (Synchronization) - 1-6utoBo moJie, 3a1aBaIlo HHUITHATU3UPAHETO HA CECHS;

FIN (Finish) - 1-6utoBo mose, 3agaBanio (pUHAIM3UPAHETO HA CECUS OT M3Mpallallns
XOCT;

Window - 2-GaiiToBo moste, 3agaBaiio CBOOOIHUS pasmep Ha Oydepa (B OaiiToBe) Ha
npuemamnusi xocT. CToifHOCTTa Bapupa Ccropelq BB3MOXKHOCTUTE Ha XocTa. AKO
CTOMHOCTTA Ha Ipo3opena € 0, TO TO3U XOCT HE MOKE J]a pUeMa JaHHU B MOMEHTA.
Checksum - 2-GaiiToBo mose, chaABpKAIO KOHTPOJIHATA CyMma, U3uncieHa Bepxy TCP
xeabpa, IP iceBmoxennpa (purypa 5) u nanuure;

Urgent Pointer - 2-6aiiToBo moJie, 3a1aBaio 0aiita B CerMeHTa, OTKBIETO 3all04BaT He-
cniemHUTe HaHHU. Brumousa ce npu URG=1;

Options — mosie ¢ MpOMEHJIMBA IbDKHHA. BKITIOYBa OMIUMK, W30paHU OT M3MpaIlaIlus
XOCT (HampuMep OIIUATA 32 MAKCUMaJIeH pa3Mep Ha cerMeHT - MSS).
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[IceBmoxeabpbT cmomMara 3a OTKPHUBAHETO Ha TIOTPEIIHO HACOYECHU
cermenTH. Chxpanssa ce B TCB (transmission control block) 6ydepa u BrirouBa
nokKazaHuTe Ha gurypa 5 nonera ot IP xeaspa.

e ————— e ————— e ————— e ————— +
| Source Address |
e ———— e ————— Fm—————— e ————— +
| Destination Address |
e o ———— o ———— o ———— -
| zero | PICL | TICP Length |
e —————— e ————— e ————— e ————— +

¢urypa 5. Ilcegdoxedvp

Ha cneagBamure ¢urypu ca mnpencraBenu peamnu [CP  cermenTtw,
y4acTBally B €{HA CECHSL.

A 1706 11.776280000 192.168.88.15 194.153.145.11 TCP 66 60849—443 [SYN] Seq=0 Win=65535 Len=0 MSS=1.. = B

@ Frame 1706: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0

@ Ethernet II, Src: Redlakem_10:05:b3 (00:e0:26:10:05:b3), Dst: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)

# Internet Protocol version 4, Src: 192.168.88.15 (192.168.88.15), Dst: 194.153.145.11 (194.153.145.11)

= 7 0 =

source Port: 60849 (60849)

Destination Port: 443 (443)

[stream index: 75]

[TCP Segment Len: 0]

Sequence number: 0 (relative sequence number)

Acknowledgment number: 0

Header Length: 32 bytes
0 0000 0010 =

000. ...o w... = Reserved: Not set

0x002

I« = Nonce: NoOt set
s oot Dive iveas = congestion window Reduced (CwR): Not set
wees «0.. .... = ECN-Echo: NoOt set
D] § 2 = Urgent: Not set
....... 0 .... = Acknowledgment: Not set
........ 0... = Push: Not set
a:pimra .0.. = Reset: Not set
1, =

= [expert Info (Chat/Sequence): Connection establish request (SYN): server port 443]
[Connection establish request (SYN): server port 443]
[severity level: chat]
[Group: Sequence]
........... 0 = Fin: Not set
window size value: 65535
[calculated window size: 65535]
= checksum: 0xc60c [validation disabled]
[Good Checksum: False]
[Bad Checksum: False]
urgent pointer: 0
£ options: (12 bytes), Maximum segment size, No-Operation (NOP), window scale, No-Operation (NOP), No-C
@ Maximum segment size: 1460 bytes
@ No-Operation (NOP)
@ window scale: 8 (multiply by 256)
# No-Operation (NOP)
@ No-operation (NOP)
@ TCP SACK Permitted Option: True

0000 d4 ca 6d be a2 bb 00 e0 26 10 05 b3 08 00 45 00 ..m..... & cos €.
0010 00 34 05 8a 40 00 80 06 88 dd cO a8 58 Of c2 99 .4..@... ....X...
0020 91 Ob ed bl 01 bb 76 3a d6 ff 00 00 00 00 80 {j ...... N 2 e i .|
0030 ff ff c6 Oc 00 00 02 04 05 b4 01 03 03 08 01 01 ........ ...uenne
0040 04 02 ta

¢purypa 6. SYN cecmenm
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A 1708 11.782989000 194.153.145.11 192.168.88.15 TCP 66 44360849 [SYN, ACK] Seq=0 Ack=1 Win=14600L.. - = HE3N

@ Frame 1708: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface 0
@ Ethernet II, Src: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb), Dst: RedlakeM_10:05:b3 (00:e0:26:10:05:b3)
# Internet Protocol Version 4, Src: 194.153.145.11 (194.153.145.11), Dst: 192.168.88.15 (192.168.88.15)
- Transmission Control Protoco] Src Port: 443 (443), Dst Port: 60849 (60849), Seq: 0, Ack: 1, Len: 0
source Port: 443 (443)
Destination Port: 60849 (60849)
[stream index: 75]
[Tcp segment Len: 0]
Sequence number: 0 (relative sequence number)
Acknowledgment number: 1 (relative ack number)
Header Length: 32 bytes
= ... 0000 0001 0010 = Flags: Ox012 (SYN, ACK)
000. = Reserved: Not set
Nonce: Not set
congestion window Reduced (CWR): NoOt set
ECN-Echo: Not set
urgent: Not set
Acknowledgment: Set
v Push: Not set
cees 2e.. .0.. = REseT: NOT set
B PR e A Sy S e L D
= [Expert Info (chat/sequence) Connection establish acknowledge (SYN+ACK) server port 443]
[connection establish acknowledge (SYN+ACK): server port 443]
[severity level: chat]
[Group: Sequence]
........... 0 = Fin: Not set
window size value: 14600
[calculated window size: 14600]
7 Checksum: Oxb3fe [validation disabled]
urgent pointer: 0
@ options: (12 bytes), Maximum segment size, No-Operation (NOP), No-Operation (NOP), SACK permitted, Nc
= [SEQ/ACK analysis
[This is an ACK to the segment in frame: 1706]
[The RTT to ACK the segment was: 0.006709000 seconds])
[iRTT: 0.006766000 seconds]

Lo - ]
"

o
Ewononon

o)

0000 00 e0 26 10 05 b3 d4 ¢ 6d be a2 bb 08 00 45 00 B m.... E.
0010 00 34 00 00 40 00 3b 06 d3 67 c2 99 91 Ob c0O a8 -4..@.5. .Q......
0020 58 Of 01 bb ed bl c1 8b 17 6a 76 3a d7 00 80 12 o SR 5 SR
0030 39 08 b3 fe 00 00 02 04 05 b4 01 01 04 02 01 03 O aieionte e azuininaieysia
0040 03 07 5%

¢urypa 7. SYN, ASK cecmenm

[TspBusT cerment (durypa 6) e SYN cerment 3a nnunuanuzupane Ha 1CP
cecusi. M3TOUHMKBT € XocT ¢ aapec 192.168.88.15, a ueneBusT aapec €
194.153.145.11. Bropust cerment (durypa 7) e [SYN, ASK] cerment 3a
ycTaHOBsIBaHEe Ha cecusara. CermMeHTHT OT (urypa 8 e 3a TpaHcdep Ha JIaHHH,
CBBp3aHu chc SSL mpoToko.

Croitnoctra Ha SEQ (Sequence Number) e 1, nbmkuHaTa Ha cermenTa e 370
OaiiTa, KOeTO 03Ha4aBa, ye ciueasanmaT SEQ Homep TpsOBa na 6b1ae 370+1=371.
N3uncnsasaneto Ha cTtoiHOCcTUTE HA SEQ 1 ACK mpu KOMyHHKAIUsATa, OTTOBaPs
Ha cnegHoro mpaBwio: SEQ=ACK, ACK=1l+mnpeoaoenu o6atimose na TCP
ceamenma.

OcraHanara moclieIOBaTeIHOCT OT CErMEHTH He ¢ npeacTaBeHa. Ha durypa
9 e nokasan [FIN, ACK] cerment 3a npuxmouBane Ha TCP cecusita.

51



A 1710 11.783419000 192.168.88.15 194.153.145.11 TLSv1.2 424 Client Hello

- cEEN

Destination Port: 443 (443)
[stream index: 75]
[TCP Segment Len: 370]

Sequence number: 1 (relative sequence number)
[Next sequence number: 371 (relative sequence number)]
Acknowledgment number: 1 (relative ack number)
Header Length: 20 bytes
= .... 0000 0001 1000 = Flags: Ox018 (PSH, ACK)
000. .... .... = Reserved: Not set
.0 .... .... = Nonce: Not set
0... .... = Congestion window Reduced (CWR): Not set
.0.. .... = ECN-Echo: Not set
..0. .... = Urgent: Not set
..1 .... = Acknowledgment: Set
. 1... = Push: set
.0.. = Reset: Not set

.0. = Syn: Not set
o it e = | ¢ i o ] o { =
window size value: 1024
[calculated window size: 262144]
[window size scaling factor: 256]
# Checksum: 0x42b4 [validation disabled]
urgent pointer: 0
= [SEQ/ACK analysis]
[iRTT: 0.006766000 seconds]
[Bytes in flight: 370]
= Secure Sockets Layer
[ TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
version: TLS 1.2 (0x0303)
Length: 365
# Handshake Protocol: Client Hello

@ Frame 1710: 424 bytes on wire (3392 bits), 424 bytes captured (3392 bits) on interface 0

# Ethernet II, Src: RedlakeM_10:05:b3 (00:e0:26:10:05:b3), Dst: Routerbo_be:a2:bb (d4:ca:6d:k
@ Internet Protocol Version 4, src: 192.168.88.15 (192.168.88.15), Dst: 194.153.145.11 (194.1
= Transmission control Protocol, Src Port: 60849 (60849), Dst Port: 443 (443), Seq: 1, Ack: 1

‘ Source Port: 60849 (60849) \

0000 d4 ca 6d be a2 bb 00 e0 26 10 05 b3 08 00 45 00 N —
0010 01 9a 05 8c 40 00 80 06 87 75 cO a8 58 Of c2 99 e

0030 04 00 42 b4 00 00 16 03 03 01 6d 01 00 01 69 03 o,
0040 03 56 63 f0O 85 9c 16 1d 29 bl c2 b3 92 de 00 71 INE S
0050 27 fb 25 56 a9 a4 8e 05 ad 93 b4 d0 63 71 d9 67 G\ .
0060 bb 00 00 30 cO 28 cO 27 <cO 14 c0 13 00 9f 00 9e icaca O
0070 00 9d 00 9c 00 3d 00 3c 00 35 00 2f cO 2c cO 2b AR
0080 cO 24 cO 23 cO O0a cO 09 00 6a 00 40 00 38 00 32 RS Y5 o
0090 00 Oa 00 13 01 00 01 10 00 00 00 Qe 00 Oc 00 00 ........
00a0 09 6e 6d 2e 61 62 76 2e 62 67 00 05 00 05 01 00 .nm. abv.

00cO 02 01 00 00 Od 00 14 00 12 06 01 06 03 04 0L 05 ........
00d0 01 02 01 04 03 05 03 02 03 02 02 00 23 00 cO dl ........

00f0 8b 32 58 73 69 60 45 05

0020 91 Ob [EEMM 01 bb 76 3a d7 00 c1 8b 17 6b 50 18 ../1N..v:

00b0O 00 00 00 00 O0a 00 06 00 04 00 17 00 18 00 Ob 00  ........

00e0 10 85 08 33 27 42 9f 3b 3c 3b 4a 64 f8 €9 d9 83 ...3'B.: <:3d..

¢urypa 8. DATA ceemenm
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‘ 1721 11.812095000 194 153 145 'I‘I 192168.88 15 TCP 60443—’60849 [FIN ACK] Seq 535 Ack. - O IR

source Port: 443 (443)

Destination Port: 60849 (60849)

[stream index: 75]

[TCP Segment Len: 0]

Sequence number: 535 (relative sequence number)
Acknowledgment number: 1624 (relative ack number)

00 o-v-as . Reserved: Not set
Nonce: Not set
congestion wWindow Reduced (CwR): Not set
ECN-Echo: Not set
. — urgent: Not set
....... Liveracese Acknowledgment: Set
Push: Not set
Reset: Not set
Syn: Not set

L =
I

RS-0
LI

= [Expert Info (Chat/sequence): Connection finish (FIN)]

[Connection finish (FIN)]
[severity Tlevel: chat]
[Group: Sequence]

window size value: 152

[calculated window size: 19456]

[window size scaling factor: 128]

# Checksum: 0x24d3 [validation disabled]
urgent pointer: 0

)

| 0000
L[/ MMO00 28 1d 78 40 00 3b 06
58 Of 01 bb ed bl c1 8b

10020
[OLEVINO0 98 24 d3 00 00 00 00

00 00 00 00

¢urypa 9. [FIN, ACK] ceemenm

Kinacudukanus Ha 3anaxure 3a CATYPHOCTTA HA MPEXKUTE

Nma HAKOJIKO METO/Ia, KOUTO CE MpUjiarar 3a U3Mnoji3BaHe Ha ySI3BUMOCTUTE
Ha TCP/IP mpexute. Te3u ysa3BUMOCTH MOTaT Jia ce KIacuUIUpaT B CICIHUTE
TPHU KaTErOpUU:

e DoS araku (OTka3 Ha yCIIyTH);
¢ Pasnpenenenu DoS araxu (DD0S);
e ATaxku ¢ U3MaMH C JaHHU.

DoS aTakn

Enna yecto cpemana gopma Ha MpexoBo Oa3upaHa ataka € DoS arakara
(Denial of Service - otka3 Ha yciyru). [Ipu DoS arakuTe Ha ymbIHOMOIIECHH
NOTPEOUTENN CE€ OTKa3Ba JOCTHI 10 MpEXOBU yciyrd. OOMKHOBEHO OCHOBHA
muieHa Ha DoS araka ca Web cbpBbpH, CHpBBpPU 3a MPUWIOKEHUS HU

53



KOMYHHKallHOHHH BPB3KHU. Xakepure 3aTpyInBaT CbPBBPUTE u
KOMYHUKAallHOHHUTE BPB3KM C HEHYXHU JIaHHU, Pa3CTPOMBAT JOOCThOA M0
JAHHUTE W pa3douBarT KommioTpu. Yecto cpeman mnpumep 3a DoS artaka e
n3nona3BadeTo Ha FTP mpoTokos OT HEYITbTHOMOIIEH TOTPEOUTENT 32 KauBaHE HA
rojisiMm o0eM JaHHU. ToBa MNPUYMHSBA HEHYXKHO OJIOKMpaHe Ha JIHCKOBO
IPOCTPAHCTBO M reHepupa mpexoB Tpaduk. Karo pesynrar FTP mportokomabt
CTaBa HEU3IIOJI3BAEM.

OcsbuiecTBsiBaHeTO Ha DOS aTaka € JIECHO, 3a10TO TS HE U3UCKBA CIICLIUAIHU
TEXHUYECKU YMEHUS WIM JOCTBI A0 JaHHUTE B Mpexa. B nelicreurenHoct, DoS
aTaKUTE Ca Pa3JIMYHU OT OCTAHAIUTE MPEKOBU aTaKd, 3all0TO T€ YAPAT IO
MpEXOBHUTE YCIyTd, MpaBeWKM T'M B Kpasg Ha Kpaullara HEJIOCTbIIHU 3a
YI'BJIHOMOIIEHH OoTpeduTenu. [[pyrure ataku 0OMKHOBEHO C€ LEJIAT B JaHHUTE
B MpeXaTa U HE pa3CTporBaT MpeKoBHUTE yciayrd. OCBEH TOBa, B CPaBHEHHE C
JIPYTUTE aTaky, IPOCIEASBAaHETO U UACHTUPUIIMpPAHETO Ha npeanpuenure DoS
aTaka € TpyJHO, 3all[0TO aTaKyBallUTE Ca Pa3MOJIOKEHHU HA Pa3JINYHU NO3ULIMU B
MperkaTa 1 OOMKHOBEHO €€ MPEACTABAT C Uy’KIa CAMOJIMYHOCT.

DoS arakute Morar na uaBart OT BCAKa TOYKA HA MpeKara.
DoS arakuTte mMorat fa ce oSBT MO pa3IndyHu (POPMH, KaKTO CJIe/Ba:

e PascTpoiiBane Ha MpexOB TpaduKk;
e PascrpoliBaHe Ha BPb3Ka MEXAY /IBa KOMITIOThPA B MPEXKaTa;
e (OTKa3 Ha yCIYTH OT ChbPBbPA HA KIIUECHT.

Karo npumep moxe na ce najge DoS aTaka, mpu KOsITO yCITyTd Ha KOMIIOHEHT
Ha MpekaTa ca BpeMEHHO pa3CTPOCHH, B TO3M ClIydail Ha ChPBBD 3a MpuHTEp. B
€IHa OpraHu3aIis uMa TpU eTaka U MMa MHCTAJIMpaH MPUHTEP Ha MpeXxaTa Ha
BcekH eTaxk. CIyKuTeNnnuTe U3MOoI3BaT MpuHTEepa 0e3 mpodieMru OT MHOTO BpeMe.
[ToTpeOuTenuTe, W3MOJ3BAIM TPUHTEpPA HAa WBPBUSA CTax, HWHOOpMHUpAT
MPEKOBHSI aJIMUHUCTPATOpP, Y€ HE MOraT ja IedyaTaT JOKYMEHTHUTE CH, KOTaTo
u3nona3Bar To3u npuHTep. [lpm  ormem Ha ChpBBpa 3a MPUHTEpA,
aIMUHUCTPATOPHT OTKPHBA OTPOMEH OpO¥ yakamiu 3asBKHU 3a TedaTaHe. Te3u
3asIBKH Ca 3aeJIM CBOOOJHOTO MSICTO Ha ChPBBPA 3a MPUHTEPA U OTKA3BAT JOCTHIT
Ha OCTAHAJIUTE MTOTPEOUTENH.

MoxeMm na xkinacuduuupame DoS atakute B 1Be KaTETOPUU: HABOOHABAWU
amaxku 1 cogpmyepnu amaxu. B cnenpaiara ceKus 1e ce 3al03HaeTe HaKpaTKO
C TE€3H aTaKH.
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HaBoaugBamm aTaku

HaBoansBaiua (flood) araka 3aTpynBa KOMIIOTBPHUTE PECYPCU U MpexKaTa
C orpoMeH Opoil QammuBu 3asiBKU. MpeKOBUTE yCTPOMCTBA, KATO HampuUMEp
pyrepu u NIC, umar orpaHuyeH KamauuTeT 3a oOpaOOTBaHE Ha IMAaKETH.
W3non3Bailkiu TOBa, aTaKkyBalIUTE HW3MpamiaT rojisiM Opoil MalKy IMaKeTH 3a
KpaTKO BpeMe C Ll IIpeToBapBaHe Ha Mpexara. [lopagu ToBa HaBOJHEHHE,
pyTEpUTE 3a1104BaT Aa U3IyCKaT JETUTUMHHU NIAKETH, B OIUTUTE CH 14 BHPBAT B
Kpauka M c (QaJlMBUTE, U C JETUTUMHHUTE MakeTH. PyTepbT ce HaTtoBapBa U
MpekaTta ce 3a0aBa. TpynHO € Ja ce 3acekaT HaBOJHSABAILUTE aTaKH, 3al0TO
TpaUKbT HAa ATAKUTE € CHIIUAT KaTO TO3H HA JIETUTUMHUTE MOTPEOUTEIH.

SYN nHaBoaHfiBaIlIM aTaKH

SYN HaBojgHsBamuMTe araku M3I0JI3BAaT IIpoleca Ha TPUIIOCOYHO
pbkoctuckane Ha TCP (¢urypa 1). EmnHa TakaBa araka € Haco4yeHa KbM
uznon3eane Ha TCP Bpbp3KuTE HA MpeXaTa KbM CalT, IPEYEHKH 10 TO3U HAYNUH
Ha JIETUTUMHHTE MMOTPEOUTEIH 1A CE€ CBBPIKAT ChC CalTa.

IIpn cp3gaBaHe Ha BpB3Ka ChC CHPBBPA, KIMEHTHT u3mpama SYN maker
(chapprKall HaYaIHUS HOMEDP HA MOCIENOBATENHOCT U UJEHTUYHOCT HA XOCTA)
KbM ChpBBpa. ChbpBBPBT NOTBBPKIABA ITOTy4YaBaHETO ¢ Bpbliane Ha SYN + ACK
MaKeT KbM KJIMEeHTa. Bpb3kara e ch37aieHa Hal'bJIHO, KOTaTO KJIMEHTHT NOTBbPIU
¢ uznpamane Ha ACK naket Ha chbpBbpa.

[IpoOnembT 3amouBa, ako B SYN makera ce wu3npatd (¢anmusa
UIeHTUYHOCT. 3apanu ToBa notBbpxkaeHueTo (SYN + ACK), uzmpareHo ot
ChpBbpa, HUKOTa HsIMa J1a JOCTUTHE JISTUTUMHHUS KJIMEHT. B Kkpas Ha kpauiara,
BpB3KaTa MPEKHCBA U KAaHATHT 32 3asiBKA HA ChPBBHpa C€ OCBOOOXK1aBa 3a JApyra
3asBka. [Ipu SYN araka atakyBamust usmnpaiia MHoro dammusu SYN 3asBku (C
IpyTH TyMH, (aammBU CaMOJMYHOCTH), KOETO 3aBbpIIBA C H3MpallaHe Ha
notebpxaeHue (SYN + ACK) or crpaHa Ha cbpBbpa 0 HECHIIECTBYBAIH
kiaueHTy. ClieqoBaTeNHO ChPBBPHT YaKa MOTBBPXKIACHUE MO 75 CEKyHIU Ha
3asBKa 3a BPb3Ka. T'bl KaTO CHPBBPHT BEYE € 3a€T C YAKAHE, TOW HE OTrOBAps Ha
JIPYTH 3asBKM OT JETUTUMHHU MOTpeOuTENN. 3aTOBA ChbPBBPHT € HABOJAHEH ChC
SYN 3asiBKH, 3aII0TO KaHATBT 3a 3asBKU ¢ cBoOoeH (purypa 10).
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¢purypa 10. SYN nasooussawa amaxa

SMURF niaun ICMP_ECHOREPLY nHaBoaHsiBaiim aTaku

SMURF arakure ca 6a3upanu vHa ICMP echo request u echo reply makeru.
ICMP o3nauaBa mnpotokosia Internet Control Message Protocol, koiito e
OTTOBOPEH 3a MOMNPAaBsHE U JOKJaJBaHE HA TPEIIKH, OTHOCHO JIOCTaBKara Ha [P
naketu. [Ipe3 ping yciayrara ICMP noxiazBa 3a ChCTOSHHETO HA MPEXKA HITH XOCT
B Mpekara. AKO BCUUKO € Hapea, otroBopbT Ha ICMP ce nmosyyaBa ot xocta, Ha
KONTO € mycHaTa ping ycmyrata. Ako XocTsT ¢ HepocTwkuMm, ICMP mokassa
CHOOLIEHHE, NeCTUHALMATA € HenocTkuma “destination unreachable”. Koraro
ce crapthpa ping komanma, ce wusnpama ICMP ECHO REQUEST o
KOMITIOThPA, YMETO CHIIECTBYBaHE TPSOBA J1a c€ MOTBbPAU. AKO KOMIIOTHPBT
npuchcTBa B Mpexara, ce Bpbia [ICMP_ECHOREPLY ot apyrus kpaii (¢urypa
11).
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¢urypa 11. ICMP echo request u echo reply

ITIpu SMURF araka y4yacTBaT Tpu KOMIIOHEHTAa: KOMIIIOTHPBT Ha XakKepa,
NaKeTeH yCHJIBaTell U KOMIIOThP-MHIIEHAa (KepTBa). ATaKkyBallusAT HM3Ipalia
ICMP Echo Request maker c¢ dammuduiupan u3xoieH aapec (ampeca Ha
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’KeprTBara) KpbM broadcast aapeca Ha maaeHa Mpeka. BcHuku XOCTOBE B Tas3W
Mpeka, KOWUTO ca KOH(UTypHpaHU Ja OTroBapaT Ha broadcast ping 3asBKH,
usnpamar ICMP Echo Reply o6patHo xbpM ¢anmmbuiupanuss u3XoeH aapec
(>xepTBata). ToBa BOoaU A0 aMIUIM(HUKAIUS HA aTakaTa, Thi KaTo €IWH U3MpaTeH
MakeT TeHepUpa MHOKECTBO OTTOBOPU KbM IIENTA.
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Xakep o KoMnioTsp
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Mpexa-ycunsarten Ha naxketu
¢urypa 12. SMURF amaxa

Kpexxu niau UDP Flood Ataku

Kpexxure (fraggle) ataku niim UDP flood atakute ca nonoonn nva SMURF
ataku. Coio kakro npu SMURF araka ce pasnpamar ICMP echo request nakeru
10 MpeXkaTa, Kpexkara araka pasnpama UDP naketu no mpexara. M3non3sar ce
noptoBe 7 (Echo) u 19 (Chargen) na broadcast anpecu, ¢ Qammuudunmpan
M3XOJICH aJipec Ha jkepTBara. Bcuuku xocToBe, Ha kouto € usnpareHa UDP echo
3asiBKa, OTTOBAPSAT HA JPYTHs KOMITIOTHP OT MpeXKaTa.

CodryepHn ataku

CodTryepHHUTE aTaKu Ce BB3IOI3BAT OT MPUCHIIU Ha coPTyepa YI3BUMOCTH.
[Tpu TO3M TUIT aTaKK XaKEPHUTE Ch3IaBaT MaKeTH ¢ (alrBa HHPOpMaIns, 3a 1a
M3MON3BaT ciaboctu Ha codTyepa.

Ipumepu: KoMImoTep OT MpekaTta MOXKe Ja He € KOH(puUrypupaH noope.
Xakep, KOUTO 3Hae 3a TOBA, MOXKE J1a C€ ONHUTA Ja IPENpaBd WIM YHULIOKHU
nHpopMaIuaTa 3a KoH(UTyparusaTa Ha To3U KOMIIoThp. KaTto pesynrar, npyru
KOMIIOTPH OT MpeXaTa MOXKe Jla He YCHesT Ja MOoJydaT IOCTBII J0 TO3U
koMmioThp. [1o chimms HaunH, mopaau caaboCTH MpU MPOU3BOJICTBOTO HA PyTEp
XaKepbT MOXE Ja MMa BB3MOXKHOCT Ja MPOMEHU JaHHUTE B TaliuIaTra 3a
pyTupase. Pe3ynrarbT OT ToBa MOXE Ja € cliupaHe Ha (PYHKIIMOHUPAHETO Ha
MpeKarTa.
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CodTryepHuTe aTaku MOTaT Ja ce MPEI0TBPATAT C UHCTAIMPAHE Ha “KPBIKUA”
nin nadose (patches) 3a codryepa, KOMTO mpemaxBaT ys3BUMoOcTUTE. B
3al[UTHATa CTEHA MOTaT Jia ce J00aBAT npaBuia 3a puntpupane Ha 1eOpMUpaHU
NaKeTH, MPEeau J1a JOCTUTHAT KOMITIOThpa-MHIIICHA.

DoS codryepnu araku
Ping Ha cmbprrTa (Ping of Death) wiim ICMP_ECHO_REQUEST araka

Ping Ha cmbprTa e mcropuuecka Denial-of-Service (DoS) araka, kosTo
EKCIUToaTHpa YSI3BUMOCT B HA4MHA, MO KOWTO HSKOW OINEpPAIMOHHU CHCTEMHU
obpabotBar mpekaneHo rojemu ICMP (Internet Control Message Protocol)
MakeTH. BeIIpekn e Ta3n KOHKPETHA YA3BUMOCT € JI0 TOJISIMa CTENEH OTCTPaHeHA
B ChBPEMEHHUTE ONEPAITMOHHN CUCTEMH, pa30MpaHETO Ha MPUHITUATIA M HA paboTa
€ BaXHO 3a W3yYaBaHE Ha EBOJIIOIMATA HA KUOep3allaxuTeé U OCHOBHUTE
KOHIIETIIIMY 32 MPEXOBa CUTYPHOCT.

[TIpotokonsT IP (Internet Protocol) mma orpanuueHue 3a MaKCUMaTHUSA
pasMep Ha €UMH MakKeT, KOUTo Moxke na Obae npenanaeH mo mpexara (MTU -
Maximum Transmission Unit). Ako JaHHUTE, KOUTO TPsIOBA 1a ObAAT U3NPATEHH,
HagsummaBat MTU, te ce ¢pparmenTupat Ha mo-manku naketd. [Ipu nomydasane,
Te3u PparMeHTH ce CrioosiBaT 0OpaTHO B OPUTHMHAIIHUSA MMAKET OT MoJTydyaBariara
CTpaHa.

Arakara Ping Ha cMbpTTa ce BB3MOI3Ba OT (haKkTa, Y€ HAKOU TMO-CTapU
OTEepallMOHHU CUCTEMU He 00paboTBaT MPABUIIHO CTIIOOSIBAHETO Ha MPEKaJICHO
rosiemu ¢parmentupanu ICMP Echo Request maketn. AtakyBamusT ch3JaBa
ICMP Echo Request maker, umiito o0 pasmep (BkmouutenHo I[P u ICMP
XeAbPUTE U JAHHUTE), Clie]l KaTo ObjAe (parMEHTHpPaH M CJej TOBa CTJIOOCH
OTHOBO OT II€JITa, Ha/IBUIIIaBa MaKCUMaTHUs pa3Mep Ha [P maker (65,535 Oaiita).

Koraro meneBara cucrema ce omurta Aa CIJIOOW TE3HW MPEKAJICHO TOJIEMHU
¢dbparmMeHTH, TOBa MOXE J1a JIOBEIE JI0:

o [IpensnBane Ha 6ydep (Buffer Overflow): Oneparmionnara cuctema MOxe
71a 3aJIe7TM HEeJIOCTaThYHO MaMET 3a CTI00sIBaHe Ha MaKeTa, KOETO BOJIHU 10
Mpe3anucBale Ha ChCEIHN 00JIaCTH OT MaMeTTa.

e CpuB Ha cuctemarta (System Crash): IIpenbiBanero Ha Oydepa Moxe aa
JI0BEJIe IO HECTAOMIIHOCT Ha OlepalioHHaTa CUCTeMa M B KpaifHa CMeTKa
710 HeMHUS CpUB (CUH €KpaH Ha cMbpTTa B Windows wim 1ogo0HH Ipemiku
B JIPYTU CUCTEMHU ).
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e 3ampb3BaHe Ha cuctemarta (System Freeze): B Hsikou ciyuau, cucremara
MOJKE JIa CIIpe JIa OTroBapsi Ha KOMaHIU | Jia 3aMpPb3HE.

ATakyBalyAT M3M0J3Ba CHECUUAIM3UPAHN UHCTPYMEHTH, 3a J1a Ch3IAJC U
u3npartu te3u 3moHamepeHo pparmentupanu ICMP Echo Request maketn kbm
[eJIEBUS XOCT. Te€3u MHCTPYMEHTH MO3BOJISIBAT HA ATAKyBAIIUS J1a KOHTPOIUpPA
pa3Mepa Ha OPUTHHAIIHUS MAKET, Taka 4ye ciell (parMeHTalusTa U MoBTOPHOTO
criio0siBaHe, TOM J1a HaIBUIIHU JOMYCTUMUS JTUMUT.

[ToBedeTo ChbBpeMEHHU OMEPAIMOHHN CUCTEMH Ca OTJaBHA MauYHATH CPEILY
Ta3u ys3BUMOCT. llpomsBoauTenuTe Ha ONEpalMOHHUM CHCTEMH OCh3Haxa
npobiieMa M BHEApUXa MPOBEPKH 3a pa3Mmepa Ha criobenure [P makerw,
MpeA0TBpaTABANKY PENbJIBAHETO Ha Oydepu.

Ataku Ha ycayrara DNS

e DNS u3mamu. Te3u aTtaku ca no3Hatu u kato DNS npezemane. XakepbT
uMa gocthil 7o DNS ycnyru u npomenst nuHdopmaiusita, KosTo CBbp3Ba
nomeitd ume u [P anpec. 3apanu ToBa motpedutenuTe OMBAT MPEHACOUYBAHU
KbM pa3JIMyeH CalT OT TO3H, KOMTO ca UCKAJIU.

e DNS npenbaBane Ha xocT uMe. B otroBopa Ha DNS 3a xocT ume nma
nedrHUpaHa MaKCUMallHa JbJDKMHA Ha XocT umeto. DNS npenbiBaneTo
Ha XOCT UME C€ MOJIy4aBa, KOraTo ce NpoBaJIk TPOBEPKATA HA pa3pellieHaTa
nbkuHa Ha uMero B DNS otroBopa. 3apagu ToBa ce MojydaBa
npembiiBaHe Ha Oydepa, Korato XocT UMeTo € konupano B DNS cvpBbpa.

e DNS npenbiaBaHe Ha AbJsKMHA. OCBEH MakCUMaiHa JbJDKHMHA HA XOCT
nMme, DNS oTroBopsT omie cpabppka M IOJIE 3a IBJDKHHA, KOETO MMa
JIOIYCTUM TIpeniedt oT 4 OaiiTa. Ako ObJie onpeesieHa rojisiMa CTOHHOCT, ce
MoJy4yaBa mpernbiBaHe Ha Oydepa, KOeTo MO3BOJIsSBAa HAa aTaKyBamlus Ja
V3I'BJIHU aAMUHUCTPATOPCKH KOMAH/IM Ha CUCTEMaTa-MHUIIICHA.

e DNS tpancdep Ha 30HH oT npuBWIernpoBanu noprose (1-1024). Tozu
THUII TIPENbJIBAHE CE MOJyYaBa, KOrato XakepbT u3noizBa DNS KineHTCKO
NPUIIOKEHHUE, 3a J1a MpeHece 30HM OT BbTpemieH DNS cbpBBp mpes
npuBuierupoann moptoe (1-1024). DNS 3onara ngedunmpa DNS
HepapXxU4HO TPOCTPAHCTBO 3a MMEHA, KOUTO C€ U3MOJ3BaT 3a
pasrpaHruYaBaHe Ha pa3IuaHUTE 00JIacTH Ha aevicTBue Ha DNS cohpBbpa. C
Ipyru 1ymu, Te nepuaupat kou DNS cbpBbpH MMaT npaBo Aa pa3zpeliaBaTt
BBIIPOCH 3a aHAJIU3 Ha UMEHA 3a JajieHa cekuus ot DNS liepapxusita.
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DDoS araku

DoS u DDoS arakute mMmar mogoOHu mmeHa. Ho 3Haum 1M TOBa, 4e Te
nerictBat no nmogoOeH HaunH? Kaksa e paznukara mexay DoS u DDoS artaka?

B oOukHoBeHa MpexoBo OaszupaHa DoS araka xakepbT H3MOJI3Ba
UHCTPYMEHTU-TIPUJIOKEHUS, 3a Ja HABOJAHM  KOMIIIOTbpAa-MHUIIEHA C
MHOTOOpOMHHU TMaKeTu OT JaHHW. Pe3ynaTaThT OT TOBa €, Y€ YIIBIHOMOIICHHU
NOTPEOUTENH HE MOTydaBaT AOCTHI J0 YCIYTH Ha KOMITIOThPa->KepPTBa UIH MOXKE
Oou a0 1sutata Mpexa. [Ipu TakuBa aTaku XakepuTe H3MOJ3BAaT M3MaMHH WIH
HechllecTByBaM [P agpecu, 3a ga CKpUAT HIEHTUYHOCTTA CH.

Kakto m DoS arakure, DDoOS aTtakute ChIIO LENAT OTKa3a Ha MPEKOBU
YCJIyTU Ha JIETUTUMHU nToTpeduTenu. Paznukara o6aye € B Oposi Ha KOMITIOTPUTE,
3ameceHH B aTakara. B DoS araka uma 3aMeceHn camo 2 KOMIIOThpa, TE3U Ha
xakepa u xkeprBara. B cmyuas Ha DDoS aTtakata o6aue Moxke 1a ©Ma caMo €IUH
XaKep, HO e(peKThT Ha aTakaTa C€ YMHO)XKaBa OT H3MOJI3BAHETO Ha HSKOJKO
aTakyBallld areHTa 1o Mpexara (B JeMCTBUTETHOCT 1o IHTepHeT).

Hauun Ha neiicrsue Ha DDoS aTakure

[Tpu DDoS ataka, nporiechT Ha aTaKkyBaHe 3a1104Ba, KOTaTo XakepbT Ipodue
B HSKOJIKO KOMITIOTBHpA Ipe3 Mpexa. ToM NMpaBy TOBA, U3IOJI3BANKHA XapPAKTEPHU
YA3BUMOCTH KOMITFOTPUTE WJIM MpeEKara.

Heka kommioTpure, wu3noa3Banu B DDoS arakute, Hapuuame
KOMIIPOMETHPAaHU, a KOMIIIOTBPBHT, KOWTO B Kpas Ha Kpauiata Ime Obie
aTaKyBaH, II€ HApUYaMe KOMIIOThP-KEPTBA.

Crnen xato npugo0ue JOCTHI A0 KOMITIOTPUTE, XaKePbT MIbPBO UHCTAIUPA
codryep (HampuMep HHCTPYMEHTH 3a 3aMECTBaHE), KOUTO MPUKPUBA CICTUTE 32
CHIIECTBYBAHETO MY 10 KOMITFOTPHTE.

XakepbT MHCTAIUpPa MAJIKO MO-CHEUUATM3UPAHU MPUIOKEHUS, KOUTO MY
MTO3BOJISIBAT OTAAJIEYEHO J1a KOHTPOJIMpPAa KOMIPOMETHPAHUTE KOMITIOTPU U Ja
3a/laBa KOMaHJIM 10 MpekaTa, KOUTO Ha CBOM pej Ja Hacodar aTakara Cpeury
KOMITIOTbpa WM caiTa-xepTBa. LlenusaT mpoiec Ha arakara, OOSICHEH TYK, €
CUJIHO aBTOMAaTU3HPaH.

bautennusaT Xxakep OOMKHOBEHO 3amo4yBa C NPOOMBAHE B HIKOJKO
koMIoThpa. [Ipe3 Te3n KoMmoTpu ToW MpoOHUBa B OILE HAKOJIKO, MOBTAPSHKU
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mporieca HSAKOJIKO MbTH. TO3W MOBTapsIl ce Mpolec MoArorss 6aza 3a DDoS
MpeXxa, KOSTO ChAbPKa XUJISIU KOMITIOTPH.

3a 51a HAcOUM arakara, XakepbT IyCKa €JHA-€JUHCTBEHA KOMAaHAAa OT
COOCTBEHHMSI CH KOMITIOTBp, H3Mpaliama KOMAaHACH IMaKeT JO BCHYKH
KOMIIPOMETUPAHU KOMITIOTPH, KOSITO TM MHCTPYKTHpA Jla HacodaT OompeiescHa
aTaka cpelly ompeneneHa kepTsa. Korato XakepbT pelin Ja Cipe artakara, TOu
U3MpAaIla Ipyra eIMHUYHA KOMaH/a.

MHOT0 M3TOYHHIIM KAaTETOPU3MPAT KOMIIPOMETHPAHUTE KOMITIOTPH KaTo
o0paboTuny u areHTH. OOpadOTYMLUTE Ca KOMITIOTPUTE, A0 KOUTO XAKEPHT
u3Npaia KoMmMaHjaatra Haill-Hampea. Te3m KOMHOIOTpU TOci€ IpPEeHAco4yBaT
KOMaH/JaTa KbM KOMIIIOTBP-areHT, KOHTO B Kpas Ha KpauliaTa H3IbIHSIBA
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¢urypa 13. SMURF amaxa
HNucrpymentu 3a DDoS

Nma HAKOJIKO JOCTBIIHM MHCTPYMEHTA 3a npeanpuemane Ha DDoS araku.
IToBeueTo OT TAX M3MOJI3BAT pa3lpeaeeHa TEXHOIOTHs, 3a Aa Ch34a4aT rojsMa
Mpexka OT XOCTOBE.

[Tpumep 3a uactpymenta 3a DDoS: Trinoo u Tri Flood Network (TFN).
Trinoo

Trinoo ce u3noa3ea npu UDP D0S HaBogHABAIIM aTaKy OT pa3InNYHU KaHAIH
o Mpekara. To3u HHCTPYMEHT I10 CBHIIECTBO Ch3/IaBa MpeXka, KOATO C€ ChCTOU
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OT HSIKOJIKO ChbpBBpa M roisiM Opolt kimeHTH. ChbpBBpUTE B Mpekara ca B
KaTeropusaTa TriN00 CbPBBPH, a KITUSHTUTE — | NO0 KIIUCHTH.

[Tpu DoS araka, xosto neiictea B TriN00 Mpeka, KOMIIOTHPBT Ha XaKepa €
CBBP3aH C IIIaBHUS KOMITIOTHDP B Mpeskata (Trinoo cepBbpa). Upes nsnpariane Ha
¢/IHa eJMHCTBEHA KOMaH/1a KOMITIOTHPBT Ha XaKepa yka3pa Ha 1rin00 chpBbpa aa
3armoune DOS araka cpenry eaun unv moBeue |IP agpeca. Trin00 cbpBBPET, OT CBOS
CTpaHa, mpejaBa KOHTPOJIa Ha Ipyrute 1riN00 areHTH, KOUTO paHO WM KHCHO
M3BBPIIBAT aTaKaTa.

Tribe Flood Network (TFN)

Nuctpymentst Tribe Flood Network (TFN) nelictBa mogo6Ho Ha Trinoo.
Karo npu Trinoo, TFN cbiio ce u3noinssa 3a ocbkuiecTBaBaHe Ha DDoS araku
Cpenly HSAKOJIKO MHILIEHHM IT0 Mpekara. EquncTBenara pasnmmka e, ue TFN moxke
na uznonsBa (ammuBu [P agpecu Ha m3tounuka. TFN aTtakata moxe na ce
M3I0JI3BA 32 OCBHIIECTBsABaHE Ha cineanuTe DoS araku:

e UDP HaBojmHsBamM aTaku,

e TCP SYN HaBomHsBaly aTaky,
e ArTaku “ping Ha CMBPTTA”,

e SMUREF araku.

Karo Trinoo araka, mpu TFN arakaTa KOMIIOTHPBHT Ha XaKepa € CBbP3aH C
riaBHust kommoTep B TFN mpexara (TFN cwpBbp). Upe3 wusmpamiane Ha
€IMHUYHA KOMaH/1a XaKePCKUIAT KOMIIOTHD yKa3Ba Ha TFN cbpBbpa 1a 3amnouyse
DoS araka cpemy enun win noseue IP agpecu. TEN cbpBbpbT, OT CBOSI CTpaHa,
npenasa apyra komanga a0 TFN kinueHTuTe, KOUTO Hakpas OCHIIECTBSBAT
atakara. OcBeH ToBa KOMyHuKalusaTa Mmexay TFN o0paboTuniiute v areHTUTE €
KpUNTUPAHA.

ATaK¥ ¢ ©I3MAaMHU HA TAHHU

ATakute ¢ H3MaMH Ha JaHHMW BKJIIOYBAT IIpHUXBAIlaHC, IIPpOMsSIHaA H
MMOBPCIKAAHC HAa JJAHHH, ITbTYBAIIX 110 MPC)KaTa UJIN HaMUpaIll CC Ha XOCTOBCTC.
Te3u aTtaku MoOXKe OomIC Aa BKIIIOYBAT IIPCIIPAIlaHC Ha IIAKECTH OT JaHHH IIO
MpEKaTa WM IMMPOMCHAHC HAa MapmipyTa Ha IMAKCTHUTC OT AAaHHU IO HCBAJIMUJIHU
IMOJIy4aTcCJIu. XaKepI/ITC H3ITBJIHABAT TA3KW aTaKa YPC3 U3IIOJI3BAHC HAa XaPAKTCPHHU
YA3BUMOCTH B MPEKOBUTE IMPOTOKOJIU HIIM B OINCPALIMOHHUTE CHUCTCMMU. Yecro
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CpellaHa aTaka ¢ ©3MaMa Ha JIaHHH € Ta3u, IPHU KOSTO XaKePbhT MOJTydaBa JOCTHII
10 Web caiiT ¥ MpoOMEeHsI ChIbPKAHUETO MY.

MMa pa3nuyau MeToau, KaTo Hanpumep uzmamu (SPoofing), noocrywesane
win ciayxtene (sniffing), mpeB3emane Ha cecuu, IMpoMsSHA Ha MapuipyTa u
CKaHMpaHEe Ha MOPTOBE, Ype3 KOUTO MOXKE Jla Ce Ch3JaJe araka ¢ M3MaMa Ha
naHHU. B EeHCTBUTETHOCT, MOXKETE J]a KaTeropu3upaTe MHOTO OT T€3H METOIU
KaTo e(pUKACHK UHCTPYMEHTH 32 Ha0JII0]aBaHEe HA MPEKOB TPaUK U yJIaBsHE Ha
MAKeTH OT JIJAaHHU TI0 MPEKaTa.

HN3mama

H3mamara (Spoofing) e araka, mpu KOSTO KOMITIOTBPBT Ha Xakepa ce
MacKydpa KaTo KOMIIOTBP OT Mpekara Ha KOMMIOTbpa-mulleHa. llenra Ha
KOMIIIOThpPa Ha XaKepa € Ja U3MaMH KOMIIOTbpa-MHILEHA, Y€ € OPUTHHATTHUAT
KOMITIOTBP, C KOMTO MUILIEHATA CE MpeAnoiara, ue B3aumojeiictea. Hamepenuero
€ KOMIIOTHPBT-MHUILIEHA /1a Ob/I€ TOJAMAaMEH J1a U3MPATH WM CIOJIETHU JTaHHU WIIH
Jla TIOJTy4H TIpaBa 3a MpOMsiHA Ha TAaHHUTE.

N3mamata Mmoxe 1a ObJie cisina uiv akTuBHa. [Ipu cisinara usmama xakepbT
HE MOJKE€ Jla BUJIM OTTOBOPUTE, U3IPATEHU OT KOMITIOThpa-MulleHa. [Ipununnara
€, 4Ye XakephT HsIMa MbJHATa MUHGPOpPMAIUs 3a YCJIOBHUSTa B MpeXkara, KOETO
O3HayaBa, ye BepoATHO HsaMa [P ajgpeca Ha KOMIIOTHpa, 3a KOMTO MCKa J1a Ce
IIPEJCTaBU, WIM IbK HAMA IpaBa 3a JOCThI, KOUTO KOMIIIOTPUTE MO MpeKara
criozerAT. B TakaBa cuTyanuys XakepbT U3M0JI3Ba BCHUYKHA Bb3MOKHU TEXHUKH, 32
Jla TIOJIy4H JOCTBII JO MpexaTa. ToBa mpuinya Ha XBBPJISIHE HAa CTPEIUYKU B
TBMHOTO.

U LA > A
) «/, O 'R :/
'L/ , Jremmmemne x ---------- -1/ >
\/ "\/
Xoct A XocT B

¢urypa 14. Crana usmama

[Ipu akTHBHATa U3Mama XakepbT UMa MH(OpMAILMS 3a paBaTa 3a JAO0CTBHII,
CHOJENISIHA MEXIYy KOMIIOTHPAa-XOCT (32 KOWTO HMCKa J1a c€ IpPEACTaBH) H
KOMITIOTbpa-MulieHa. Ta3u nuHdopmaius nomara Ha Xakepa Ja BUJAH OTTOBOPUTE
OT KOMIIOTbpa-MHUIIEHA. 3apaJAd ToBa JAHHUTE MOIaT JECHO Ja ObaaT
MTOBPE/ICHH, IPOMEHEHU U U3IIPATEHHU HA IPYTU MOJIy4aTesd [0 MpeXKaTa.
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MakeT c oTrosop

¢urypa 15. Akmusna usmama

ATakuTe ¢ U3MaMH IO MpekaTa MOrar Ja ce Kiacu(UUIUpaT B CICTHUTE
KaTErOpuu:

e [P u3smawma;
e ARP uszmama.

IP usmamnu

IP n3amamara e MCTOA, IIpHU KOWUTO XaKCPBT IIoJIydaBa JOCTHII 1O KOMITIOTbpPa-
MHUIOICHA 4YPC3 M3IIOJI3BAHC HAa H3MaMCH IP apcC Ha HOBCPCH XOCT. XaKepHTe
m3nwiHgBat [P n3mama 4UpEe3 U3I0JI3BAHC NI Ha CJIAIld, U1K Ha AKTHBHA U3MaMa.

Atakara c¢ [P wu3mama (HapeueHa olle H3MaMa C OTrarBaHe Ha
nocuenoBarenHocTTa Ha [P makeruTe) ce mpaBu IO BpeMe Ha Ipoleca Ha
CBBpP3BaHE YpE3 TPUIIOCOUYHO PHKOCTHCKAHE. 3a J1a 3anmo4yHe ataka ¢ [P u3zmama,
XakepbT IBPBO TPsAOBa na ¢panmmduiupa [P anpeca Ha JoBEpeH XOCT B MpeKarta.
Cnen ToBa TpsiOBa Aa 3asBU NMOPEIEH HOMEP Ha KOMITIOTbpPa-MHUILIEHA, KATO IO
TOBAa BpEME€ TOM 3alucBa HayaJdHUS TMOpPEJIEH HOMEp B 3arjlaBHaTa 4acT Ha
MH(POPMAIIMOHHUTE MAaKeTU C JAaHHU. Ta3u 3ajJaya € MHOTO CJOXHA, 3al0TO
KOraTo MHUIIEHaTa W3Mpalla HadajeH MOpPEAEH HOMEP KaTo MOTBBPXKACHHE,
XaKepbT TPsAOBa /1a OTTOBOPH MPaBUIIHO, KaTo no3Hae ycnemHo TCP nauamnus
NIOPEJIEH HOMEP.

IIporokoa ARP u uamamu ¢ Hero

ARP wum3mamara e artaka, mpH KOSTO XakepbT MPOMEHs TabiauIata Ha
nporokoia ARP (Address Resolution Protocol) upe3 ekcmmoarmpane Ha
komyHukanusata mexay [P u Ethernet mporokomure. Atakata ¢ ARP m3mama
MoOke J1a ce ocbiectsu 1o Ethernet mpesxku, nznomssamu TCP/IP npotokomnu.

dynxmnonnpane Ha ARP (Address Resolution Protocol)

ARP e mpotokon 3a mpeoOpa3yBane Ha aapecu. [IpeBpbina jJoruyeckure
anapecu (Hampumep 32-6utoBu [P agpecw) oT MpexoBUS CIOW BBB (PU3HUECKH
anpecu oT kaHaieH cioit (Hanmpumep MAC anpecu) [RFC 826]. 3a nenra Bceku
xocT moaabpka ARP kern tabnuiia, KbIETO ChXpaHsIBa ChOTBETCTBHITA MEXKITY
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IP u MAC aapec, HaydeHH AMHAMUYHO IO BpeME Ha KOMYHHUKAIUATA C JAPYTH
XOCTOBE WJIM BBBEJEHU CTATUYHO OT aJMHUHHUCTpartopa Ha cucremara. ARP
U3MO0JI3Ba OpOaJKacTH 10 XOCTOBETE B JIOKAJTHHS CETMEHT 3a OIpenessHe Ha
JIaJIEHO ChOTBETCTBHE, KOETO J00aBs kaTo 3anuc B ARP Tabimiara Ha xocTa 3a
ObJielo U3MoJi3BaHe. BanuaHOCTTa Ha 3aMKiCcUTEe MOXE Ja C€ KOHTPOJIUpa 4pe3
HSIKOJIKO MEXaHU3Ma:

e TaliMayT — MpH J00aBSHE Ha 3aIIUC B TAOJMIIATA CE ONPEACIIsT BpeMe
Ha BaJUJIHOCT, CJIe]T KOETO TOHM Ce IpeMaxBa;

® [ICPUOJWYHU YHUKACT 3allMTBAHUS — W3IpaIiar ce IMePUOJIUIHA
VHUKACT 3alUTBAaHUS KbM  DPETUCTPUPAHUTE XOCTOBE. AKO
OTJIAJICYCHUAT XOCT HE OTTOBOPH, 3aMMUCHT CE TIPeMaxBa OT Kella;

® VyBEIOMSIBAaHE OT NPOTOKOJ — aKO MPOTOKOJ OT IO-TOPEH CIIOU
yCTaHOBHU IPOOJIEMH NpHU AOCTaBKaTa, TOM yBeoMsBa akTuBHUSI ARP
IpoIiec B XOCTa, KOMTO OT CBOs CTpaHa IIpeMaxBa 3ammca 3a
OT/JAJICUCHUSI XOCT OT TabyuIaTa mMy.

CrtpykTypara Ha 3aryiaBHata 4yacT Ha ARP u onucanuero un e mokazaHo Ha
¢burypa 16.

32 BITS

8 8 8 8
HARDWARE TYPE PROTOCOL TYPE
"HARDWARE | PROTOCOL
ADDRESS | ADDRESS OPERATION
LENGTH | LENGTH
SENDER HARDWARE ADDRESS
(OCTETS 0-3)
SENDER HARDWARE ADDRESS SENDER IP ADDRESS
(OCTETS 4-5) (OCTETS 0-1)
SENDER IP ADDRESS TARGET HARDWARE ADDRESS
(OCTETS 2-3) (OCTETS 0-1)

TARGET HARDWARE ADDRESS
(OCTETS 2-5)

TARGET IP ADDRESS

¢urypa 16. 3acrasna vacm na ARP

Hardware type — 2-6aiiToBo moie, uaeHTH(UIMpANIO THIIA HAa Xapayepa (Hampumep
Ethernet, Token-Ring wiu apyr tun mpexa). 3a Ethernet Tosa mose mma croitHOCT
0x0001;

Protocol type — 2-6aitToBo mosie, HACHTH(UIMPAIIO THIIA HA MTPOTOKOJA OT MPEKOBHUS
cioii (Hapumep IP=0x0800, IPX=0x8137);

Hardware length — 1-6GaiiToBo moJe, 3aiaBaio Ib/DKMHATA B OaWTOBE Ha XapIyepHUs
anpec (Hanpumep Ethernet uma 6-6aiitoB MAC anpec);

Protocol length - 1-GaitroBo mose, 3agaBaiio JAbDKHHATA B OaTOBE HA MPOTOKOJIHUS
aZipec OT MPEKOBO HHUBO, KOWTO ce mpeoOpasyBa. Hampumep 3a IP=0x0800 monero
TpsiOBa 1@ ChABPIKA CTOWHOCT 4;
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Operation - 2-6aiiToBO MoJie, HACHTH(GUIIUPAIIIO THIIA Ha H3BbPIIBAHATA OIEPALIUS:
0x0001=ARP request;
0x0002=ARP reply;
0x0003=RARP request;
0x0004=RARP reply.

3a pasrpannvaBane Ha Tna Ha kaabpa (ARP nin RARP), B moneto Ethertype na DLC

xeabpa (urypa 17) ce 3anucsa 0X0806 (ARP) i 0x8035 (RARP).

Sender hardware address — 6-6aiiToBO 110JI€ 3a XapayepHUs apec Ha U3Mpaiaya;
Sender protocol address — 4-6aiiToBO ImoJIe 3a IOTHYECKHUS aJpeC Ha M3MpaIaya;
Target hardware address - 6-6aiiToBo 1oJie 3a Xap{yepHHs aJpEC Ha MOTy4aTelIs;
Target protocol address - 4-6aitToBO 10JI€ 3a JOTHYCCKHUS aAPEC Ha MOIydYaTeIs.

Ethernet II xensp

Oaiira 6 6 2 28 18 4
ARP Request .
DA SA 0x0806 ’ Padd FCS
xl Reply adding

¢purypa 17 DLC ARP xaovp

@ A FFFFFEFITFTF dest MAC
R 0024:D2B5:73:04 src MAC
P 0x0806 T™N Ha cpeidma: ARP
0x0001 0x0800 Ethernet|IP

R 70206 [ 004 | 020001 MAC=6|IP=4|Req=1
e 00-24-D2:B5-73-04 | sre MAC
A 192.168.88 105 src IP
: 00:00:00:00:00:00 | dest MAC
. 192.168.88.99 dest IP
t checksum

IP: 192.168.88.105
MAC: 00:24:D2:B5:73:04

IP: 192.168.88.99
MAC: 00:24:54:00:9C:8A

00:24:D2B5:73:04
00:24:54:009C:8A

0x0806
0x0001 0x0800
0x06 | 0x04 | 0x0002
00:24:54:009C-8A |
192.168.88.99
0024:D2:B5:73:04 |
192.168.88.103

checksum

TR>

O,

< —T0o®

¢urypa 18. ARP 3asnexa u omeosop

66



Ha ¢urypa 18 e mpencraBena ARP 3asska (Operation=0x0001) u ARP
otrosop (Operation=0x0002). KommroTsp ¢ IP agpec 192.168.88.105 u3nparia B
nokaaus  cermeHT ARP  Opoankact (destMAC=FF.FF:FF.FF:FF.FF) 3a
ycranoBsiBane Ha Hemo3HaT MAC anpec, croTBeTcTBam Ha jokaneH IP aapec
192.168.88.99. TwupceHuAT XOCT OTroBaps Ha 3amuTBaHeTo upe3 ARP otroop
KaTo mpenocTaBs (U3MYECKUsT CH aJpec Ha XocTa-usnpamiad. Bropara
BB3MOXKHOCT €, aKO H3MIpAIIALIUAT XOCT € YCTAHOBWJI, Y€ IMOIy4yaTelsT HE ce
HaMHupa B CblIMa cerMeHT. ToraBa HeroBusaT ARP Opoangkact e Obiae
MpeHAa3HAYCH 32 YCTAHOBSIBAaHE HAa (M3MUECKUS apec Ha JOKATHUS MUTI03 (aKO
HE TO 3Hae BCE OlIe), KOWTO Ja MpernpaTH MmakeTa A0 X0cTa-MeCTOHA3HAUCHHUE.

[Tonoben mpumep ¢ ABa mocienoBatenHu (peitma 3a orkpuBane Ha MAC
aZpeca Ha pyTep € nokasan Ha ¢urypa 19 u durypa 20.

A 304 7.849494000 RedlakeM_10:05:b3 Broadcast ARP 42 Who has 192.168.88.1? Tell 192.168.88... — =

# Frame 304: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0
= Ethernet II, Src: RedlakeM_10:05:b3 (00:e0:26:10:05:b3), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
# Destination: Broadcast (ff:ff:ff:ff:ff:ff)
# Source: RedlakeM_10:05:b3 (00:e0:26:10:05:b3)
Type: ARP (0x0806)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1)
sender MAC address: Redlakem_10:05:b3 (00:e0:26:10:05:b3)
sender IP address: 192.168.88.15 (192.168.88.15)
Target MAC address: 00:00:00_00:00:00 (00:00:00:00:00:00)
Target IP address: 192.168.88.1 (192.168.88.1)

0000 ff ff ff ff ff ff 00 e0 26 10 05 b3 08 06 [N
WOKENO8 00 06 04 00 01 00 e0 26 10 05 b3 cO a8 58 Of
1[o¥Jo 00 00 00 00 00 00 cO a8 58 Oi

¢urypa 19. ARP 3as6xa
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A 305 7.849681000 Routerbo_be:a2:bb RedlakeM_10:05:b3 ARP 60 192.168.88.1 is at d4:ca:6d:be:a2:bb ] “
@ Frame 305: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
= Ethernet II, Src: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb), Dst: RedlakeM_10:05:b3 (00:e0:26:10:05:b3)
# Destination: RedlakeM_10:05:b3 (00:e0:26:10:05:b3)
# Source: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
Type: ARP (0x0806)
pPadding: 000000000000000000000000000000000000
Hardware type: Ethernet (1)
pProtocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (2)
sender MAC address: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
Sender IP address: 192.168.88.1 (192.168.88.1)
Target MAC address: Redlakem_10:05:b3 (00:e0:26:10:05:b3)
Target IP address: 192.168.88.15 (192.168.88.15)

/0000 00 e0 26 10 05 b3 d4 ca 6d be a2 bb 08 06 [[NEx!
[l 08 00 06 04 00 02 d4 ca 6d be a2 bb cO a8 58 01
[y VB00 €0 26 10 05 b3 cO a8 58 OF VRN

0030 00 00 00 00 00 00O 00 OO 00 00 00 00

¢urypa 20. ARP omeosop

[Tpumep 3a MEpUOIUIHO YHUKACT 3allUTBAHE € TpeCcTaBeH Ha ¢urypa 21 u
¢urypa 22. Tunbt Ha noaero Opcode, Ha ¢urypa 21, ¢ cve croitHocT 0x0001
(ARP request), a 3a purypa 22, e 0x0002 (ARP reply). 3a pazrpannuaBane Turma
Ha kagbpa (ARP mmu RARP), B cekmmsta Ethertype Il, momero Type 3aema
croitHocT 0x0806 (ARP). IIpeoOpazyBaHeTo ce M3BBPIIBA MEXKIY aApecH OT
xapayepen tun Ethernet (Hardware type: 0x0001) ¢ nbiixuna 6 Gatita (Hardware
size: 6) u mporokout IP (Protocol type: 0x0800) ot MpexoBHS CJIOM C TbJDKHHA HA
anpeca 4 Oaiira (Protocol size: 4).

A 163 1.306204000 RedlakeM_10:05:b3 Routerbo_be:a2:bb ARP 42 Who has 192.168.88.17 Tell 192.16888.. - = [HEM

@ Frame 163: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface 0O
= Ethernet II, Src: Redlakem_10:05:b3 (00:e0:26:10:05:b3), Dst: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
@ Destination: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
@ Source: Redlakem_10:05:b3 (00:e0:26:10:05:b3)
Type: ARP (0x0806)
= Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: request (1)
Sender MAC address: Redlakem_10:05:b3 (00:e0:26:10:05:b3)
sender IP address: 192.168.88.15 (192.168.88.15)
Target MAC address: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
Target IP address: 192.168.88.1 (192.168.88.1)

0000 d4 ca 6d be a2 bb 00 e0 26 10 05 b3 08 06 00 01 Y, a7 oo o
0010 08 00 06 04 [§ 00 e0 26 10 05 b3 cO a8 58 Of el &.... X.
0020 d4 ca 6d be a2 c0 a8 58 01 A PP X.

¢urypa 21. ARP 3as6xa
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A 164 1306595000 Routerbo_be:a2:bb RedlakeM_10:05:b3 ARP 60 192.168.88.1 is at dd:cabdbeazbb - © HEM

# Frame 164: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
- Ethernet II, Src: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb), Dst: RedlakeM_10:05:b3 (00:e0:26:10:05:b3)
# Destination: RedlakeM_10:05:b3 (00:€0:26:10:05:b3)
3 Source: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
Type: ARP (0x0806)
Padding: 000000000000000000000000000000000000
-] Address Resolution Protocol (reply)
Hardware type: Ethernet (1)
Protocol type: IP (0x0800)
Hardware size: 6
Protocol size: 4
opcode: reply (2
Sender MAC address: Routerbo_be:a2:bb (d4:ca:6d:be:a2:bb)
Sender IP address: 192.168.88.1 (192.168.88.1)
Target MAC address: Redlakem_10:05:b3 (00:e0:26:10:05:b3)
Target IP address: 192.168.88.15 (192.168.88.15)

0000 00 e0 26 10 05 b3 d4 ca 6d be a2 bb 08 06 00 01 co@eione Wie oos o
§1/0010 08 00 06 04 (] § d4 ca 6d be a2 bb c0 a8 58 01 AR . TS B X.
110020 00 e0 26 10 3 cO a8 58 0f 00 00 00 00 00 00 U R XKals oavne
. 0030 00 00 00 00 Q0 00 00 00 OO0 Q0 00 OO  ...ivenn wunn

¢urypa 22. ARP omeosop

B HsAkom ciyyam e BB3MOXKHO u3noi3BaHeTto Ha Proxy ARP, koero
MO3BOJISIBA HA JIPYTrO YCTPOMCTBO (HampUMep MapUIpyTHU3aTOp) /1a OTroBaps Ha
ARP 3anuTBaHus OT UIMETO HA OT/IAJI€UEH XOCT, HAMUPALL[ CE€ B Jpyra MOJAMPEXA.
ToBa ocurypsiBa Bb3MOKHOCT 3a MPO3pavyHa KOMYHHKALUs MEXKIY OTJAJICUYCHU
xocroBe. Hammpumep, ako naseH XxocT-usmpaiiad € KoHQUrypupaH HEMPaBUITHO U
ce 00bpka mpu u3npamaneTo Ha ARP 3anuTBaHe KbM XOCT W3BBH JIOKATHUS
CErMEHT, TO MaplIpyTH3aTOPBT, KOHPUTrypupan kato Proxy ARP, e otroBopu
ChC COOCTBeHMS cU (usnuecku ajapec. ToBa MO3BOJSIBA MaKETHT Aa ObJe
IIPENPATEH CJIe TOBA KbM MPABHIIHUS XOCT-MECTOHA3HAUYCHHE.

192.168.88.99 Proxy ARP 192.168.88.145
255.255.255.0 255.255.255.128

MAC: 00:24:54:00:9C:8A

n

¢urypa 23. Proxy ARP

[TogoGen mpumep e npencrased Ha urypa 23, kbaero xoct 192.168.88.99
oT mpexa 192.168.88.0 ucka nga komyHukupa ¢ xoct 192.168.88.145 ot mpexa
192.168.88.128. MpexoBaTa Macka Ha MbpBHUs XOCT (255.255.255.0) e crperiena.
ToBa ro o00BpKBa NpHU TMPECMATAHETO HA MPUHANICKHOCTTA Ha afpec
192.168.88.145. 3a Hero TO3W ajapec € 4YacT OT JIOKAJHUS CETMEHT M 3aToBa
usnpama jJokajgeH ARP GpoaakacTt 3a ycTaHOBsIBaHE Ha (PU3MUECKUS MY ajpec.
ToBa 3anmuTBaHe HE CTHra Ja XOCTa-MECTOHA3HAYEHHE W TOW HE OTroBaps.
MapuipytuzatopsT, KoHbUrypupa kato Proxy ARP, npuema ToBa 3anuTBaHe U
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OTroBapsa OT UMCTO Ha HCJICBUA XOCT KAaTO M3IIpalia COOCTBEHHS CHU XapayCepcH
aJpcc. HBHpaTeHI/IﬂT KbM HEro maker OwuBa nperparcH KbM XOCTa-
MCCTOHA3HAUYCHHC.

RARP (Reverse Address Resolution Protocol)

RARP e npoTokon 3a AuHaMHYHO MpeoOpazyBaHe Ha (PU3NUECKUTE aJIpecu
Ha XOCTOBE B JIOTUUECKH aJpecu OT MpekoBo HUBO (Hampumep [P anpecu). Toi
M3BBPIIBA MPOTUBOMNONIOKHO AciicTBue Ha ARP mpotokona. M3non3sa chius
dopmar Ha xenbpa, kakTo ARP mpotokona. Kagspst, npenacam RARP, ce
pas3no3HaBa 1o tuna Ha rnoyieto Ethertype=0x8035 (¢durypa 24).

[IpoTokOABT € MpeaHa3HA4YeH 3a Ha3HAYaBaHE Ha JIOTUYECKH aJpeCH Ha
0e3qucKoBH cTaHIMM. 3a menra ce usnomsBaT RARP cvpBbpH, KbAETO B
CTaTUYHH TaOMWIIM C€ ChXpaHABAT CHOTBETCTBUATA MEKIY XapAyepHU W
JIOTUYECKU aJpect. 3a OAIBPKAHETO UM C€ TPUKAT MPEKOBU aIMUHUCTPATOPH.
[Togo6Ho HAa ARP 1 TO3M mpOTOKOJ M3MOJI3Ba OpoajkacTu. ToBa o3HayaBa, 4ye
BBHB BCEKH JIOKAJIEH CETMEHT TPsiOBa ja uMma noue mno enuH RARP cbpBbp, KOWTO
Jla OTTOBaps Ha TakbB TUIl 3anuTBaHusi. Henoctarsuure Ha RARP ca cBbp3anu ¢
HE0OXOIUMOCTTA OT:

® TaKbB TUIl CbPBBPH 32 BCEKH €MH CErMEHT, TOPaIy HEBb3MOXKHOCTTA
MapuipyTtuzaropure na npenpamar RARP 6poankactu;

® aIMUHHCTPATOp 3a CbH3JaBaHE W MOJAbPKAHE HA CTAaTUYHUTE
acoIuupaniy TaoauIy.

Ethernet IT xensp

OaiiTa 6 6 2 28 18 1
RARP Request,
RARP Reply

DA SA 0x8035

Padding | FCS

¢urypa 24. Ethertype=0x8035

RARP He e enMHCTBEHUST MPOTOKOJ 3a MpeoOpa3yBaHE Ha XapAyepHU B
norudecku aapecu. [IpeacraBurenu Ha To3u U acorpupane ca omie BOOTP u
DHCP, npenna3nauenu na 3ameHsT RARP. Beceku equH oT T€3u MPOTOKOJU ce
CTPEMH Jia OTCTPAHH MPOOJIEMUTE, CHIIICCTBYBAIIM MPH MPEAINICCTBEHUKA My. B
MOMEHTA aKTyalHusT npoTokos € DHCP.

ARP mzsmamu

Artakata ¢ ARP u3mama BkITtOUBa MpeB3eMaHe Ha pas3npaliaHu ChbOOIEHUS,
npoMsHa Ha [P anpeca Ha nonyuarens ¢ [P agpeca Ha xakepa u otroBop ¢ MAC
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azpeca Ha xakepckus kommorep. Cren kato noaarenar noixyun MAC aapeca,
Tol mpuema, 4ye mnonyueHusT MAC anpec € BepeH M MOpenaBa JaHHHUTE Ha
KOMITIOThpa Ha Xakepa. To3m mpouec Ha m3Mama € oule no3Hat karo ARP
OTpaBSHE.

MMoacaymBane

[ToncaymBanero (sniffing) e araka, mnemsma yiaBsHe Ha MpPEXKOBa
nH(popmaIusa. ATakata BKJIIOUBA TIOCTABSHETO HA TOJICIYIIBAIY YCTPOUCTBA HA
pasIMYHU BXOJHM TOYKH IO MpekaTa. 1e3d BXOAHM TOYKM MoOraT jJa ca
KOMITIOTPH, PYTEePH, MPEKOBH CETMEHTH, CBHP3aHu ¢ VIHTEpHET, W MPEKOBH
CErMEHTH, CBbP3aHHU ChC CHPBBHPH, KOUTO TOJTy9IaBaT MapOJIH.

[ToacnymBaTensaT € mnporpama, KOSATO HaJa3UpaBa, PHKOBOAU U CIIEIU
MpeHoca Ha JaHHU 1o Mpexara. OCHOBHaTa LEN Ha MOJCIYLIBATENsA € Ja
nojciyuBa MpexoB Tpaduk. [loxcmymBamure ycTpoilcTBara UMaT CIEIHUTE
KOMITOHEHTHU:

e Jlpatisep 3a ynasaue (capture driver). [IpaiiBepbT 3a yjaBsiHEe NMpuUXBaIlia
MpexxoB Tpaduk oT kabeneH Ethernet, punrpupa mpexoBus Tpapuk 3a
nH(popManusaTa, KOSITO UCKaTe, U ChbXpaHsiBa (GUITpUpaHaTa HHPOpMALIHS
B Oydep.

o bygep. bydepsT € codryepHa nmporpama, KosSTO moMara 3a ChbXpaHsBaHe
Ha JIaHHUTE, YJIOBEHH IO Mpekarta. J[aHHWTe Morar /1a ce ChXpaHsBaT 10
JIBa HAUMHA: JoKaTo Oy(dephT ce 3ambiaHu ¢ MHPOPMAIIUS UM TT0 METOAa
“Bceku cpeiry Bceku” (round-robin), mpu KOWTO AaHHUTE C€ H3TPHUBAT,
KOraTto JOCTUTHAT J0 OmpenaesiecHo HUBO B Oydepa. ToBa o3HauaBa, ue
naHHUTE B Oy(epa BUHATH ce 3aMEHST C HOBOYJIOBEHU TaKMBA.

o Jlexooep. Jlanaute, npegaBaHu 1Mo MpexaTa, He TbTYBaT B HOPMAJIHUS CH
yeTuM BUJ. Te mbTyBaT B 1BOMYEH (popmaT, KOWTO TPsiOBa /1a ce IeKoaupa.
Jlexogepute ce U3MON3BAT 3a JIEKOJWpaHE Ha JBOUYHUTE JaHHU B
MpeKaTa, 3a Ja MoraT Te€ Jla C€ MHTEPIIPETHPAT U MOKaXXaT B YETUM BH/I.

Ethernet mpeskara e moctpoeHa Ha crojeneHy npuHIUnU. Korato qanauTe
ce npenasart o Ethernet Mpexarta, 3a9BKUTE TOCTUTAT JO BCHUKH KOMITIOTPH B
MpexaTa (OCBEH aKo HE € pa3/ieliecHa Ha CEerMEeHTH). BbIpeku 4ue BCUYKH
KOMITIOTPY TOJIy4yaBaT 3asBKaTa, OTroBapsi camMO KOMMIOTBHPBHT, 32 KOWUTO €
npelHa3HaYeH MakeThbT OT AaHHU. KoMmioTpure, KOUTO HE ca JIeWCTBUTEIIHU
MOJy4yaTesid Ha MaKeTUTe OT JaHHU, UTHOPUPAT 3asiBKaTa.
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[MoacnymBaTensaT cnupa guirpupaneTo u mycka Ethernet xapayepa (NIC)
7a paboTH B CMECEH PEXUM, J1a TIpreMa BCUYKH MAKETH OT JaHHH, HE3aBUCHUMO
JaJIi TTaKeTUTE ca OMIIM TIpeTHA3HAYCHH 32 HETO UJIH HE.

IIpomsina Ha mapmpyTa (rerouting)

PytepbT € apyra ys3BUMa BXOJHA TOYKa B MpeKara, KOSTO IO3BOJISIBA
HEYI'BJIHOMOILIEH JOCTBII JO TMaKeTh OT JaHHU. PyTepbT uma Tabmmia,
chIbpiKalia nH(OpMalKs 32 CbCTaBSIHETO HAa MapIIPyTH U KOHPUTYypaluu Ha
npyrute xoctoBe oT Mpexata. [Iporokonst RIP (Routing Information Protocol)
ce M3IMO0JI3Ba 3a MOJIPbKKA Ha TabIuIaTa 3a MapIIpyTUTE. XaKepuTe U3M0I3BaT
npotokona RIP, 3a na Manunymupar wuHoOpmamusTa 3a CbhCTaBsSIHE Ha
MapIIPyTUTE WK KOHPUTYpALUUTE HA XOCTOBETE B TA0IMIIATa C MAPIIPYTHTE.

MaHunynanuure Ha Ta0nMIara ¢ MapHIpyTUTE MOraT [a 3aBbpIIAT C
HENPaBUIIHU KOH(PUTypalluy Ha MapLIPYTH Ha XOCTOBE MO0 MPEXKaTa, KOETO MOXKE
Ha CBOM peJl JoBeje 10 3ary0a Ha MaKeTH OT JaHHU 10 MpexaTa.

CkaHupaHe Ha IOPTOBeE

CkaHMpaHETO Ha IIOPTOBE € TMOMYyJsIpHA TEXHUKA 3a pa3CcieIBaHeE,
U3I0JI3BaHA OT XaKEPUTE 3a MPOHUKBAHE B MPE¥KA WM XOCT OT Mpexa. Benukn
KOMIIIOTPH, CBBpP3aHM B Mpexara WiIM KbM IHHTepHeT, ciaymar BCUYKH
KOMYHHKALIAU 10 €JHU WK APYTH OpTOBE. Te3u MopToBE AEUCTBAT KaTO Bpara,
npe3 KosATo AaHHute Biau3ar win uznuizar. Hanpumep TCP u UDP noprtoBere ce
M3M0J3BaT OT MPUJIOKEHUATA 3a Ch3JaBaHE Ha cecuu Mexay Bb3iau Ha TCP/IP
MPEXKHU.

IIpn ckaHMpaHe HA MOPTOBE XAaKEPHT ONMUTBA 14 OTKPHE BCUYKU Bb3MOXKHU
OTBOpPEHHU MOPTOBE HAa MpPEXka U CIel TOBa U3Ipalla CbOOUIEHUS 10 BCEKU €AUH
oT TAX. MMa pa3nuyHu MHCTPYMEHTM 3a CKAaHUpaHE Ha MOpToBe. Te3n
WHCTPYMEHTH TpoBepsBaT Bcuuku BapuaHTd Ha TCP m UDP mnoprose Ha
OTAAJIEYEH XOCT. M3nos3Banara TeXHMKa MOXKE 14 € pa3jIM4Ha B 3aBUCHUMOCT OT
TOTIONIOTUATA HA MpEKara, CUCTEMara 3a OTKpuBaHe Ha mpoowBu IDS wu
0COOEHOCTHUTE HAa PETMCTPUPAHETO B OTAAJIeUeHATa MallIMHA.

[IpuMepHH TEXHUKHU MTPU CKAHUPAHETO Ha IOPTOBE, U3IOJI3BAHU OT XaKEPH:

e Vanilla - mpu Ta3u TexHUKa XaKephT CE OMUTBA JIa CE CBBPKE C Bh3MOXKHU
65535 nopra;

72



Strobe - mo-koHKpeTH3MpaHa TEXHHUKA 32 CKAHUPAHE, IPU KOSITO XaKEPbT
THPCH J1a €KCIUIOATUPA CaMO U3BECTHU YCIIYTH;

@parMeHTHpaHU MAKeTH - NPHU Ta3W TEXHUKAa XaKepbT JAeicTBa 4dpes
U3IpallaHe Ha MAJIKU aKeTH;

UDP - npu Ta3u TexHuka xakepsbT Thpcu orBopeHn UDP noprose;

Sweep - npu Ta3u TEXHHWKAa CKEHEPBT CE€ CBBP3Ba C €IMH U ChII HOPT OT
HSIKOJIKO KOMITIOTBPA;

HesiBHo ckanmpane (stealth scan) - ckeHepbT OJOKHpa CKaHUPaHHS
KOMIIIOTBP, 3a Ja HE 3allulle IeHCTBUATA 10 CKAaHUPAHETO HA MTOPTOBE.
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Jlexknusa 4

IIperaen Ha 3amuTHUTE cTenn (firewalls)

Heka na 3anmouHeM OOSICHEHMETO 3a 3AIMTHUTE CTEHU C €IUH OCHOBEH
npumep. OpuchT Ha eIHa opraHu3alys Ce IMOcellaBa OT HAKOJKO doBeka. Ho
CcaMO Ha CIY)KUTEJIM W KIMEHTH Ha OPraHU3alMATa € Pa3pelleHO Aa BIU3aT B
crpajata Ha oduca. Moxe OM oOxpaHaTa NpOBEpsABAa JOKYMEHTUTE 3a
CaMOJIMYHOCT Ha BCEKH, KOWTO IocelaBa oduca, peau Aa My M03BOJIU /1A BIE3€.
B HsAKOM citydan ChIIO C€ IPABU MPOBEPKA HA CIYXKUTEINUTE, 32 Jja CE IPOBEPU
Jajld T€ HE BHACAT IMPEAMETH, KOMUTO HE UM € IO3BOJICHO J1a BHAciT (KarTo
HampuMep JOMAallHM JoouMuu u  ankoxos). Ho Te3m orpaHnuueHus He
MPEIOTBPATABAT CMECBAHETO HA CIYKUTEJIHUTE C JIPYTH XOpa, BHHIIHU 32 oduca
PEILIEHO € Ha CIYKUTEJINTE J]a U3JIU3aT, HO HE Ha BCEKHU € Pa3pelIeHo Ja BIU3a B
oduca. Taka ye oxpaHaTa WM BCAKa APYyTa €JUHUIIA, OTTOBOPHA 3a OTPAaHUYaBaHE
¥ KOHTPOJI Ha JOCThIIA J0 CcrpajaTa Ha ouca, MOKe J1a C€ CPaBHU ChC 3alllUTHA
CTEHA.

KakBo € 3ammTHa cTeHa B KOHTEKCTa Ha Mpexute? MpexoBara 3alIuTHA
CTeHa € MHOTO 100pe Aedunupana B peunrka NSA Glossary of Terms Used in
Security and Intrusion Detection kato “cucreMa Mia¥ KOMOHHAIMS OT CHCTEMH,
KOSITO TOJCHJIBA TPaHUIIATa MEXIY JIBE Wi ToBede Mpexu . KazaHo mpocro,
3alUTHATa CTEHA peali3upa MpaBuiia 3a CUTYPHOCT, KOUTO OTIEIAT ABE MPEKHU
OT HEXKeJlaHA KOMYHUKAIIUS.

MpeXoBHTE 3alIUTHA CTEHU TMAa3SAT KPUTHYHA UHPOPMAIIUS OT OMMACHOCTH U
B CHIIIOTO BpEeMe€ MO3BOJISIBAT MPEMUHABAHETO HAa MHGOPMAIIKS. 3allUTHUTE CTEHU
MpeIa3BaT MPEKUTE OT XaKEpPU U aTaku, KaTo HanpuMep DoS araku unu ataku
“ping Ha CMBPTTA”, U CHIIO MO3BOJIABAT NpeMuHaBaneto Ha HTTP naketu u e-
mail cr001IEHNS.

Ha koii ciioii padoTH eHA 3alIIUTHA CTeHA?

Enna 3ammrHa cTeHa MoXke Ja paOOTH Ha pa3jIMyHU HUBA B pa3jiejicHa Ha
cinoeBe MpexkoBa apxutrektypa Ha OSI u TCP/IP monenute. Hail-HuckoTo HUBO,
Ha KOETO MOXe Ja paboTu ejHa 3allluTHA CTE€Ha, € MpexoBUAT cioil. Ha
MpPEKOBUS CJIOM 3aIIMTHATA CTEHA MOKE Ja ONPEACIN TAJIN €JUH NAKET UJIBA OT
aBTEHTUYEH M3TOUYHUK. HO Ha TO3M CIOM TS HE MOXKE J1a MPOBEPU ABTEHTUYHOCTTA
Ha nHpopMaIuaTa, KOATO Ce Mpejiana.
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3allUTHATE CTEHH, KOUTO PAOOTAT Ha CleaBallus CJIOW, a HMEHHO
TPAHCIIOPTHHUSA CJIOU, MPEAOCTABAT MO-CIOKHU (PYHKIMH OT 3aIIUTHUTE CTEHU OT
MpPEXOBHS CIOM. 3allUTHUTE CTEHU OT TPAHCIOPTHHS CJIOM Morar ja
IIOTBBPKIAABAT BPB3KH, IIPEIM Ja PELIaT Jajdy Aa paspeiiaT WA HE HIKOU ITaKeT.
Ta3u BamuAHOCT ce MpoBepsiBa upe3 Mpersie]] Ha onpe/eieH Habop OT ImpaBuia,
KOH(UTYpHpaHU B camMara 3allMTHa CTEHa.

3amuTHATE CTCHH, PAOOTEIIH B MPUIIOKHHSI CJIOM, MOTAT J1a U3ITBJIHSIBAT I10-
ClIoXXHM (GYHKIMHU, KaTo Hanpumep ¢uiaTpupaHe Ha Tpaduka, Ha OazaTa Ha
ChABPKAHUETO HA MAKETUTE OT JAaHHH WJIM MO-CKOPO Ha TUIIOBETE MPHUIIOKECHUS.
Te3u 3alUTHU CTEHU CHIIO JOKYMEHTUPAT JCHHOCTUTE HA MAKETUTE OT JaHHH,
KOWTO OTKa3BaT. 3alTUTHUTE CTCHH MOTAaT Jla pEKOHCTPYHUPAT MAKETUTE, KOUTO Cca
OTKa3aJii, Ha 0a3aTa Ha 3aMUCUTEe, KOUTO Ce MOIbPKaT.

(I)yHKI[I/IOHa.]IHOCT Ha 3allIUTHUTEC CTCHU

Hsakon ¢yHKIMM Ha MpexoBara 3allMTHA CTEHA, KOUTO MOACUTYpPSBAT
CUT'YPHOCTTA U LIEJIOCTTA HA JJAHHUTE Ca!

o Qummpupane na nakemu. CTaBa BbIPOC 32 PIITPUPAHETO HA BXOSIIN U
M3XOJSIIM MaKeTH Ha 0a3aTa Ha MH(POpPMALMITA 3a MPOTOKOJIA U ajpeca,
BBIIPEKU Y€ HE C€ MpOBEpsiBa ChIbPKAHUETO HA MakeTa. ToBa € Hail-
OCHOBHATa (PYHKITUS Ha €JHa 3alUTHA CTCHA.

e [Ipeobpasysane na mpedxcoe adpec. Tazn (QyHKUHS CKpHBa XOCTOBE Ha
BBTPEIIHU MPEKU OT XOCTOBE Ha BBHHIIHU MPEXKHU 4pe3 MpeoOpazyBaHE
aJpecuTe U MOPTOBETE HA BHTPEIIHU XOCTOBE JI0 YECTO CPEIIaHU BHHIIITHU
aJpecy Ha 3alllUTHaTa CTeHa. 3allUTHU CTEHU, KOUTO JEHUCTBAT MO TO3U
HAa4YWH, TPENOTBpaTABAT HAOIIOJEHUETO HA BBTPEIIHH XOCTOBE OT
3JI0HAMEPEHHU XOCTOBE Ha MyOJIMYHA MpEXKa.

o [lpoxcu ycnyeu. Te mnpenocrtaBaT OOMEH Ha JaHHU OT CTpaHa Ha
KJIMCHTCKUTE TPUIIOKEHUS C OTAAJICUCHU CHUCTEMHU. Taka KIMEHTCKUST
KOMITIOTBp C€ CKpHBa 3aJ] 3alllMTHATA CTE€HA W 3a OTJajedyeHara cucrema
U3TJIeXK A CSAKAIl IPOKCUTO (Proxy) B3auMOJICHCTBA C Hesl.

o [lompeoumencka aemenmuxayus. Tazu ¢QyHKOUS € ynoOHaA, KOraTto
OTHaJeYeHN MoTpeduTenu (B myoJInyHa Mpeka) U3MOoI3BaT AMHAMUYHH [P
aJipecu, 3a J1a C€ CBbPKAT C YACTHU MPEXKHU. B TO3U ciyyaid OrpaHuYEeHHUE
Ha 6a3ara Ha [P agpecu He € MPaKTUYHO, 3a110TO NOTPEOUTENSAT IIe TOTyUH
paznuueH [P azapec, xorato ce cBbpike. 3aToBa 3alllUTHATA CTEHA LIE
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MOWCKAa TIPOBEpPKAa HA ABTEHTHUYHOCTTA, MPEAHM Ja IO3BOJU BIM3aHE B
JacTHaTa Mpexa.

o Tynenupane (Tunneling). Upe3 cb3gaBaHe Ha BUPTyaJeH TYHENI cCe
MO3BOJISIBA HAa (U3WYCCKU OTICIHA MPEKH J1a U3Mo3BaT MHTEpHET KaTo
cpena 3a KoMyHHKaiusa. EjqHa TakaBa peanu3arys Ha 3alIUTHUTE CTCHU

nmomara 3a cbh3JaBaHe Ha BUpPTyalHd d4acTHu wMpexu (Virtual Pi
Networking, VPN).

Ha 0a3ara Ha (yHKIIMOHAIHOCTTA, KOATO MOXeE Ja MpeaJiarar, 3alUTHUTE
CTEHHU MOrar Ja ce KiIacupuuupar Ha:

® 3AIIUTHU CTE€HHU, (PUITPHUPALIU TAKETHU;

® 3alIUTHU CTEHHU, IpeoOpaszyBaum mpexoBu anpecu (Network Address
Translation, NAT);

e circuit relay 3alllMTHU CTEHH;

® [IPOKCH 3aIUTHU CTEHU 32 MPUIOKEHUS.
3amuTHU cTeHH, QUITPUPALIU TAKETH

3amutHUTe CTeHH, hunTpupaniu naketu (packet-filtering firewalls), ca naii-
OCHOBHHTE 3aIlMTHU CTEHU, KOUTO padboTaT B MpexoBus cioit Ha OSI u TCP/IP
mozena. Te untpupar makeru Ha Oa3aTa Ha MpaBuia, AePUHUPAHU B CAMHUTE
TAX. AKO IMTAKETUTE HE OTTOBOPAT Ha OMpPENEIICHUTE KPUTEPUH, TE TPOCTO OMBAT
oTkazanu: OUITPpUpaHETO Ha MAKETH MOXKE J1a CE OCBHINECTBH B PYyTEPUTE WU
npe3 mpexopa omneparmonHa cuctema (Network Operating System, NOS) c
BBH3MOXKHOCTH 32 PyTUPaHE.

3allUTHUTE CTEHW, QUITpUpAIIM [aKeTH, HMAT HAKOM XapaKTEepPHU
npo0semMHu, 3aI0TO HE MPEJOCTABST ITbJIHA CUTYPHOCT 3a BbTPEIIHA Mpexa. 3a Aa
Ce MPOTUBOINOCTABAT HAa TO3U HEJIOCTATHK, (PUITPUTE HA MaKETH OOMKHOBEHO ca
KOMOMHUPaHU C MMPOKCU CHPBBPU U MTpeoOpa3yBaTeIu Ha MPEKOBHU aJpPECH.

CranmaptHuTe (QUITPU Ha TAKETH OINPEACNAT HEMPUKOCHOBEHOCTTAa Ha
MakeTuTe Ha 0azara Ha WH(poOpMaIUATa, ChAbPKAIIA CE€ B 3arJaBHUTE YacCTH Ha
WHIUBUyQITHUTEe TaKeTH. TeopeTuyHo (uiaTtpure wmoraT Jga  ObaaT
KOH(UTypHpaHu 1a COpTUPAT MAKETH Ha 6a3aTa Ha BCSIKA YacT OT HHGOpMaIHsITa
B TI0JIETATa 3a JIaHHU B 3arjlaBUETO Ha MpoTokoia. Hali-uecture mosera ca:

e [lone 3a IP npomoxon (IP protocol field). Ima yetupu nipotokosia, UDP,
TCP, ICMP u IGMP, cpemy xkouto nojuero 3a I[P npotokon Moxe na ce
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U3MOJ3Ba 3a (uiTpupaHe Ha makeTd JnaHHd. Ho Te3um mpotokonu ca
OCHOBHH Y TIOBEYETO CHPBBPHU M PYTEPH TPsOBA Ja TH OCTABAT OTBOPCHH
3a B3auMojeiicTBre. 3aroBa (puaTpupanero Ha 6a3ata Ha mojerto 3a [P
MPOTOKOJ KaTo Lsi0 He € ycnemHo. Ilpumep 3a ¢untpupane na IP
IPOTOKOJI € ChbPBBpP, YUSATO OCHOBHA 1€l € ja nojabpxka TCP-6a3upana
yciyra, kato Haripumep HTTP, 6inokupama Bcuuku UDP u ICMP yciyru.
Qurmpupane no IP aodpec (IP address filtering). ToBa orpanndaBa
BPB3KUTE 10 (WM OT) ONPEICIICHH XOCTOBE M Mpexu Ha Oazata Ha I[P
aapecute uM. [loBeueTo 3amUTHU CTEHW PaOOTAT Upe3 OmpenesisHe Ha
npaBwjia Kato Hampumep “‘pazpewu naxemu om 172.17.10.11 oo
172.17.10.30, no 610Kupaii scuuxku ocmanaiu nakemu’, ‘“‘nakemu, uosauiu
om 128.162.11.14, namam paspewenue oa npemunam’ WIA “paspeutu
scuuku naxkemu 6e3 nakemu c IP aopec om 172.17.10.11 00 172.17.10.30”.
TCP/UDP nopm. ToBa € Haif-uecTO Wu3MOJI3BaHaTa HH(pOpMaIus 3a
dbunTpupaHe Ha MakeTu OT AaHHU. To3u Tl GUATPUPAHE CHIIO ce Oa3upa
Ha uHdoOpManus, ChAbpKaHa B ToOJ€TaTa JaHHW B 3arjaBuero Ha IP
nporokosna, 3amoTto uHpopmarusara 3a TCP umu UDP nHomepata Ha
MOPTOBE € ompeaeneHa TaM. YecTo cpenanyu NpoTOKOJIU, KOUTO MOraT Ja
ce untpupar Ha 6azara Ha TCP wnu UDP nonero 3a nmopr, ca Echo, Quote,
FTP, telnet, SMTP, DNS, HTTP, Gopher, NetBIOS cecust, SNMP, POP,
NFS u X Windows. Hsikon OT T€3uM MPOTOKOJU Ca UYBCTBUTEIHHU KbM
aTaku Mopaju BHUCOKOTO HUBO Ha OMEPATUBEH KOHTPOJI, KOETO JaBaT Ha
aTaKkyBalllUTe. 3aToBa € BaXKHO Ja ce OJIOKMpAT MOPTOBETE Ha TE3H
POTOKOJIH.

Telnet. Ako mopThT Ha telnet € ocTaBeH OTBOPEH Ha XOCT, TOBA JaBa Ha
aTaKyBaIllUTE OTBOPEHA BpaTa /10 KOMaHIHUsI POMIIT Ha MalllMHaTa, KOETO
MpUJINYa Ha IaBaHEe Ha JJOCTHII O LisjIaTa MalllrHa.

NetBIOS cecusa. Axo noptbT 3a NetBIOS cecust € octaBeH OTBOpPEH 3a
Nutepner Ha Windows XOCTOBE, XaKepuTe MOTAaT Ja CE€ CBBPIKAT C
¢daiiIoBu CHPBBPU, BCE €THO Ca JIOKATHU KIWCHTU. B umeanmHus cirydaii
NetBIOS ne TpsiOBa na ce mycka Ha BBHIIICH HHTep(deiic (MpexoBa KapTa,
KOSITO MMa BhHIleH IP).

POP. POP npoTokoabT MOXe J1a ObJC 3amiiaxa 3a OTHaJICYCHH KIHCHTH,
Ha KOUTO UM € HE0OXO UM JIOCTHII 10 €JIEeKTpOHHATa UM noia. [ Ipuunnara
e, ue POP u3mos3Ba maposu B 9UCT TEKCT, 3a Ja MO3BOJIH JOCTHII J0 e-mail
aKayHTH. AKO XaKepu HaMepsT TO3U MOPT OTBOPEH, T€ JIECHO MOraT Jia
MOCHYIIAT MApOJIN IO Mpekara 0€3 3HAHUETO Ha MOTPEOUTEIIS.
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e NFS. Axo moptsT 3a NetBIOS cecust e ocraBeH oTBopeH 3a MHTEpHET Ha
UNIX xocToBe, XxakepuTe MOrar Jia ce CBbpKaT ¢ (DaliJIoOBUTE ChbPBBPH BCE
€IHO ca JIOKAJIHU KIMEHTH.

MMa nBa Tuma 3aliWTHHA CTEHU, QWITPUpAITN TaKeTH - stateless 3amuTHH
creaun u stateful 3ammraM crenm. llle pasrimemame BCeKH OT TE3W THIIOBE
MOOT/IEITHO.

Stateless 3aIUTHH CTeHU, PUITPUPALIHA TAKETH

OpuruHanHute (UATPHU HA MMAKETU ce HapHuuar stateless puaTpu Ha MakeTw,
3aIl0TO T€ HE MOTAT Jia 3ama3BaT HH(OpMAIIUs 3a YCTAHOBEHA CECHsl MEXKIY JiBa
X0CTa Ha YACTHU U MTyOJIMYHU Mpexku. Te3u QuiITpu He MOTaT Ja ONpeiessT 1aau
MEXIy XOCTOBETE € YCTaHOBEHa oOpaTHaTa COKeTHa Bpb3ka. Hampumep, XocT B
YacTHa Mperka U3Mpallia 3asBKa 3a 10ctbl 10 cauT ¢ aapec 10.0.0.1 ope3 mopt 80.
[TakeTuTe Ha 3asBKaTa, JOCTABEHU JO XOCTA Ha MyOJIMYHATA MPEXKA, ChAbPKAT
omie uHpopmanus 3a oopataus coket (IP agpecu u HoMep Ha MOPT), HA KOUTO
XOCThT Ha YyacTHaTa Mpeka ucka ja ciyma. Enun stateless puintbsp Ha nmaketn He
MOJKe J1a 3amasu Ta3u uHdopmarusa. Hampumep, He € Bb3MOXKHO J1a ¢€ TI03BOJIH
Ha HTTP orroBopu na mpemuHar mpe3 3alldTHATa CTEHA CaMO B OTIOBOpP Ha
HTTP 3asaBku.

Stateful 3amuTHH cTeHH, PUIATPUPAIIH TAKETH

Stateful puntpu Ha makeTH 3ama3Bat ChCTOSITHUETO HAa BPB3KHU Upe3 3alUC Ha
nH(popManusATa 32 yCTAHOBSIBAHE HA CECUs MEXKY JIBa XOcTa 1o Mpexure. Ha
0a3ara Ha Ta3u uHdopmaIus GUITPUTE pelaBaT Jajid MaKeTUTEe BbPHATUH OT
nmyOIrYHa MpeXa ca OT IOBEPEHU XOCTOBE.

Stateful 3amuTHUTE cTeHM ca TOJIe3HHW, KOraTo TpsOBa na ce Quirpupa
0e3BpB3K0B Tpaduk kato HanpuMmep DNS cbpBbpH, KouTO ce 6azupat Ha UDP.
Stateful 3amuTHUTE CTEHM MPOBEPSABAT OTIOBOpA HA 3asBKH 4Upe3 MPOBEPKaA Ha
MaKeTUTEe, YaKallld OTTOBOP B TaOJIMIaTa HA ChCTOSHUSATA.

Stateful 3amuTHaTa crteHa, dunaTpHpana MaKeTH, MPOBEPSBA MPEKOBUS
TpaduK, MUHABAIIl TIpe3 Hes. TO3W THIT 3alTUTHU CTEHH WMAaT BB3MOXKHOCT Ja
IIPOBEPsIBaT ChABPKAHUETO HA MAKeTa Ype3 MO3BOJISIBAHE HA ONPEICIICHN THIIOBE
KOMaHJIM B MPUJIOKEHHE, TOKaTo 3a0paHsBaT Jpyrd KoMmaHiau. Hampumep,
stateful 3ammTHa cTeHa, puitpupara nakeru, no3Bossiea FTP komanmnara GET u
OT JipyTa cTpaHa 3a0bpaHsiBa komanjaata PUT.
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Enna stateful 3amurtHa crtena, duiaTpupaia mHakeTd, ChIIO MOXKE Ja
nojacurypsiBa stateless mporokonu. Hampumep, B ciiydas Ha NPHIOKEHHUATA,
6asupanu Ha potokosa UDP (DNS, RPC, NFS), csc ctatnuno punrpupane Ha
MaKeTH € TPYAHO IMAKeTHTE OT JaHHU Ja ObAaT (UITPUpPAHH, 3alI0TO HIMa
KOHIIETIIIMA 3a 3asBKa W OTroBOp. Te3u mpuiiokeHus ca HapeueHu ‘‘stateless”
npuIoKeHUsl. 3aToBa B Cllydasl HA CTaTUYHOTO (PWITpUpaAHE Ha MAKETH € Haii-
no0pe na ce 3abpansar UDP-6a3upanute naketu. Che stateful punrpupanero Ha
naketu, UDP-6a3upanure npuaokeHust MOTar Ja ce MOJICUTYPAT Ype3 Ch3/1aBaHe
Ha BUPTyaiHU Bpb3ku 110 1 Hax UDP Bpb3kure.

Beska 3asBka 3a UDP maker, Ha KOSTO € IIO3BOJIEHO Ja IPEMHHE IIpe3
3alllUTHATa CTEHA, CE 3alKCBa B TA0JIUIaTa HA ChCTOSIHUATA Ha 3alllUTHATA CTEHA.
UDP nakerure, mbTyBalld B 0OpaTHaTa MOCOKa, CE MPOBEPSABAT C TE€3H, YAKAIIU
OTroBOp B TabiuuaTa Ha chCTosiHUATA. [lakeT, KOWTO € aBTEHTUYEH OTIOBOp HA
[TaKeT-3as1BKa, IPEMUHABA, & BCUYKHU OCTAaHAJIM CE UTHOpUPAT. AKO B OIIPEACIICH
IIEpUOJ OT BpEME HE IIPUCTUTHE OTIOBOP, Bpb3Kara ce npekbesa. [1o To3u HaunH
Morar aa ce noacurypsat gopu u UDP npunoxeHus.

Stateful 3ammrHHUTE CTEHU, PUATPUpAIIM MTAKETH, HE TTO3BOJISBAT MIPE3 TAX
Ja TIpEeMUHaBaT HUKAKBH YCIYTH OCBEH TE3M, KOUTO Ca NPOrpaMHUpaHH Ja
MPOITYCKAT, U BPB3KUTE, KOUTO MOJIBPIKAT B TAOIHUIIATA CH ChC CHCTOSTHUS.

KoraTo xocT B 4acTHa Mpeska ucKa Jia ce CBbPKE C XOCT B ITyOJIMYHA MPEeXKa,
3a€IHO C TaKeTa 3a CHMHXpOHM3aIus Ha Bpb3karta (SYN makeT) ToW u3mparia
cokera (xoitto e IP agpec u mopt), Ha KOITO OUakBa ja moixyuu oTroBop. Koraro
SYN nakeTsT ce pytupa npes stateful 3ammrHa crena, punrpupaiina naketu, Ts
MpaBHU 3alUC Ha cecusita B TalJuIara Cu ChC ChCTOsIHUA. CeCHMHUAT 3ammuc
ChIBpKa MOIPOOHOCTH, KaTo HanmpumMep roiaydaBamus coket (IP aapec u Homep
Ha 1opT) U cokeT Ha u3rounuka (IP agpec u Homep Ha nopt). Korato XocThT B
myOJIrYHATa MpEeka U3NnpaTtu oOpaTHO OTroBOp, GUITHPHT MPOBEPsSBA 3amKca B
Tabiuiara cu, 3a Ja MOTBBbpAU WH(MOpMAIUATAa 3a WU3TOYHMKA Ha IMaKeTa U
MOJTy9aBaIus ro COKET. AKO He HaMepH 3aIuc, MakeThT ce urHopupa. Ha ¢urypa
25 e umoctpupano kak stateful 3ammraa crena, puinrpupaiia nakeTH, mo3BoJsBa
Ha JJaHHU J1a IPEMUHAT TIpe3 Hesl.
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durypa 25. Stateful 3awyumna cmena, urmpupawa naxemu

Korato ce 3atBopu TCP cecust mnu ako He ce moiaydar TCP makeru 3a

3aTBapsiHE Ha CECHs CJIe]] NepHoj Ha 3aKkbCHeHHe, stateful 3amuTHaTa CTeHa,
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dbunTpupamia naketu, npemaxsa 3anucute 3a TCP cecusita or Tabnuiara cu.
ToBa mnoxcurypsiBa, ue xakepd HsIMa Ja U3MON3BAT HHGpOpManMsITa 3a
U3IyCHATUTE BPB3KH, 3a /1a Ch3AaAaT OTHOBO BPB3KH C BbTPEIIHATA MPEXKA.

Orpanuyenusi Ha GUITPUTE HA TAKETH

OT cnOMEHATOTO MO-PaHO CTaBa SICHO, Y€ UMA OTPAHUYCHHUS HA 3aLIUTHUTE
cteHu, puntpupamu naketu. [lopanu ToBa Te He ce u3noa3Bar yecto. EaHo or
TE3W OrpaHWYCHHs €, Y€ QMITpUTe Ha TaKeTH HE MOraT Ja IpoBepsBatr
ChABPKAHUETO HAa NMAKETUTE 332 HaJU4Me 3JIOHAMEPEHU NaHHW, NpPeau Ja T'd
Mpeaasar Ha BbTpelIHaTa Mpesxa. Te pa3uuTaTr Ha uH(OpMausaTa B 3arJaBUETO,
3a J1a B3€MaT PELICHHs 33 IPEMUHABAHE U OTXBBPJISIHE HA MAKETUTE OT JaHHHU.
3apaau TOBa OrpaHMYeHHE QWITPUTE HA TAKETH caMu Mo cebde Cu He
IpeCTaBIsIBaT €EKTUBHA MSpKa 3a CUTYPHOCT Ha Mpexu. Te TpsOBa na ce
KOMOMHHUpAT C TPOKCHM CHPBBPU HAa HUBO MPUIOKEHUS WIH KPBroOBO
pasIpeieJIeHH 3alllUTHU CTEHH, 32 1a [IPEeIOCTaBAT €(PEKTUBHA CUTYPHOCT.

3amuUTHU CTeHH, MpeodpasyBalld MPEKOBH aJapecHu
(Network Address Translation, NAT)

NAT (Network address Translation - RFC 3022) e moaxoz, ocurypssaig
npeoOpa3yBaHe Ha JIOKAJIHU B €MH WM HAKOJKO riaodanuu IP agpeca. Llenra e
OpeICTaBsHE Ha JIOKAJIHUTE XOCTOBE B VIHTEpHET MNPOCTPaHCTBOTO YpE3
OTpaHUYeHO M3Mo3BaHe Ha riodanHu IP agpecu. ChlecTByBaT TpU OCHOBHH
peaM3anyy Ha TO3M MOAXO/, MOJAbPKaHA OT MapIIPYTU3HPAIINTE YCTPOMCTBA:

® CTaTWYHa — CHIIOCTABS HA BCEKH BHTPEIIICH aApeC Pa3IMUCH TI100aIeH
azipec;

e JUHAMHWYHA — OOBBP3Ba Tpyna OT JIOKAJTHU ajapeca C eIUuH WU
HSAKOJIKO TyioOanmHu azapeca. 3a menra, B NAT Tabmunure Ha
MapHIpyTU3aTOPHUTE, KBJETO CE acOlUUpaT JIoKajeH ¢ riodaien IP
aapec, ce n00aBsi W TOPT, UASHTU(UIIUPAI] KOMYHUKAIIMOHHHUS
IIPOIIEC;

® cMeceHa — 00euHsABA U30POEHUTE NPE/IM TOBA PEATTU3ALINH.

[lennara cnocoonocT Ha NAT na ocurypsiBa CUTYpHOCT JoKa3Ba, ue NAT e
CPENCTBO 3a €PEKTUBHO CKPUBAHE HAa BHTPEIITHUTE XOCTOBE.

81



JIOKAJIeH ajipec | [IJ100aJieH ajpec

192.168.0.5 87.97.197.51

192.168.0.15 87.97.197.52

Tadauna 2. Cmamuuro pasnpeoeieHue

JIOKAJIeH ajipec nopT ryiodajeH aapec nopT
192.168.0.5 80 87.97.197.51 6880
192.168.0.15 3389 87.97.197.51 6689

Tabauua 3. [Junamuuno pasnpeoenerue

Enna 3ammrHa creHa m3nbiaHsiBa NAT (QyHkuum upe3 moaabpkaHe Ha
Tabnuila 3a mpeoOpa3yBaHe, KOSITO ChAbpXa acouuupaHeTo (mapping) Ha
BpTperinu coketu (IP agpecu 1 Homepa Ha MOPTOBE HA XOCTOBE BHB BHTPEIIIHATA
Mpeka) C BBHIIHA COKeTH OT 3ammTHa creHa (IP agpec m Homep Ha mopT Ha
3amuTHa cTeHa) (Tabmuua 3). Korato XocT B yacTHa Mpexa HMCKa J1a yCTaHOBU
BpPB3Ka C XOCT B ITyOJIMYHA MPEKa, 3alIUTHATA CTEHA 3aMEHS BBTPEITHUS COKET C
BBHIIICH COKET U MpaBH 3aluc B TaOJauIaTa cu 3a npeoOpaszyBaHe. To3u 3amuc
MOKa3Ba CBHITMHCKUAS BBTPEIICH COKET (COKETa Ha XOCTa B YacTHATa MpeXka),
MOJTy4aBaIIys COKET (COKeTa Ha XOCTa B MyOIuYHaTa Mpeka) U BHHITHUS COKET
HAa 3allUTHA CTEHA.

Crnen xatro chb3majae 3amuc B TabiWIaTa CH, 3allUTHATa CTEHA H3MpaIa
3asiBKa J0 BHHIIHUS XOCT OT MMETO Ha BbTPCIIHUS KJIUEHT. 3a BHHIITHUS KJIUECHT
U3TIICK]IA, U€ 3asiBKaTa UiBa OT APYT KOMIIOTHP B IHTEpHET.

B otroBop Ha 3asBKara, KOraro XOCThT B MyOJMYHATA MpEka H3Iparia
MaKeTUTe OT JaHHW OOpaTHO Ha 3allMTHATAa CTEHA, TS M3BBHPIIBA OOpATHUS
npolec Ha mpeoOpa3zyBaHe - OMUTBA CE Ja CBbPKE COKETa Ha BHHIITHUS XOCT ChC
3aMucuTe, KOUTO € HalpaBuia B TadiauIaTa 3a npeodpasyBaHe. AKO HE HaMEPH
3amuc 3a BRHIIHUS XOCT WM ako [P anpechT Ha M3TOYHMKA (XOCTa B YacTHATa
MpexXa) € pa3sInyeH OT aJipeca, KOMTO 3aluTHATa CTEeHA OYaKBa /1a BUJH, TAKETHT
C€ UTHOPHPA.

NAT pemaBa HAKONKO MpoOjema, CBbp3aHU C AupekTHuTe MHTepHer
BPB3KH, OCBIIECTBEHU Upe3 3allUTHU CTeHHU, puntpupaiu naketu. Ho Thid kaTo
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pabotu Ha TpaHcnopTHus cioi, NAT He orpaHu4aBa HAIbJIHO IOTOKa OT
3JIOHAMEpPEHM TakeTu OT JaHHW. [IpuumnHaTta € B ToBa, ue NAT He moxe aa
MPOBEPSIBA ChABPKAHUETO HA MAKETUTE OT JIAHHU, KOUTO Mpenpaiia. Bb3mMoxHO
€ 32 TIPOTOKOJIMTE OT BHUCOK CJIOM Ja €KCIUIoaTHUpPAT CIIA0OCTUTE B Tpaduka OT
BUCOK CJIOM. XakepuTe MOrar Ja pas3rbpHAT MpPEXKOBU KOHTPOJIM, 3a Ja
HIMUOHKUPAT Tpauka, U3NU3all OT 3allUTHATa CTEHA, 3a Jla pa3zdepar uMa Ju
npeoOpa3yBane Ha aapecu. Cies KaTo MOJy4Yd TakaBa MH(POpPMALMs, XaKePbT
Moxe aa npes3ema TCP cecuun wnm na noamnpass I[P agpecu ot 3amuTHaTa cTeHa.
3a mpemoTBpaTsABaHE HA TOBA, € HEOOXOIUMO 00EIMHSABAHE Ha 3alUTHUTE CTEHU
C IPOKCH YCIYTH, KOUTO paObOTAT HA MIPUIIOKHUS CIIOH.

ebmpewHa Mpexa @bHWHa MpeXxa

N

A

\!

| 25.010.10 {%27.110.121.1] [172.17.10307 |2
\ | | -
<D P L
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>
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‘3aTeapsaHe Ha cecunTa’

-

¢urypa 26. 3awumna cmena c 6b3IMOIHCHOCTH 30 NPEOOPAZYEANE HA MPENHCOBU A0pecU
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Circuit relay 3amuTHu cTeHH

Circuit relay, cpmo HapeueHo circuit-level gateway, e Bua circuit-level
gateway METOJIOJIOTHsI Ha 3allliTHA CTEHa, B KOSATO BPBH3KUTE HA JAHHUTE CE
MOTBBPKJABAT, TPEId AAaHHUTE Ja Ce OOMEHSAT B JCUCTBUTENHOCT. ToBa
Oo3HayaBa, dYe 3alUTHATa CTEHA HE CaMO W3MBJIHABA  (YHKIUATA
npeaBaHe/0TKa3BaHe Ha MAKEeTH OT JJAHHU, HO CHILO U OMpeessl 1ajdu Bpb3KaTa
MEXIy JBaTa KJIMCHTa € BalujHa Criopen KOHGUTypupaHUTe mpaBuia. ExHa
3all[UTHA CTEHA MOXKE /1a MOTBBPAH BPb3Ka CIIOPE]] CIIEAHOTO:

o Ilenesu IP agpec u/unu nopr;

e [P agpec u/mim nopt Ha U3TOYHUKA
e Bpeme OT 1€HOHOIIKETO;

e [Iporoko;

e Ilorpeburemn;

e [laponau mp.

CH@I[ IMOTBBPKJAAaBaHC Ha BPb3KaTd, 3allUTHATA CTCHA OTBApsA CCCHUA U
IMO3BOJIsIBA IPEMHWHABAHCTO HaA Tpa(l)I/IK. Ho Ha HSAKOJIKO IIbTH 3allluTHaTa CTCHAa
CbIIO IMOCTAaBA OI'PaHUYCHNA Ha BPCMCTO, 3a KOCTO JAHHUTC IIPCMHUHABAT.

Besika cecust Ha oOMEH Ha JaHHM C€ MPOBEpSiBa 32 ABTEHTUYHOCT U CE
HaOmoAaBa W HeauaT TpaduK MOXKE Ja NMpPEMUHaBa IMpe3 BPEMETO, B KOETO
Bpb3KaTa € oTBopeHa. EqHO nmpeauMcTBO Ha eHa circuit relay 3amuTHa cTeHa e,
ye TS NOKpHUBA OrpaHudeHusTa Ha HeHanexaHus UDP mpotokorn, B KOWTO
aJpechT HAa U3TOYHHMKA HE Ce MOTBbPXKAAaBa KaTO (PYHKIMS HA TPOTOKOIA.

Circuit-level 3amuTHaTta cTeHa pabOTH Ha HHUBO TpPaHCIOPTEH ciioi. ToBa
MOHSKOTA Ce IPEBPBIIA B HEIOCTATHK 3a circuit-level 3ammTHaTa cTeHa, ThI KaTo
MO’K€ Jla U3UCKBA 3HAYUTENIHA MPOMIHA Ha IPOrPaMUPAHETO, KOETO OOMKHOBEHO
PEeNIOoCTaBAT TPAHCHOPTHUTE (DYHKIMH, KaTo HarpuMep Winsock.

HpOKCI/I 3allIMTHU CTCHH 3a IIPUJIOKCHUHA

Jlymata mnpokcu (proxy) B JACHCTBUTEIIHOCT O3HA4YaBa €IHO HE.IO,
3amecTBamio  Japyro. Ilpokcu  cbpBbpUTE  3aMecTBAT  JUPEKTHaTa
KOMYHHKAIIMOHHA BPh3Ka MKy KIIMEHT U ChbpBbD ¢ TexHuTe yciayru. Kato NAT,
IPOKCH CBPBBPUTE CKPUBAT KJIMEHTAa OT CbhPBBbpa, O€3 Ja HapyliaBaT
KOMYHUKAallMOHHATa Bpb3ka nmomexay uM. Ho He ToBa e mpuuuHaTa, nmopaiu
KOSITO MPOKCU CHPBBPUTE Ca MbPBOHAYAIHO MpOEKTUpaHu. [Ipokcu cbpBbpUTE

84



OpPUTMHAJIHO ca pa3paboTeHW, 3a Ja ‘“‘ckiaagupar’ (Kemwupar) CTPaHMIIH.
“Cxnamupane” Ha Web cTpaHuIla 03HadaBa ChXpaHSBaHE HA HEWHO KOMHUE HA
cbpBbpa. B pannute quu Ha MIHTEpHET MOHEkE cKopocTTa € 6una manka u Web
CTpaHUIUTE ca OWIM CTaTUYHH, MOBTOPHUST JOCTBII O CaTOBE OT MHOTO
notpebutenu mpaBuil Tpaduka Mo-O0aBeH. 3aToBa MPOKCH CHPBBPUTE Ca Ce
usnon3Banu 3a “cknaaupane” Ha WEB crpanunu, taka de opranuzanuurte aa
MOTaT /1a eIMMHHHUPAT MMOBTOPHUS JOCTBII /10 €Ha U chilla Web cTpanuna.

Ho HWurtepuer ce pasmupu, ckopoctra ce nomobpu, Web crpanunure
CTaHaxa JWHAMUYHM U TOBa JIOBEIE JO MO-MajkaTa €(pEeKTUBHOCT Ha
“ckianupanero”’. Web cTpaHunuTe 3ari0yHaxa Jia ce IPOMEHST C TaKaBa CKOPOCT,
ye “‘ckiagupaHeTo”’ UM Bede He Oemie BaxkHOo. Ho mporechT Ha “ckinaaupane”
[OAYepTa €IHA IO-CBETJIA CTPaHa Ha IMPOKCH CHpPBBPUTE: TE€ MOrar Ja ce
M3M0J3BarT, 3a J1a CKpUBaT XOCTOBE Ha MPEKa 331 €AMHCTBEHA MalllMHA, T€ MOTaT
na ¢uiarpupar URL azapecu u Morar na HOTBBP)KIABAT ChABPKAHUETO Ha
NAKETUTE OT JAaHHM, KOUTO ce mpenasar. I[Ipokcu cbpBbpUTE ce pa3BHUXa OT
OOMKHOBEHM MAaIIMHHM 3a “‘CKJIaJAupaHe” 10 3alllUTHU CTECHHU.

KoraTo xocT BBB BBTpEIIHA Mpexa ONMHUTa Ja ce CBbpxke ¢ Web caiiT B
HNHTepHeT NpoKcH ChPBBPHT MOTydaBa 3asBKa OT XOCTa. AKO MPOKCHU ChbPBBPBT
GbyHKIMOHUPA OIlle KaTO ChPBBP 3a ‘“‘cKiaaupane”, ToMl ThpcH 3asBeHaTa Web
cTpanuiia B mamerta cu. Ako Web ctpanuniata chiiecTByBa B KeIll TaMeTTa, TOU
u3npama oOpatHo cTpaHunara Ha xocra. Ho ako Web crpanunara He
CBIIECTBYBA, TOM Mperpania 3asiBKaTa OT IMETO Ha XOCTa.

Kak knmeHTrTe Ha MpeXHU B3aUMOJENCTBAT C TPOKCH chpBbpa? Knuenture
uMat nocthil 10 Web ctpanunum npe3 6pay3bpu. Cera Opay3bpuTre ca HACTPOCHU
C ajipeca Ha IPOKCH ChpBbpa. ToBa 03HAUaBa, Y€ KOTaTo KJIMEHT U3MPATH 3asBKa
npe3 Opay3bpa, Opay3bpbT aBTOMAaTUYHO H3Mpallla BCUYKM 3asiBKU 3a Web
CTpaHUIM Ha MPOKCH ChPBBPA, BMECTO Aa aHanu3upa [P aapeca u na oOpadoTBa
3asiBKaTa JUPEKTHO.

He e HeoOXxoammo mpokcHu CHPBBPHT Jla € CTapTHUPaH B 3allUTHA CTEHA.
Bceku cbpBbp, HAaMUpal] c€ BbB WM U3BbH MPEXKA, MOXKE J1a U3ITBIHABA POJISITA
Ha mpokcH. M nBara Buaa - 3amuTHa cTeHa 0€3 MPOKCH YCIYTH U CaMOCTOSTEIICH
MIPOKCH CHPBBP - HE MOrar Ja MPEeJOCTaBAT CUTYpHH yCIAyru. EauH mpokcu
ChpPBBp TPSOBA J1a UMA HAKAKBB BUJ QUITPUPAHE HA MMAKETH, 32 Jla Ce Mpe/ra3u
OT MPEXOBH aTaKH, KaTo HalpuMep ataku Ha yciyrd. [1o mogoOeH HauuH eaHa
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3allluTHa CTCHAa TpSI6Ba Jda U3IIbJIHABA IIPOKCH YCIIYI'H, aKO HCKa Aa IMPpCaoCTaBu
NCTHUHCKH CJIICMCHTHU Ha CUTYPHOCT.

Hsxou QpyHKIIMM HA IPOKCH 3alIUTHA CTEHA:

e [IpokcH 3a1IMTHA CTEHA ¢ Bb3MOKHOCT 32 (uiITPpUPaHe U CKPUBaHe HA
IP. Te3u 3amuTHU CTEHH MOTAT OJIOKUpAT JUPEKTHU BHHIIHU OMUTH 32
BpBb3Ka KbM OTAAQJIEYECHU XOCTOBE. ToraBa IPOKCH 3alllUTHATA CTEHA CE
CBBp3Ba C OTJAJICYEHUs CHPBBD M JaBa 3asiBKa 3a JaHHU OT MMETO Ha
kiueHTa upe3 ckpuBane Ha [P (NAT ¢yHKIImoHamHocT).

e [Ipokcu 3aIIUTHH CTeHH ¢ (QUITPUPAHE HA HMBO INPUJIOKEHHUS 32
omnpeaeeHo cbhabp:kaHue. HAKOM NMpOKCH 3allUTHU CTEHHU MOrar Ja ce
HACTPOAT € IIpaBuUiia Ja npoBepABar cbabpxkanueTo Ha HTML crpanuny,
OTHACSIIH ce 70 Java ninu ActiveX-BrpaZieHu arjieTH, U JJa uTHOpUpaT Te3u
nmaketd. ToBa mpenoTBparsBa M3IBIHECHUETO HA AIUIETUTE W Taka Ce
n30s5rBa ciIy4yalfHO CBaJITHE HA BUPYCH UJIM TPOSIHCKHU KOHE.

HopraJy 32 npuiIoKeHus

[TopTan 3a npunoxxenus (application gateway) € Bu MPOKCH 3allIUTHA CTEHA
3a MPUJIOKEHUS, KOSTO TIPaBH CTHIIKA HAIIPE] B KOHTPOJIMPAHETO Ha TpaduKa 1mo
MpexaTta. Ts meficTBa KaTo MPOKCH 3a MPUJIOKECHUS Ype3 M3ITBIHIBAHE Ha IETHS
0oOMEH Ha JaHHU C OTJaje4YeHaTa CUCTeMa OT TSIXHO UME.

EnuH mopTtait 3a mpuiioskeHusI B3eMa pelleHus 3a IMyCKaHe WM OTKa3BaHE Ha
0a3zata Ha cnenuUYHU TpaBUjia KaTO HANpPHUMEp pa3pellaBaHe Ha HIKOH
KOMaHJIM Ha OMpe/esieH ChbPBBLDP (HO HE W JPYTH), OrpaHndYaBaHe Ha (ailoBus
JIOCTBIT JI0 OMNpECJICHH BHUJIOBE M MPOMSHA HA TpaBujaTa B 3aBUCUMOCT OT
ABTEHTUYHUTE TMOTpeOuTenn. To3M TUM 3alIMTHA CTEHA CBINO JTOKYMEHTHpa
moApOoOHOCTH 3a TpadHKa M CIIeId ChOMTHS Ha CHCTeMaTa Ha XocTa. Tol Moxke
CBINNO Ja ObJIe MpOorpaMUpaH 3a 3BYKOBH aJlapMH WIIM Jia U3BECTSABA Oomleparopa
npu AePUHUPAHH YCIOBHSI.

[TopTanuTe Ha HUBO MPUIIOKEHUS OCHOBHO CE€ CMSATAT 33 HAN-CUTYPHUSAT THII
3AIIATHUA CTEHH. T€ HOPMAJIHO C€ ITyCKaT Ha OTACJICH KOMIIKOTBD II0 MpeXkara,
YUSTO OCHOBHA (DYHKIIUS € J1a PEJ0CTaBs MPOKCH YCIIyTa.

HC}IOCTaT’bK Ha 1opTajia 3a MpUJIOXKCHHUA €, UC NHCTAJIUPAHECTO MY € MHOI'O
CJIOKHO, 3aTOBa MOXKEC Oa HM3HCKBa 0COOCHO BHUMAaHHE 3a WHAWBUAYAJTHUTC
MMPUIIOKCHMA, KOUTO MU3II0JI3BAT IIOpPTAJia.
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IIpenna3nu Mepku NMpH peajiM3MpaHe HA MPOKCH 3AIUTHH CTEHH 32
MPUJI0KEHUsI

[IpokcuTata Morar pga paboOTIAT caMO 3a ONPEACIICHU MPUIOKEHUS.
Hanpumep nyxna ot otaenen moxyn 3a HTTP ycnyru, apyr monyn 3a FTP u
orneneH moxyn 3a telnet. C pasBuTmeTo Ha TE3W MPOTOKOIM MOIYJIUTE Ha
IpoKcHUTaTa TpsiOBa Jja ce MO IHOBSBAT.

OcBeH TOBa HAKOW MPOTOKOJIM Ca WJIM YaCTHH, WU Ca TOJKOBA PEIKH, Ue
HSMAT JOCTHITHA CHOTBETCTBAIM CHUTYPHH MPOKCHTA. 32 TaKWBa MPUIIOKCHUS
MIPOTOKOJIUTE TPSOBA /1a KOMYHUKHPAT MPE3 3aIIUTHA CTCHH OT MPEKOBHSI CIIOH,
WIH MaKeTUTE OT JIaHHU TpsOBa Ja ce u3npamar npe3 ocHoBHu TCP mpokcura,
KOUTO BB3CTAaHOBSBAT ChIBPIKAHUETO U MIPOCTO MpeaaBat nakerute. [Ipumep 3a
061110 pokcu e npokcuto SOCKS.

ITopanu Te3u HETOCTATHIM € MPENOPHUUTEIHO Ja HE CE U3I0JI3BA IIPOKCH
CBhPBBP 32 BCUUKHU MPOTOKOJIA Ha MpHiIokeHUs1. OCBEH TOBA € JKEJIaTeIHO J1a Ce
M3M0J3BaT MPOKCUTA OT BUCOKO HUBO, KOUTO MOTaT Jja MPErJIeKIaT U3ITbIHUMO
ChIbpKaHue, kato Hanpumep ActiveX u Java, B Web ctpanumm.

IlnaHoBe HA 3aIIUTHU CTEHU

NHcTanupaneTo Ha 3alMTHa CTEHA OrpaHMYaBa IMOTOKA Ha Tpaduka OT
BBHIIIHATA MpeXa (30Ha Ha PUCK) KbM 4YacTHaTa Mpexka (30Ha Ha CUTYPHOCT).
KakBo craBa, ako € HEOOXOIMMO Ja C€ MPEeAOCTaBAT MYOJWYHU YCIyTH?
BBb3MOXKHO /1 €1Ha YacTHA MpeXa J1a € MOJICUTypeHa 1 Ja MPe0CTaBs My OJIMUHU
yCIIYTH Ha KIIMEHTUTE CU U €JTHOBPEMEHHO Jla 3al[iuTaBa COOCTBEHAaTa CU Mpexa?
Moxe na uMa HIKOJIKO OTTOBOpa Ha TO3U BbIpoc. Ho ko oTroBop € npaBuiieH
3aBUCH OT BUJIa CHTYPHOCT, KOWTO €/IHa OpraHu3aius ThpCH, U HUBOTO Ha YCIIYTH,
KOUTO MCKa Ja NPeI0CTaBU KIIMEHTUTE CH.

Pa3znonioxxeHneTo Ha 3amMTHUTE cpeacTBa cbriiacHo OSI mogena Moxe na
ObJie IPEeICTaBEHO ChC cxemara oT (urypa 27.

Otnensimn (Expanupam) Pyrep (Screening Router)

Otpensmuar pyTtep € pyTrep, KOWto € KoHburypupan pa Quirpupa
MpEeKOBUS TpapuK Bb3 OCHOBA HA OCHOBHU XapaKTEPUCTUKU Ha MAKETUTE, KaTo
u3xoneH u uenesu [P agpec, n3xoneH W 1eneBH MOPT, U MPOTOKON (HAIpUMeEp
TCP, UDP, ICMP). Toii cinyxu KaTo NbpBa JMHUS Ha 3alUTa MEXKIY
BBTpPEIIIHATa MpPEKa U BbHIIHATA (OOMKHOBEHO MHTEPHET), KaTo Ce OMUTBA J1a
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6J'IOKI/Ipa IIOTCHOHMAJIHO OIIaCCH Tpa(bI/IK " a4 paspcuin CaMoO JICTUTUMHUA. To3u
nmoaxoa € paHCH MW CPABHUTCIIHO IIPOCT METOA 3a MPCIKOBA CHUT'YPHOCT,
nmpcamecTBall CbBPCMCHHUTC 3allIUTHHU CTCHU:

OtaensmusT pyTep paboTH, KaTo Mpuiara CIMChIM 38 KOHTPOJI Ha IOCThIIA
(Access Control Lists - ACLs) kM cBoute unTepdeiicu. ACLs ca Habopu oT
MpaBHIia, KOUTO yKa3BaT KakbB Tpaduk TpsOBa na Oble paspelieH (permit) uiu
3a0paneH (deny). PyrepbT HHCHIEKTHpa BCEKH MPEMHUHABAII] TAKET U TO CPaBHSBA
c npaBunata B ACLs B mocnenoBareieH pea. Korato makeThT ChBIATHE C
PaBUJIO, CE MpuUiiara ACMCTBUETO, ONPENETICHO B TOBA MpaBWiIO (pa3pelaBaHe
win 3abpana), u oopaborkara Ha ACLs criupa 3a To3u MakeT. AKO MaKeThT HE
CHBIAJHE C HUTO €IHO MPaBUII0, OOMKHOBEHO C€ MpHjIara HMILTUIIUTHO TIPABHUIIO
3a 3a0pana (implicit deny).

MpunoxHo HUBO \
Application
i ) , Typical Firewall
Mpe3eHTaUMOHHO HUBO gateway

(Presentation)

CeCcUMNHO HUBO

{Sassion) Firewall

gateways

a TpaHCMOPTHO HMBO

Otaensw (EkpaHupaly) (Transport)

pyTep
MpexoBo HUBO

(Network) /
@ < KaHanHo HuBO

(Data-Link)

Pusnyecko HUBO
(Physical)

-

durypa 27. Paznoroxcenue na sauwumuume cpedcmea cveiacto OSI moodena

[TocpenctBoM aHanM3a Ha MAaKETH, HAJIOXEH BbBPXY CEIrMEHTUTE B
TPAHCHIOPTHUS CJIOM, MPEKOBUTE PyTEPU MOTAT Ja ONPEIEIAT U Bb3MOKHOCTTA
3a ChIIECTBYBaHE Ha YCIyruTe (M3MON3BAIM TO3M CJIOM) B JaJieHa KpaitHa
cuctema. Ha tpancnoptaoto HuBo (TCP, UDP) ckanupaHeTo € CBBP3aHO C
OTpe/iesisiHE Ha MOPTOBETE, HA KOUTO CE€ ThPCAT ChOTBETHUTE yCiIyru (Service
Access Point). TpaHCIOPTHOTO HUBO € OTTOBOPHO 3a Ch3/IaBaHE HA JIOTHUECKHUTE
(BupTyanHu) kaHanu. ChIIECTBYBaT BapHaHTU HA €KpaHUpAIUd PYTE€pH, KOUTO
MOTaT /1a U3BbPIIBAT (PUATpALIMA HA KaHATIECH U (PU3UYECKHU CIIOM.
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OcHoBHaTa (yHKIIMOHATHOCT HA OTACIISIINS PyTEp BKIIOUBA:

duntpupane Ha makeTH Ha HUBO Mpeka (Layer 3) u tpancnopt (Layer 4):
B3ema penrennst 3a mporryckane uim OJoKkrpaHe Ha Tpaduk Bb3 OCHOBA Ha
unpopmanus B [P u TCP/UDP xenspure.

Kontpon Ha moctema: OrpaHnyaBa IOCTHIIA 10 ONPEICICHU MPEKOBH
pecypcu Bb3 ocHOBa Ha IP aapecu u moprose.

baszoBa 3ammra OoT HiIKOM BUAOBE ataku: Moxe na ¢untpupa Tpaduk,
CBBP3aH C U3BECTHU YSA3BUMOCTH WJIM 3JIOHAMEPEHH JACHHOCTH (HAIIpUMED
OsiokupaHe Ha TpapuK KbM OMPEACIICHU MOPTOBE, CBbP3aHU C YSI3BUMU
YCIIyTH).

NAT (Network Address Translation) (ss3moxH0): Haxou pyTepu Morar ja
m3nbiHsaBaT NAT, HO ToBa He € OCHOBHAa (DYHKIHS, CBBpP3aHa CbC
CUTYpPHOCTTA KaTo "eKpaHupaHe'.

OTI[GJ]HHII/IHT pyTCp HMa 3HAYUTCIHHU OI'PAaHHUYCHHUSA B CpPABHCHHC CbC

CbBPCMCHHUTC 3allIUTHU CTCHU:

He mommbpxka mpociensBaHe ChCTOSHHETO Ha Bpb3kute (Stateless).
Pasrnmexzaa BcekM NakeT MOOTAENHO, 0e3 Ja Cileld ChCTOSHUETO Ha
aKTUBHUTE BPb3KU. TOBa 03HAayYaBa, 4ye 3a Jia Ce pa3pelln BXOISI OTTOBOP
Ha M3XOJ11IA 3asBKa, TPA0Ba U3PUYHO Ja CE€ pa3pelly BXOASIIUAT Tpaduk
10 CbOTBETHUS MTOPT, KOETO MOXKE J1a Ch3/a/l€ PUCKOBE.

PyTepbT OOMKHOBEHO HE MHCHEKTHpPA ChABPKAHUETO Ha MaKETUTE
(payload) u He MOke na OTKpUBa aTaku Ha HUBO MpuioxeHue (Layer 7).
TpynHo ymnpapienune Ha cloxHHU npaBwia. [Ipu ronsm Opoit mpaBuia u
CIIOXHU clieHapuu, ynpasnennero Ha ACLS moxke nma crane TpyaHO |
MO/IATIIMBO HA TPEIIKH.

OrpanuueHa 3aimiuTa OT MO-CIOXHU aTaku: He Moxke epexkTHBHO 1a ce
crpaBu ¢ ataku karo SQL injection, cross-site scripting (XSS), excrutoiitu
Ha YSI3BUMOCTHU Ha NMIPUJIOKEHUS U IPYTHU aTaKu Ha MO-BUCOKO HUBO.
Jlumca wa pasmmpenn QyHKIMU 3a  curypHocT: He mpemnara
dyuknnonanHoct kato VPN endpoint, IPS, asnboka wmHCHeknus Ha
naketu (DPI), bunrpupane no chbabp:xkaHue U Ap., KOUTO Ca CTAaHIAPTHH 3a
ChBPEMEHHUTE 3aIlIUTHU CTEHHU.

[Ipobnemu cwc curyprocrra npu ciaoxkan ACLs: Henpaswino
koH(purypupanu ACLS mMorar aa ch3agaT npoyiyku B CUTYPHOCTTA WIIH Ja
OJIOKUpAT JISTUTUMEH TpaduK.
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Kora ce u3nomssa (wm e 6un u3nomssan) Otaensm PyTep:

e PanHu eTanu Ha MHTEPHET CBBP3aHOCT: B MuHaNOTO, Mpenu mosiBata Ha
CHeIHaTU3UPaHy 3alIUTHU CTEHU, pyTepUTE ca OMIIM OCHOBHOTO CPEICTBO
3a KOHTPOJ Ha MPEKOBUS TpaduK.

e Manku Mpexu C MPOCTH M3UCKBaHUA: B MHOro Majiku Mpexu HUIu
JOMAITHU yCaoBus, pyTepbT ¢ ocHOBHU ACLS mMoke ma ocurypu 6azoBa
3alluTa.

e Karo mbpBH cI10#1 Ha 3a1KTa (B KOMOMHALMSA C IpYyTy MEpKH): B mo-ronemu
MpEXH, PYTEPUTE BCE OIIE MOTAT Jla C€ M3MOJ3BaT KaTo IMbPBHU CIION 3a
¢untpupane Ha OYEBUIHO 3JIOHAMEpEH TpaduK, MPean TOM /1a JOCTUTHE
[0-33]IbJIOOYEHU CUCTEMHU 33 CUTYPHOCT.

e C(CermeHTupaHe Ha BbTpEUIHATAa Mpexka: Pyrepure moraT 1a ce U3moa3Bar
3a Ch3JaBaHE Ha BbTPEILHN CETMEHTU U KOHTPOJI Ha TpapuKa MEXy TSIX.

"Firewall gateways' u ""Typical Firewall gateways"

PasrpannuaBanero wmexay "Firewall gateways" u "Typical Firewall
gateways" € THhHKO M YECTO 3aBUCHU OT KOHTEKCTa, HO MOXKE Ja CE HAlpaBH
CJIETHOTO pa3rpaHUUYCHUE 32 JIEKIIMOHEH MaTepHall:

Firewall Gateways (OO110 nonsitue):

e ToBa e mMpPOK TEPMHUH, KOMTO ONMMCBA BCSAKA CHCTEMA WM YCTPOMCTBO,
KOETO JIeHCTBa KaTO BXOJHA/M3X0IHA TOYKa (gateway) 3a MpexoB Tpapuk
U CHIICBPEMEHHO Mpuiiara (PyHKIMH Ha 3aIlUTHA CTEHA.

e AKIIGHTBHT € BbPXy KOMOHWHAIUATA OT JABETC POJIH: MapIIpyTHU3WpaHE Ha
Tpauk MEKIYy MpEXKH M NpUIaraHe Ha MpaBWiIa 3a CUTYPHOCT Ha Ta3W
rpaHuIa.

e Moske /1a BKJIFOUBA pa3IMYHKU BUAOBE U APXUTEKTYPH Ha 3alIUTHU CTCHH,
pasIoJIOKEHU KaTo gateway.

e [lpumep: Enun pytep, koudpurypupan ¢ Access Control Lists (ACLS) 3a
duntpupane Ha Tpaduk mexay LAN u WAN, moxe 1a ce mapeue Firewall
gateway, makap u ma e 0aszoB. Cepmo Taka, Next-Generation Firewall
(NGFW), pa3nonioskeH Ha rpaHuIiaTa Ha MpexaTta, ¢ Firewall gateway.

Typical Firewall Gateways (Tunuunu peanuzanun):
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e To3u TepMuH OOMKHOBCHO C€ OTHACS JO IO-ChbBPEMEHHHTE U
¢yHknmonanHo 6oratu peanusanun Ha Firewall gateways, xouto ca gecto
CpeIllaHd B CbBPEMEHHUTE MPEKOBH apXUTEKTYPH.

e AKICHTBT € BBPXY pa3IIUPeHUTe QYHKIHUH 3a CHTYPHOCT, KOHTO
HAJIXBBPJIAT IPOCTOTO (DUIITPUPAHE HA ITAKETH.

e Tunuunute Firewall gateways Haii-uecTo BKIIOYBAT:

. [TpocnensBane Ha cherostarero (Stateful Inspection): 3a mo-
WHTEJIMTCHTHO (QUITpHUpaHE.

. NAT (Network Address Translation): 3a wmackupaHe Ha
BBTPEIIHHU aJIPECH.

. Bw3moxxnoctu 3a VPN (Virtual Private Network): 3a curypua
OT/aJICYeHa BPb3Ka.

. [Tonsikora npokcu (PyHKIMOHATHOCT: 3a TOI'BJIHUTENIEH KOHTPOJ
Ha TpauKa Ha HUBO MPUIIOKEHUE.

. Yecro BrmouBatr [IPS (Intrusion Prevention System): 3a
OTKpHUBaHE U OJIOKUpaHE Ha aTaKu.

. Bw3moskHOCT 3a dpuntpupane Ha chappixanne (URL, kaTeropum).

. PasmmpeHo iorupane v OTYUTAHE.

e IIpumep: CwBpemenen Next-Generation Firewall (NGFW) ot Boaem
MIPOU3BOJIUTEII, PA3IOJIOKEH Ha TpaHUIATa HA KOPIOpATHBHA MpPEKa, €
tunuueHn Firewall gateway. Toii He camo Mapiipytusupa Tpaduk, HO H
M3BBPIIBA JAbJI00KA WHCIICKIMS Ha MAKETH, MPEIOTBPATIBA MPOHUKBAHE,
¢unrpupa URL anpecu u np.

Typical Firewall Gateways (Tunuunu peanuzanun):

e To3u TepMuH OOMKHOBEHO C€ OTHAcS JO IMO-ChBPEMEHHHTE U
byHkroHamHO Ooratu peanusanuu Ha Firewall gateways, kouto ca gecto
CpelllaHd B CbBPEMEHHUTE MPEIKOBH apXUTEKTYPH.

e AKIEHTBT € BBPXY pa3lIUpPeHUTe QYHKIUH 3a CHTYPHOCT, KOHTO
HAIXBBPJIAT IPOCTOTO (BUITPHPAHE Ha IMAKETH.

e Tunuunute Firewall gateways Haii-uecTo BKJIFOUYBAT:

. [Mpocnensisane Ha chcrosiHuero (Stateful Inspection): 3a mo-
UHTEJIUTEHTHO (QUITPUPAHE.

. NAT (Network Address Translation): 3a wackupane Ha
BBTPEIIHU aJIPECH.

. Bw3moxnoctu 3a VPN (Virtual Private Network): 3a curypha
OT/JaJIeYeHa BPb3Ka.
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. [Tonsikora MpokcH GYHKIIMOHATHOCT: 3a JOMBJIHUTEICH KOHTPOJT
Ha TpaduKa Ha HUBO MPUIIOKECHHUE.

. Yecro BrmouBatr [IPS (Intrusion Prevention System): 3a
OTKpPHUBaHE U OJIOKHpAHE Ha aTaKU.

. Bb3moxkHocT 3a punrpupane Ha chabpikanue (URL, kareropun).

. Pasmmpeno norupaHe u OTYATAHE.

o Ilpumep: CwBpemenen Next-Generation Firewall (NGFW) ot Bogem
MIPOM3BOJUTEI, PA3MOJIOKEH Ha TpaHHUIaTa Ha KOPIOpaTHBHA MpEXka, €
tunimden Firewall gateway. Toi He camo Mapmipytusupa Tpaduk, HO H
M3BBPIIBA AbJI00KAa MHCIICKIHMS Ha MaKeTH, MPEeJ0TBpaTsABa MPOHUKBAHE,
¢unrpupa URL anpecu u np.

CbBpEMEHHHTE 3alMTHH CTEHU CE€ IPOM3BEXAAT C BB3MOKHOCTH 32
¢unTpupane Ha Bcuuku cefemM HuBa Ha OSI monena, mopaau KoeTo rpaHuLaTa
MEK]y TSAX U 3aIIATHUTE PYTEPHU CE Pa3MUBA.

Nma HAKONKO TIaHa, KOUTO OPraHU3AallMATE H3IMOJI3BAT, 3a Ja 3AIUTAT
MpeXUTE CU. ETO HIKOJIKO OT HAM-U3IIOI3BAHUTE TIJIAHOBE:

o ISP ¢untpupanu makeTHu yciyru;

e FEmuHCcTBEeHa 3alIMTHA CTEHA,

o Jlemunurtapusupana 3o1a (DMZ);

e 3amMTHA CTEHA C OTIEJIEH XOCT,

e 3aluTHA CTEHA C OTJEICHA MOAMPEXKA.

IlakerHu ycayru, puiarpupanu ot ISP

IloBeuero nocraBuMim Ha IHTEepHET mnpemmaraT BB3MOXKHOCTTA 3a
GunTpupaHe Ha MaKeTH KaTO JOMBJIHUTENTHA YCIyra 3a KIMEHTUTE CH.
JlocTaBUMIIUTE HACTPOMBAT TEXHU COOCTBEHM 3aIMTHU CTEHU Ja (puiatpupar
Tpaguka A0 U OT YAaCTHU MpPEXKU. B 1nombiHEHHME KbM MNPENOCTABIHETO Ha
GunaTpUpaHe Ha MaKeTH, HIKOW JOCTABYMIIM CHILO MPEAOCTABIT YCIYyTUTE HA
IPOKCH CBHPBBPU M MpeoOpazyBaHe Ha MpexoBH anapecu. Ha ¢urypa 28 e
MOKa3aHa OpraHu3alusaTa Ha 3alllUTHA CTEeHa, PUiITpupala naket, Ha iarepuer
JOCTABYHK.

EauHCTBEHOTO MPeAMMCTBO HAa B3EMAHETO Ha 3alllUTHA CTEHA, GuiaTpupaia
naketu, oT VHTepHET JAOCTAaBUMK €, Y€ OpraHu3alusira He TpsOBa Ja MpaBsT
rojeMH pa3Xoad MO HeHHOTO uHcTanupane. Ho mogoOHO MHCTanmupaHe HOCH
puckKoBe 3a curypHoctTa. Jlopu u UHTEpHET NOCTaBUMKBT Ja OCUTYPSIBA II'BJIHO
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pElIeHHEe Ha CUTYPHOCTTA, €lHAa OpPTraHM3alMsg BCE OIe HE € B 0e30IacHOCT,
3aIll0TO HEHAaTa Mpeka € B PhLIETE Ha JApyra opranuzauus. Hukora He Moxe aa
MMa YBEPEHOCT 3a HAMEPEHUATA Ha JpyraTa OpraHu3alus U HEHHUTE CITy>KUTEIH,
0cO0EHO B ciy4yail Ha HSIKaKbB CHOp MEXIy opranuzauusra u MurtepHer

JO0CTaBYHKa.
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durypa 28. 3awyumna cmena na unmeprem 0ocmaguux

OcBeH Te3M pUCKOBE, KOH(UTypaLusTa € JpYyT aIMUHUCTPATUBEH MPOOIIEM.
TpyaHo e na ce pa3unrta Ha OT/Aesa 3a padoTta ¢ kiMeHTy Ha ISP 3a nmpomsiHa Ha
MpaBujaTa Ha CUTYPHOCTTA U 3a OBTOPHO KOH(HUIypHUpaHe Ha 3alllUTHATA CTEHA.
B nombnnenue, yacTHaTa Mpeka € olle ys3BUMa KbM Japyrute aboHatu Ha ISP,
KOUTO OOMKHOBEHO C€a B ChlIaTa 3al[UTHA CTEHA.

Il1an ¢ eMHCTBEHA 3alIIMTHA CTEHA

EnuncrBena 3amutHa crtena (Single Firewall Architecture) e Haii-
OCHOBHUST IUIAH Ha 3aIuTa. B TO3W TUII IJIaH ABETE MPEXH MPOCTO Ca OTACICHU
ellHa OT JIpyra 4Ype3 3allUTHA CTeHA TIOMEXIY UM.

EnuncrBenara 3anuTHa cTeHa ce KOHGUTypHpa HE caMoO Jia MOJCUTYpPsiBa
gacTHaTa Mpexa OoT VHTepHeT, HO W Ja MO3BOJIsIBa HA MOTpPEOWTENUTE Ha
yacTHaTa Mpexa 10cThl 10 MHTepHeT. Thi KaTo MMa caMO €/1HA 3allluTHA CTEHA
Y caMoO €/IHa Bpb3Ka ¢ MIHTEpHET, MMa €/IHa TOYKAa HA KOHTPOJ U YIPABJICHHUE B
1mo00€H MIaH.
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BbTpewHa yacTHa mpexa BbHWHa nybnuyHa mpexa

¢urypa 29. [1lnan ¢ eduncmeena 3auwumna cmeHa

Bcuuko e Hapen, 4OKaTO OpraHM3anysTa WCKa J1a OTIEIN MpeKara CU OT
BBHIIIHATA MyOnMYHa Mpexa, koato € MurepHer. Ho mMoxe na e HeoOXoaumo
opraHuzanusTa jJa MpeAocTaBu NyonuyHu yciayru, kato Web u FTP, Ha
KJIIMEHTUTE WJIM MOKE Jla Bb3HamepsiBa Ja padoTu ¢ e-mail cepBbpu. B Takupa
CUTYyAallM{ 3a OPraHU3alMATE UMa HAKOJKO Bb3MOKHOCTH.

[TepBo (purypa 30) opranmsanusTa MOXKe Ja MOCTABU MyOJUYHHUTE CH
ChPBBPU 3a]] 3alIUTHA CTEHA M TaKa Jja OTBOPU Bpb3Ka JO BHHIIHATA MpeEXka 3a
nyOJMYHUTE ChPBBPU Ha APYTHM OpraHu3anuu. To3um METoj oOlle ce Hapuya
,hoptayiHa jaByaomHa 3amuTHa crena” (Portal Dual-Homed Firewall).
IlopranHaTta nByJOMHA 3alIMTHA CTEHA € MO-CKOPO HCTOPUYECKM TEPMHH M
MPEACTaBIIABA €4HAa OT PAHHUTE AapXUTEKTYypu 3a H3IPAKIAHE HA
neMuiitapusupana 3oHa (DMZ) ¢ momormira Ha eaHa-€JUHCTBEHA 3allUTHA
CTeHa. 3allluTHaTa CTEHa MMa JBE KapTHU 3a MHTepdeic, elHa 3a J0OBepeHaTa
MpeKa U Apyrara - 3a HeoBepeHarta Mpexa. DMZ ce cb3naBa, KaTo 3alldTHATA
CTeHa ¢ KOH(UTypupaHa Na TMO3BOJsSBAa TpapUK MEXKIy BBHIIHATA MpEXa U
OMpeaeieH! ChbPBbPU, CBBbP3aHU KbM BBTPEIIHHUS UHTEpQeic (HO JOTMUYECKH
OTJIEJICHU Ype3 MpaBUiiaTa Ha 3alllUTHATa CTeHa). Te3u ChbpBbpHU, KOUTO TPsIOBa 1a
Oblat myoJMyHO A0CTHIHU (YeO ChPBBPU, MEMII CHPBBPU U JIP.), CE€ pa3riaexKaar
kato yact oT DMZ, Bbrpeku uye pU3nvecKu ca CBbp3aHu KbM ChIIUS UHTEpPeiic
KaTo BbTpPEIIHATA MPEXKa.

Hsixon xapakTepucTUKu U OTpaHUYECHHUS:
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Enna Touka Ha KOHTPOI: BCuuky npaBuiia 3a CUTYPHOCT C€ YIIPaBJIsBaT Ha
¢JIHa 3alllMTHA CTCHA.

Jlormyecko pazgenenue: DMZ ce ch3gaBa JOTMYECKH Upe3 IpaBUiIaTa Ha
3alMTHATA CTEHA, a He Upe3 (PU3UUecKo OTIeTHa MpexKa.

[To-necHa 3a uMIuieMeHTaus (B CpaBHEHHE C apXUTEKTYpa C JIBE 3all[UTHU
cTeHn): M3nuckBa caMo e/1Ha 3aluTHA CTEeHA ¢ TIOHE JIBa HHTepderica.
[To-HUCHKa CUTYPHOCT (B CpaBHEHHUE C apXHUTEKTypa C JIBE 3allUTHU
CTEHHU): AKO 3al[UTHATa CTeHa ObJIe KOMIIPOMETHPaHa, KaKTO BhTPEIIHATa
Mpexa, Taka 1 DMZ ca noTeHIMAIHO ySI3BUMU. HsiMa JOITBIIHUTEIIEH CII0M
Ha 3aIura.

Crnoxuoct Ha mnpaBunara: KoHburypupaneto Ha TmpaBwiara 3a
pasrpann4aBaHe Ha Tpaduka kbM DMZ cbpBbpUTE U BBTPEIIHATA MpEXKaA
MO3KE Jla CTaHE CJI0KHO.

.........................................

Nleranex xocT:

'

~
ot I
".1;;’3.‘\)1
Xaxkep :
YacrHa BbTpewHa MNy6nuyxa BLHWHA
Mpexa Mpexa

¢purypa 30. Eouncmeena sawumua cmena ¢ 00CMbNHU CbPEbLPU

BB BTOpAaTa Bb3MOXKXHOCT OpraHu3anuAaTa MOKE J1a ITIOCTaBU HY6J'II/I‘{HI/ITC CHu

CbpPBBPHU H3BBH oOcera Ha 3alllMTHAaTa CTCHA, TakKa 4YC Jda Ca OTKPUTH 3a

nmyonuyHaTta mpexa. Ha purypa 31 e mokazaHo pas3mnosoKeHUeTo Ha MyOInIHUTE

CBbPBBPH HA OpraHr3anusa CJIC/ 3allluTHAaTa CTCHA.

To3u mmaH, B KOWTO TyOIWYHWTE CHPBBPH Ha OpraHU3alUd Cca 3a]

3alllUTHATA WK CJICH 3alllMTHATAa CTCHA K Cd OTKPUTH 3a CBCTA, CC HapH4da OLIC

HCHAACKACH IINIaH Ha XOCTOBC. TYK HCHAACKACH CC OTHACA 3a HY6J'II/ILIHI/IT6

CbPBLPH, 3alIOTO TC MOIaT [da IIO3BOJIAT HAXJIyBAHC B 4YaCTHATa MpPCXKa Ha

OpraHu3alys.
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Web cvpebp

Xeb X E

3auwiuTHa cTena

.................................................

BwTpewHa YacTHa BbHwHa YacTHa BobHwHa nybnuyHa
Mpexa Mpexa Mpexa

durypa 31. Eouncmeena 3awumua cmena ¢ OMKpUmMu Cbp8bpil

[IpoOnaeMbT ¢ MOCTABSIHETO HA IMMyOJIMYHUTE ChbPBBPU HA OpraHU3AIIMs U3BBH
3alllUTHATa CTE€HA €, Y€ T€ Ca OTBOPEHU 3a HEOTPAHUYEHU XaKepCKU onuTH. To3u
TUI TUIaH € TOAXOMSII CaMO aKO CBbPBBPUTE HE CHABPXKAT MHOTO TOJIe3HA
uHdopmarus.

[IpoGiieMbT ¢ OTBapsSIHETO Ha Bpb3Ka Mpe3 3alllUTHA CTEHA, 3a Jla MOXE
BBHIIIHATA MpPeXa J1a MOJIy4d JOCTHII A0 MyOJIUYHUTE CHPBBPH €, Y€ BCEKU MAKET
MOJK€ J1a BJIE3€ B UaCTHATA MPEXa, aKO MPHU MTPOBEPKA OTrOBAPS HA U3MOJI3BAHATA
3allMTHA CTEHAa. ToBa O3Ha4yaBa, Y€ XaKepHU, KOUTO MOraT Ja EKCIUIoaTupar
codTyep 3a yCIyrd OT BUCOKO HMBO, MOTAT Ja MOJy4yaT JOCTBI 0 YacTHaTa
Mpexa.

Ilian ¢ xemMuJauTaApU3UpPaHa 30HA

JIucKyTHpaHUTe TIJIaHOBE B MPEIXOJIHATA CEKIIUS BKJIOYBAT MOTEHIMAJICH
PHUCK 3a BbTpEIIHaTa Mpexa. PUCKBT OT OTKpUTH MyOJUYHH CHPBHPU MOXKE J1a Ce
HaMaJIM ¢ U3I0JI3BaHe Ha JBE 3alllUTHU CTEHH U JIBE HUBA Ha CUTYPHOCT. B TakoBa
CTPYKTypHpaHE IMbpBaTa 3alllUTHA CTEHA ce MocTaBs npu MHTepHET Bpb3KaTa, a
MyOJMYHUTE ChPBBPU HA OPTaHU3AIUATA CE MTOCTABAT 331 Hes. ToBa MPenoCcTaBs
CUTYPHOCT, KaTO TO3BOJISIBA M ONWTH Ha KIMEHTUTE BHB BBHHIITHATA Mpexka 3a
BpB3Ka 10 MyOJUYHUTE CHPBHPHU HA OPTAHU3AIUSATA.

Bropara 3anmTHa cTeHa ce mocTaBsi MeX/1y 4acTHATa Mpexka U MyOJIMYHUTE
ChPBBPU HA OpraHu3anuara. Ta3u CTpyKTypa NpeIoCTaBsi CHTYPHOCT Ha YaCTHATA
MpEeXxa, 3all0TO Cera € CBbp3aHa C BCUYKH BHHIIIHU BPb3KHU U HEMHATA CTPYKTypa
€ HaI'bJIHO CKPUTA OT BBHILIHUA CBAT. O0NIacTTa MEX/1y JABETE 3alIUTHU CTEHH Ce
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Hapuya Jemunutapusupana 3oHa (Demilitarized Zone, DMZ) (durypa 32). B
miaHa ¢ aeMuiuTtapusupana 3oHa (DMZ miana), korato Xakep ce omuTa jAa
HaxJIye B MpekaTa Ha OpraHu3allys, TOH € OJIOKUpaH Ha JABeTe HUBA. AKO ycriee
Ja MPEMUHE Npe3 MbpBaTa Mperpajaa, Tod OWBa CHPSH Ha BTOPOTO HUBO Ha
curypHoct. DMZ miaHbT ce ompejesns KaTo Hai-Oe3omaceH MeXaHU3bM 3a
CUTYPHOCT Ha OPTaHU3ALNH.

Web cbpsbp cos NeraneH xocT :

Lk
Y’

3auwmTHa cTeHa

w;‘ ~7 J Xu6 T } .
: \// 3awmTHa cTeHa

: 0, 3 1 E Ld )
s L ‘ E_;l‘ ol N e
* < . e g > S s K —
. o ¢ < . b t—
MolweHcku copBbp - Xakep :
BbTpewHa yacTHa BbHWwHa yacTHa BvHwWwHa nybnuynHa
Mpexa Mpexa Mpexa

durypa 32. [Jemunumapusupana 3ona (Demilitarized Zone, DMZ)

3aMTHUTE CTEHH MO3BOJISBAT OIE HM3MOJI3BAHETO HA TUIAH C BUPTyallHA
nemMunuTapusupana 3oHa. Ha ¢urypa 33 e umoctpupana BupTyaaHa DMZ,
Ch3/1aJIecHa ChC CTPYKTypaTa Ha €IMHCTBEHA 3alllUTHA CTeHA. B Ta3u CTpyKTypa
3al[UTHATa CTeHA ChABPXKA TpU UHTep(delica, CBbp3aHM C BHHIIHATA Mpexka (T.€.
BBHIIIHATA MPEXkKa, BbTPEIIHATA MpeXa U MpekaTa Ha MyOJIMYHUTE ChPBBPH), C
TPH pa3IMYHU TOJUTHKH 32 CUTYPHOCT. [loTUTHKNTE 32 CUTYPHOCT MOTaT Ja ce
HACTPOST Na OJNOKMpAT OMWUTH 3a BpB3Ka 10 BHTPEIIHATA BU Mpexka, HO Ja
3200MKaNAT MpeXara BU OT MyOJWYHH ChpBbpHU. 1l0 TO3M HauuMH H3MOI3BaTE
JIBETE 3alIUTHU CTEHU TNpe3 €IWHCTBEH MPOAYKT. T0o3M THII 3alllMTHA CTE€HA Ce
Hapuyva “TpuaoMHa 3amuTtHa ctena” (Three-Legged Firewall).
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Web ctpBbp

s FAE
G T

3auuTHa cTeHa

Ak
T
MNoweHCcku CobpBbP

BbTpewHa yactHa Oemunurtapusnpa BbHwHa nybnuyna
Mpexa Ha 30Ha Mpexa

¢urypa 33 Tpudomna sawumna cmena

TpunoMHaTa 3amMTHa CTE€HAa € €(QEeKTUBHA M IIMPOKO U3IMOJI3BaHa
apXUTEKTypa 3a OCHUTypsiBAaHE Ha MpPEXKOBA CUTYPHOCT, OCOOEHO KOraTro €
HE0OXOJMMO J1a C€ XOCTBAT MMyOJIMYHHU YCIYTH, KaTO ChILIEBPEMEHHO CE 3alllUTaBa
BbTpEIIHATa Mpexa. Upe3 U3M0I3BaHETO HA TPHU OTIIETHU MPEXKOBU CETMEHTA U
LEHTPAIM3UpaH KOHTPOJI OT €AHAa 3alllUTHA CTEHA, TS Mpejyiara 3HAYUTEITHO
1o100peHne B CUTYpHOCTTa B CPAaBHEHUE C MO-MIPOCTUTE apXUTEKTYypH. Bripexu
ye MMa CBOMUTE HEJIOCTATBIU, TS TPENCTaBIsBA TOOBP KOMIPOMUC MEKITY
CUTYPHOCT, CJIOKHOCT U LIEHa 32 MHOT'O OpraHU3alUu.

3ammTHA cTeHa ¢ oTaesaeH xoct (Bastion host)

bacTHOH-XOCTHT € 3alUTeH XOCT, KPUTHYEH MO OTHOIICHHE HAa MpeXoBaTa
CUTYPHOCT. bBacTHOH-XOCTBT (XOCT-KpEnocT) ¢ KOMITIOTBP, YIPaBIIIBaIIl
BXOJISAIINS U U3XOIAIINS TpapHUK B JaJeHA MpeXka ¢ Bb3MOKHOCTH 32 (DUIITPALIHSI
Ha Bcruku HuBa oT OSI mozena (durypa 34).

Xoct C Xoct D
@ @ "’J“;\ N
¢ ( BuHwHa Mpexa
\ J
BuTpewsa < (\l\flterrjet) Y,

Mpexa |
3

BacTtuoH
< P xeor
XocT A Xoct B

durypa 34. Bastion xocm
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EnuH oT tuiaHOBeTe 3a 3alllMTHA CTEHA C OTACJEH XOCT Ce ChbCTOM OT XOCT-
KpEerocT U oTAessi pyTep. [Ipu To3u mian 6aCTHOH-XOCTa Ce M3TErJIs Ha BTOpa
auaus. OTACTANIMAT PyTEp € IbpBaTa CIIUpKa MEKAy MHTEpHET U BbhTpeIIHATA
mpexa (¢purypa 35).

k\\a"\ .
e
\/, .

‘ ]
XOCT-KpenocT :

- A T
Otpenaw pytep MHTepHer
p vr‘._." . z
SN f

.
R R R R frr s T tess s e s e ar et ua b

durypa 35 Xocm-xpenocm u omoenswy pymep

3aBucum ot
NPUITOXEHUETO

KOHTpON Ha
A0CTHN

MpUnoxHo HUBO
(Application)

Ipe3eHTaUMOHHO HUB(
(Presentation)

CeCcUHO HUBO

MNpaBuna sa (Session)
cuntpupatHe
HE naxem TpaHCNOPTHO HUBO
(Transport)
MpexoBo HuBO MpexoBo HuBO
(Network) (Network)
KaHanHo HuBO KaHanHo HuBO
(Data-Link) (Data-Link)
DU3NYECKO HUBO DU3NYECKO HUBO
(Physical) (Physical)
BbHLWHa Mpexa @ BbTpewHa Mpexa BbTpelwHa Mpexa
OTaensauw pytep

BacTuoH xocTt

¢urypa 36. @yuxyuonarnocm cnpsamo OS| modena
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OcHoBHAaTa PoJIsi HA OTACIAIIMUS PYTEp € Ja aHAIU3Upa MAaKeTUTE OT JaHHHU,
KOUTO CE€ OMUTBAT Jla CE CBBP)KAT C YaCTHA Mpeka Ha 0a3zaTa Ha MpaBHIIa,
omnpenesieHu B pyTepa. [lakeTuTe oT gJaHHM OMBAT OTKa3aHU, akO HE MPEMUHAT
MpaBujIaTa Ha MOJIMTHKATA 32 CUTYPHOCT. AKO TTAaKETUTE OT IAaHHU MPEMUHAT MPe3
npaBuiaTa, Te ce 00paboTBAT M B XOCTa-KPEIOCT Ha YacTHaTa Mpexa (durypa
36). TpaduksbT, TeHEpUpPaH OT BBHTPEIIHATAa KbM BBHIIHATA Mpeka (outgoing
traffic), Moke a ce mpeHacoun JUPEKTHO KbM OTACIAIINS pyTep. B To3u acmekT
Ha JIEWHOCTTA CHU, OACTHOH-XOCTHT U3IIBJIHIBA QYHKIIUU Ha reiTyeil. 3aToBa Ta3u
cxemMa Ha 3ammra ce Hapuda screened host gateway.

Ilnan 3a 3aIMTHA CTEHA € OT/AeJIeHa (eraanama) moamMpeKa

[InansT 3a 3allIuTHa CTCHA C OTACJICHA (eraHHpama) IMOAMPECIKa CbIIO HC €
HCIIO0 pa3’IndHO oT IJIaHa C ACMUJINTApU3HUpPaAHA 30HaA. Kakto
ACMUIINTApPpU3UPAHATa 30HA, TO3HU IINIaH CbIIO CbAbPrKa ABC 3alllUTHHU CTCHH. Ho
OCBEH TOBa TOM CbIIO ChbABPIKA XOCT-KPCIIOCT B MPCiKaTa.

B peiicTBUTENHOCT, B CiIy4as ChC 3alllUTHA CTE€HA C OTIEJIEHA IOJAMPEXKA,
IIPOCTO yKpensaTe MmamHuTe B DMZ, kato Bcnuku mamau B DMZ ca xocToBe-
Kperoctu. B oOmu nmuHUM noacurypsisare kommiotpute B DMZ.

Xocr-
KpenocT

=L

OTtpensw Orpenswy

pyTep < 5y pyTep WHTepHeT
XocT- XocT-
KpenocT KpenocT
BobTpewHxa YyacTtHa Orpenena BbHwHa nybnuyna
Mpexa noampexa Mpexa

durypa 37. Ilnan 3a 3awumna cmena ¢ omoenena (eKpaHupaua) noompexnca

Ha ¢urypa 37 XoCThT-KpenocT U HAKOH JAPYTH XOCT KOMIIOTPU (opMupat
noampeska. [logmpexaTta € TeOpETHUECKH 4acT OT YaCTHA MpPEKa, ChCTOSIIA Ce
OT KOMITIOTPH, KOMTO MMaTr oOmia mhpBOHadanHa vacT Ha [P amgpecure cwu.
[Tonmpesxarta ce HaMHpa MEXy Ba OTICISIIN PyTepa.
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Enun otpemsin pyrep ce Hamupa Mexnay WHTEpHET W OTheneHara
MOaAMpeKa. BTopuaT oTess pyTep ce HaMupa Mek1y OTAECICHATA MOAMPEKA U
yacTHata Mpexa. [lomMmpexkara ce Hapuya OTHEIEHAa MOAMPEkKA, 3aIIOTO
TpadUKBT ce OTHmeds OT ABaTa Kpas Ha pyrepure. OTmeneHata HoaMpexa
chabpxa xocT-kpernoct, Web cbpebp 1 FTP chpBbp. Tasu otaenena noaMpexa
OlIll€ CE HapHU4a JEMWIATAPU3UPAHA 30HA.

Koraro knueHT ucka 1octs 10 pecypcu oT Web cbpBbpa Ha OpraHu3arus,
TOW M3Ipaia 3asBKa Npe3 OTHEISIIUS pyTep 0 OTAeJeHaTa Hoampexa. B
OTJeJIeHaTa TOAMpEKa 3asBKaTa IpEeMUHaBa IpPe3 XOCTa-KPEmocT, KOWTO
U3ITBJIHSIBA [IPOKCH ONIEpalli Ha TTAaKETUTE OT JaHHU, IIPEU HaKpasi 1a OTTOBOPH
Ha XOCTa BbB BBhHINHATA Mpexa. [1o momoben HaunH, ako XOCT B YaCTHATa Mpeka
MCKa JIOCTHII JI0 OIIPEEIIEHU PECYPCH OT IMyOJIMYHUTE CH YCIIyTH, 3aBKaTa IIbPBO
ce OTAeJIs Ipe3 pyTepa U ciie]] TOBa MPEMUHABa MIPE3 XOCTa-KPENocCT.

3allATHA CTE€HA C OTACIICHA IOAMPEKA CE M3I0JI3BA, KOraTo C€ HM3UCKBA
BHCOKO HHMBO Ha CUTYpHOCT 3a KOMIIOTpH B LAN. OcBeH mpenocTaBsHETO Ha
CUT'YPHOCT, 3alllUTHATa CTEHA C OTACJICHA IIOAMPEXkKa ChIIO CKpPHUBA BBTPEIIHATA
Mpeka Ha OpraHu3alusTa OT MyOJIMYHaTa Mpexa.

CLHICCTBYB&T HAKOJIKO BapUaHTA Ha Ta3W apXUTCKTypa, HO OCHOBHATA NACA
€ ¢IHa 1 ChIla:

1. Enna 3ammTHa CT€HAa C TpU WM ToBeue uHTepdeiica (Moao0HO Ha
TPUJOMHA 3alllUTHA CTEHA):

. Broaiien untepdeiic: CBbp3aH KbM UHTEPHET.
. Brorpemen uarepdeiic: Cebp3an kbM BbTpeniHaTa LAN.
. Enun unu noseue DMZ untepdeiicu: CBbp3aHu KbM €1HA WIH

HSIKOJIKO OT/ICJIHU TOJAMPEXH, KBJIETO C€ HaMUpaT MyOIuIHUTE
CBPBBPH.

B To03m cimywai, 3amuTHaTa CTEHa JEWCTBA KAaTO LEHTPAJIIEH KOHTPOJIEH
NYHKT, PUJIarailku CTpory npaBuiia 3a Tpaduka Mexay BbHIIHATa Mpexa, DMZ
IIOAMPEXXKUTE U BBTpEIIHATa Mpexa. Paszimmkara oT Kiacuyeckara TPUAOMHA
3alllUTHA CTE€HA MOXe Ja ObJe B mo-royneMusi Opoil uurepdencu, NoOCBETEH! Ha
DMZ, xoeTo mo3BOJIsIBA CETMEHTHUpPAaHE Ha MYOJUYHHUTE YCIYTM B Pa3IudyHU
MOJAMPEXXH 32 M0-A00pa CUTYPHOCT.

2. JIBe 3alIUTHU CTCHH:
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e BoHimHa (mpegHa) 3amuTHA cTeHa: PasnosnokeHa MeEXIy WHTEPHET U
DMZ. Helinara ocHOBHA 1€ € 1a 3ammuraBa DMZ oT nupekTHu ataku OT
BBHIIIHATA MpEXa U JIa KOHTPOJHPa KaKbB TpaduK MOXKE J1a IOCTUTHE JI0
yOJIMYHUTE ChPBBPHU.

e BowTpemna (3agHa) 3amuTHa creHa: Pasmonoxkena wmexny DMZ u
BpTpemHara LAN. HeliHata ocHOBHa Liesl € Ja 3an[uTaBa BbTpELIHATa
MpeXa OT NOTEHIMATIHO KOMIPOMETHpPaHUu CbpBpU B DMZ u na
KOHTpoMpa Tpaduka Mexay Te3u JaBe 30HH (OOMKHOBEHO € MHOTO
OTPaHUYEH).

Ta3u apxuTeKTypa ¢ IBE 3alIUTHU CTEHU CE CUNTA 3a HAU-CUTYPHUS HAYHUH
3a UMIUIeMeHTUpaHe Ha DMZ, Tbid KaTo OCUTYypsiBa HIKOJKO CJIOS Ha 3allMTa.
AKO eHa OT 3alllMTHUTE CTEHH ObJE KOMIIPOMETHpaHAa, JApyrara BCE OLIE
OCHUT'ypsIBa 3aIlUTa.

[Ipenumcrna:

e TlomoOpena curypHocT: ®U3MUECKOTO U JIOTHYECKOTO OTAesiHe Ha DMZ
B COOCTBEHA MOAMPEKA 3HAUNTEITHO HaMaJIsiBa PUCKa OT KOMIIPOMETHUPAHE
Ha BBTpPEIIIHATA MpEKa MPHU aTaka Cpenry MyOoJIMIYHUTE ChPBBPHU.

e JIwpn6ouuna Ha 3anmTa (Defense in Depth): M3nosi3BaneTo Ha ABE 3alIIUTHU
CTEHH OCUTYPSIBa MHOYKECTBO CJIOEBE Ha CUTYPHOCT.

e [lo-geraisieH kKoHTpoa Ha gocThna: [103BoJIsABa ITpUIIaraHeTo Ha PA3JINYHU
U crien(uYHA MpaBuiia 3a BCSIKA Bph3Ka MEXKy BhHITHATa Mpexa, DMZ
Y BBTPEIIIHATA MPEXKa.

e [lo-106pa opranu3zanus v yrnpasieHue: SICHOTO pa3/ieJIeHUEe Ha MPEKOBUTE
30HM YJIECHSIBA AJIMUHUCTPUPAHETO HA CUTYPHOCTTA W IPUJIATAaHETO HA
MTOJIUTHKH.

e Bb3MOXHOCT 3a cermeHTUpane Ha DMZ: IIpu u3non3BaHe Ha mOBEYE OT
enuH wuHTepdeiic 3a DMZ, nyOnuuHuTe YyCIyrd Morar jga Objaar
PA3IOJI0KEHU B OTACIIHU ITOAMPEKH C Pa3JIMYHU HUBA HA CUTYPHOCT.

Henocrarbiu:

e [lo-Bucoka cinoxuoct: KoHpurypupanero v ynpaBieHHETO HA MHOXKECTBO
3alIUTHU CTEHU U MpaBuja MOXe J1a ObJe MO-TPYAHO.
e [lo-Bucoku pasxomau: M3nucKBa 3aKylyBaHETO M MOJAPHKKATA HA IOBEYE

xapayep u copryep.
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e [loreHnuanHM MPOOIEMH C MPOU3BOIUTEIHOCTTA: TpaduKbT MOXKe Ia
MPEMHUHABA TIPE3 HIKOJIKO 3aIUTHU CTEHH, KOETO MOXKE Jia JOBEIe O
3a0aBsHE.

e HeoOxomumu ca choenuaau3upaHd Io3HaHUWs: [IpoekTmpaHeTo U
HOJJAPBKKATA HA Ta3M apXUTEKTypa H3HMCKBAa OIMTHH MPEKOBH
aJIMHHHACTPATOPH.

N300p Ha pelieHHe ChC 3ALUTHA CTEHA

Ha na3apa nma HSIKOJIKO TOCTBITHU PEIICHUS ChC 3alllUTHA cTeHa. M300pbT
MEXK]ly TE€3U pEelIeHUs € TPyJHa W aHAIMTHYHa padoTta. BehlHOCT, U300PHT U
OCBILECTBSIBAHETO Ha PEIICHHE 32 CUTYPHOCT € )KM3HEHOBaXKHA U CKbIla padoTa.
Enna opranuzanus Moxe 1a n3depe cama - 1a nogdoepe, MHCTaIMpa 1 yrnpasiisiBa
CaMOCTOSITEITHO PEIICHUE ChC 3alllUTHA CTEHA WJIM MOXKeE J1a TPEXBbPIIM padoTara
Ha €KCIEPTU B 00JIaCTTa HA PEIICHUATA ChC 3alTUTHU CTeHU. BbB BCeku ciydaii
TpsiOBa Jja ce pasrieaar onpeaenieHu GakTopu, Mpeau aa ce u3depe moAXoAsAII0TOo
pElIeHNe ChC 3alllUTHA CTEHA:

e OmnpenelsiHE HA YSI3BUMUTE TOYKHU B MpeKara;

e (OrueHka HAa CTOMHOCTTA 32 U3TPAXKJIAHETO HA 3alllUTHA CTCHA;

e VYcTaHOBsABaHE Ha HEOOXOJMMHUTE YCIOBHUS 32 MHCTAJIMpPAHE HA 3alllMTHA
CTCHA,

e 130upaHe Ha MOJIXOAII TUI PEIICHUE ChC 3al[UTHA CTEHA,

e 130upaHe Ha MMOIXOAII IJIaH HA 3all[UTHA CTCHA,

e OreHsgBaHe HA Bb3MOKHOCTHTE Ha 3al[UTHATA CTEHA;

e (CpaBHsIBaHE Ha U3UCKBAHUSATA C Bb3MOKHOCTHUTE;

L OHCHHBaHC Ha pCHICHUCTO CBHC 3allMTHA CTCHA.
Onpene.]mHe Ha YA3BHUMHUTEC TOYKHA B MpeKaTa

[TepBara cThIKA IPH U300pa HA OAXOASIIO PEIICHUE ChC 3allIUTHA CTCHA €
OIpe/Ie/iTHE Ha YS3BUMHUTE TOYKH B MPEKa, KOUTO MOTaT Ja MpPEACTaBIIABAT
3ariaxa 3a CHTYPHOCTTa Ha OpraHu3anusaTa. YS3BUMHUTE TOUKH HE BKIFOYBAT
CaMO MPEKOBH pECypcH Karo O00OpyIBaHE Ha TOpTal, ChbPBBPH, pabOTHH
CTaHIMK ¥ MPEXKOBO 000py/BaHe, a ChIo u yciuyru katro UuaTtepuer, FTP, e-mail
U BOXHH OW3HEC MPUIOKEHUs. EMH aIMUHICTPATOp HA OpraHu3alus TpsOBa jia
OIpEeJIeNIM YeCTO CPeUIaHWTE 3aIllaXd 4pe3 HM3y4yaBaHe Ha TEHJCHIMHTE Ha
aTakMTe, CIydYBalld CE€ Ha TMa3apa, W aHaJIM3UPAHE MHHAJIUS OMUT Ha
OpraHu3alMsATa C BHUMaHUE KbM BCUUKH aTaKH, OT KOUTO TS € moctpaaana. OcBeH
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TOBa aJMUHHUCTPATOPBT TpsiOBa Ja ompeneny CHenupuuHd HPUIIOKEHUS,
M3M0J3BaHU B OPraHU3alMATa, KOUTO UMAT CBOMTE M3UCKBAHUS 3a CHUTYPHOCT.
Hanpumep npuiokeHUeTo, KOETO OTAEIBT 3a YOBEIIKH PECYPCH U3II0J3Ba, 32 Aa
CKpHe KpUTHYHA WH(OPMALIUS OT CIYKHUTEIUTE, Ma CIeIU(PUUHN U3UCKBAHUS
3a CUT'YPHOCT.

OnpenensHero Ha YSI3BUMHUTE TOYKM Ha OpraHu3alMs JaBa Ha
aIMUHHCTPATOpPA IIHPOKA IIEPCIEKTUBA. AJIMHHUCTPATOPBT MOXKE Ja Ce
ChCPEA0TOUHN HaJl OCHOBHUTE 00JIACTH HA CUTYPHOCTTA Ha opraHuzanusata. OcBeH
TOBa OIPEIEIIHETO Ha TE3W YA3BUMM TOYKM IIOMara Ha aJMUHHCTparopa na
M3MUCIIM TAXHATA 3aMsHA U /1 IPEIOCTAaBH MPUJIOKUMO PELIEHUE 3a CUTYPHOCT.

OneHsiBaHe HA CTOMHOCTTA 32 pealu3vupaHe Ha 3alliIMTHA CTEHA

[Ipu n3060pa Ha CUTYPHO PEIICHHE 3a MpEXKaTa CH, OpraHu3anusaTa TpsaOBa
Jla OLIEHU CTOMHOCTTA Ha OCBIIECTBABAHETO HA TOBA PEIICHUE CIPSAMO I10J13aTa,
KOSITO MOJKE J1a ce Noyiydd OT Hero. OLEHSBAaHETO Ha Ta3W CTOMHOCT € KaTo
OLICHKaTa Ha CTOMHOCTTa HAa BCEKU JIPYr KOMIIOHEHT. TO BKIIOYBA OCHOBHO
M3YHMCIISIBAaHE HA 1IEHATa Ha MOKYIMKAaTa ¥ MOJAPHKKATA HA PELICHUETO.

LICHaTa Ha OCBIICCTBABAHCTO Ha 3alllMTHA CTCHA BKJIFOYBA CJICAHOTO.

e [loxynka. lleHaTa Ha MOKyINKaTa Ha 3alllUTHA CTEHA € Ma3apHara lieHa Ha
npoaykra. Ilpenm J1ga Kynu  pelieHue ChC  3alllMTHA  CTEHA,
aIMUHUCTPATOPHT TpsiOBa Aa B3eMe oPepTH OT HAKOJIKO MpojiaBadya v Ja
noThpcu B HTEpHET pa3iMuHU JTOCTHITHU PEIIEHUs ChC 3alllUTHA CTEHA.
Nma npoaykTy 3a 3alIUTHU CTEHU, JOCTHITHYU KATO ISUIOCTHU XapAyEepHU U
cohTyepHu pemieHus. Te3u pemieHus ca CKbIIM, HO JIECHH 3a
ochinecTBiBaHe. CBOOOJHHUTE 3a CBalIIHE 3allUTHU CTCHH Ca ChHIIO
JOCTBITHH, HO T€ MOJXKE Jla HE MPEAOCTaBIAT KEJIAaHOTO PEIIeHHUE, Thid KaTo
ca o0,

o Uncmanayus. lleHata Ha WHCTajgamuysaTa BKJIKOYBA II€HATa, KOSTO
POU3BOJUTEIAT B3EMa, 3a Ja CTPYKTypupa (MHCTamupa u KoHPUrypupa)
MPOJIyKTa U CHENU(PUIHOTO 3a MPOAYKTa OOYyYECHHE, KOETO MEPCOHATBT
MOXKE Jla M3UCKBa KaTO IpeAra3Ha MspKa, 3a Jia IMoIpaBs ImpoOiieMH B
3alIMTHaTa CTEHA.

o Aomunucmpayus. llenata Ha aAMUHUCTpaALIUATA BKJIFOYBA IIEHUTE, KOUTO
ce IJIalaT Mpyu NpoMsiHA Ha MOJUTUKATA 3a CUTYPHOCT Ha OpTraHU3alusITa
Ha 0a3aTa Ha TEKYIIOTO €CTECTBO Ha 3allaxyTe, I[eHaTa, IjalfaHa mpu
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UHTEpPIIPETUpPAaHE Ha JOKyMEHTHpaHaTa HWH(opmauus, U LeHaTa 3a
ITOCJIEABAIM KOPUTUPAIIY TEUCTBUSA.

Ilooopvoicka. TloBedeTo rojeMu OpraHu3alluy Ipenpamar 3aJaquTe Io
HOJJPBAKKA Ha 3allUTHATA CTEHA Ha (UPMU 32 MpEKOBa CUTypHOCT. Te3u
(¢upMH 3a CUTYpPHOCT B3eMaT Mapu OT OpraHu3auusara noj ¢gopmara Ha
TOJIMIIHYU UJIM MECEYHU TAKCH 3a YCIYTUTE CH, KOETO IIPEACTABIISIBA LIeHATa
Ha [TOJIbp KaHe Ha 3alUTHATa CTEHA. 3aJa4MTe 110 OAPBKKATa MOraT Ja
BApUpAT OT NONPaBKa U HACTPOWKH B MOJUTUKUTE HA 3aLIUTHATA CTEHA J10
(uKcHpaHe Ha IPELIKU U pelIaBaHe Ha MPOOJIEeMU BCEKUTHEBHO.

YcranoBsiBaHe Ha HeO00XOJAMMHUTE yciaoBuda 3a HHCTAJIHPAHE Ha

3alllMTHA CT€HA

CHGI[B&IHaTa CThIIKa € Jda CC Oonpecacjsit OCHOBHHUTC HN3UMCKBAHMA,

ChIICCTBCHU 3a MHCTAJIMPAHCTO HA 3alllMTHA CTCHA. EI[Ha opraHu3anus TpH6Ba

SICHO Ja pa361z1pa CJICAHNUTC BBIIPOCHU, 3alMO0TO TC CTOAT B OCHOBATa Ha

CTPYKTYPHUPAHCTO U HHCTAJIUPAHCTO HA 3alllUTHA CTCHA!

Opranuzanuute TpsOBa SICHO Ja pa3dupaT HUBOTO HA CUTYPHOCT, KOETO
UCKAT J1a MIPEeIOCTaBsAT Ha MpeKara CH.

TpsiOBa na ce MOATOTBM OCHOBHA MOJUTHUKA 3a CUTYPHOCT Ha 3alllUTHATa
CTeHa W T TpsAOBa sCHO jAa naeduHUpa oOJiacTTa Ha JOCTHI Ha
noTpeduTenuTe A0 MpexoBuTe ycnyru. [lomutukarta TpsiOBa cbhlo Aa
MJIaHUpa MpaBuiaTa 3a pa3peliaBaHe Ha yCIyrd KaTo Hampumep e-mail u
FTP cbpBbD.

TpsiOBa 1a ce moAroTBU NOAPOOEH OTUET 32 JOKYMEHTHPAHE HA CbOUTHATA
U JIOKYMEHTHUTE 3a MPOBEPKH, 3alI0TO T€ YJIECHSABAT Ne(UHUPAHETO HA
MOJINTHUKA 33 CUTYPHOCT.

W3uckBanusTa Ha MpexaTa TpsiOBa sSICHO Ja ObaaT u3noxxkenu. Hampumep,
JaJid Mpe)kaTa U3UCKBa NpeolOpa3yBaHe Ha MPEKOBH aJpecu U pyTHUpAIlU
GyHKIMH? AKO MpekaTa U3MCKBa Ta3H (PYHKIIMOHAIHOCT, TPOEKTUPAHETO
1 TpsiOBa /1a ce MOATOTBU ChOOPA3HO M3UCKBAHUATA.

Tps6Ba 1a ce MOArOTBU JTOKYMEHT, KOUTO SICHO M30pOsiBa OnepaliMoHHaTa
CUCTeMa U XapAyepHHUTE U COPTyepHUTE PECYpPCH, KOUTO OpTraHU3aIUsATa
M3I0JI3Ba B MOMEHTa. ToBa yJlecHsIBa MpPEKOBUTE aJMUHUCTPATOPU TPHU
pEIICHUEeTO Jalu HAKOW codTyep WM xapayep TpsOBa a ce MOJHOBH
npeIy MHCTAIMPAHETO Ha 3alllMTHATA CTEHA.
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TpsiOBa ma ce mMoOATOTBY MOAPOOCH aHAIM3MPAI OTYET, KOWTO neuHupa
TUIIOBETE aTaKH U AYIKHUTE, KOUTO BOJST JIO T€3H aTaKW B OpraHW3aIUsATA.
To3u otyeT TpsiOBa CHIIO Aa ACPUHHUPA TEKYIIO M3IMOJI3BAHUTE KOHTPOJIH
Ha CHTYpHOCTTa M TNPUYMHUTEC 3a NpoBajJia Ha TE3W KOHTPOJIU 3a
MIPOTHUBOTIOCTABSHE HA aTaKy.

I/I360p Ha MOAXOOAII TUII PCIICHUE CHC 3allIUTHA CTCHA

Enna opranuszamus Tpsa6Ba ga u3depe moaxoasimoTo peieHre ChC 3aluuTHA

3aBUCUMOCT OT HCO6XOI[I/IMI/ITC YCJIOBUS U U3NCKBAHHUA, KOUTO Ca OIIPCACIICHH,

OLCHCHATa CTOMHOCT Ha IIpOAYKTa U HCT'OBOTO 6Lp3OHeﬁCTBH€. OpFaHI/II’)aHI/I}ITa
MOXC Ja H36epe Jda OCBIICCTBU PCIICHHUC CbhC 3alllUTHAa CTCHA Ha HHBO
MPUIOKCHUA HJIN PCIICHHC CHC 3allliTHA CTCHA HaAa HHBO MPCIKaA. CJ]GI[HaTa

TUCKycHs U30posiBa CUTYaIIMUTE, KOraTo TpsAOBa Ja ce u30epe 3alluTHA CTEHA OT

HUBO TNPWIOKEHUS WIM Mpexa. M300pbT Ha 3amUTHA CTEHAa Ha HUBO

IMPUIOKCHUA, € AKO:

opraHu3anusTa TpsOBa Jga OCBIIECTBH 3/IpaB HHCTPYMEHT 3a (UITpUpaHe
Ha MaKeTH;

BHCOKaTa MPEKOBa CKOPOCT HE € OCHOBHHSAT BBIIPOC;

MpekaTa Ha OpraHM3alusATa HWMa BHUCOKOTEXHOJOTHYHHU XapyepHH
CHUCTEMH, KOUTO MOTAT Jia MOJIIbpKaT BUCOKUTE U3UCKBAHUS 32 00paboTKa
Ha codTyepa Ha 3alUTHATA CTEHA;

opraHu3anusTa TpsOBa Ja ClIed U MPEKOBO-, M MPHUJIOKHO-O0a3upaHaTa
KOMYHHUKAIIUS,

OpraHU3aNMsITa UCKA J1a BKIIOYU JOMBIHUTEIHU €JIEMEHTH Ha CUTYPHOCT,
KaTO HalpuUMeEp OTKPHBAHE HAa MPOOUBH.

N300pbT Ha 3alIMTHA CTEHA OT HUBO MpEXka, € aKo:

opraHu3alusTa MCKa Ja HM3MO0J3Ba YCTPOHMCTBO 3a 3all[UTHA CTE€HA WJIU
pyTep, KOUTO € MPEeKOH(PUTYpUPaH ChC COPTyep 3a 3alUTHA CTEHA U JIECHO
MOXKE Ja C€ 3aKayu 3a CTpPyKTypaTa Ha MpexaTa W HE3aBUCHUMO OT
U3MO0JI3BAHUTE ONEPALIMOHHU CUCTEMU;

MpeX)oBaTa CKOPOCT Y M3IIBJIHEHUE Ca OCHOBHU BBIIPOCH;

opraHu3anusTa Tbpcu €(eKTUBHO OTHOCHO IIEHATa PEIIEHUE ChC 3aIl[UTHA
CTEHa.

opraHu3anusTa HCKa Ja OCBIIECTBU €JIEMEHTH, KaTo Hampumep
dbunTpupane u qokiaasane Ha [P, 6e3 n1a uHCTaNIMpa NOMBIHUTEHU HElla.
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Cnen ompejaeissHe Ha CJIOS, Ha KOWTO 3alllUTHATa CTEHa e Obje
OCBIIIECTBEHA, TPsIOBaA J1a U30epeTe TEXHOJOTHS 3a 3all[iTHA CTCHA.

e Opranu3zanus MOXe Ja u30epe Ja W3MOI3Ba NMPHIOKHN MPOKCH YCIIYTH,
aKo IUIaHWpa Jia MPEJOCTaBU CUTYPHOCT HAa HUBO NpuiioxkeHus. [Ipokcu
MPWIOKEHUATA CBIO TMPEJOCTABAT BB3MOKHOCT 3a Mackupane Ha [P,
KOETO CKpHMBa BBTpEIIHA Mpeka OT BBHIIIHA TakaBa, JOPHU MOrar ja
BKJTIFOYBAT JOIMBJIHUATEITHA BB3MOXKHOCTU 332 CHUTYPHOCT, KaTO HaIlpuMep
CUCTEeMa 3a OTKpHBaHE Ha MTPOOUBH.

e Enna opranuzamus Moxe aa uzoepe stateful 3amurna crena, puntpupaiia
MaKeTH, aKO MCKa MAKeTUTE OT JaHHM JIa C€ MPETJIekKAaT U MOTBbPIKIaBarT,
MIPE/IM J1a BIsA3aT B MpeKaTa.

e EnnHa opranuzamusi Moxe jaa u3z0depe XMOpHIHA CHCTEMA, 3aIllOTO TS
npeaiara u GuITpupaHe Ha MaKeTH, ¥ TIPOKCH 3alllUTHA CTCHA.

Crnen xato onpe/en HUIBOTO Ha CUTYPHOCT Ha 3alllUTHATA CTEHA U THUIIa Ha
CUTYPHOCTTa, OpraHu3anuara TpsOBa Ja penu KakbB 1€ € PEeKUMBT Ha
YCBOSIBAHE Ha PEIICHHETO ChC 3alllMTHA CcTeHa. MMa HIKOJKO TpPOJyKTa 3a
3al[UTHA CTE€HA, TOCTHITHU 32 CBOOOHO CBaJIsTHE, KAKTO M TaKMBA Ha OMpeesieHa
neHa. [lareHToBaHNWTE 3aIIMTHUA CTEHH Ca HAW-YECTO XapAyepHO-0a3upaHu U ca
MTOAXO/ISAIIA 32 OpTraHU3AlMK C OOMMpHA CTPyKTypa. [IpuumHaTta € B ToBa, 4ye
MPOJaBaYNTE HE CAMO WHCTAIMPAT PEIICHUETO ChC 3alllUTHA CTEHA B MPEXa, HO
U TPEJOCTaBAT MOAPHKKA, ako uMa mpoosiem. ChiecTByBaT u copTyepHO-
0a3vpaHu NATEHTOBAHW 3allUTHU CTeHHU, kKato Hampumep Gauntlet u MS-ISA
CBPBBD.

MN300p Ha moAXOAAI IJIAH HA 3aIIMTHA CTEHA

Jlpyro BaxXHO pelIeHue Mpe OPraHU3alUUTE € KOW THM IUIAH Ha 3allUTHA
cTeHa aa u3noyi3Bar. CneaBar HSAKOJKO CUTyallMd, KOUTO HAaKpaTKO IIE BH
3aIl03HAAT C MPUMEPUTE 3a IUIAH:

e [lnam ¢ enuHCTBEHA 3allWTHA CTEHA € HAW-TOAXOMOMAII, KOraTo
OpraHu3alusTa ce€ HyXIae Ja peaau3upa UKOHOMUYHO PEUICHUE ChC
3alMTHA cTeHa. ToBa o3HauaBa, 4e OpraHu3anusITa IJIaHUpa Ja U3M0JI3Ba
caMO €JWH pyTep 3a OCHIISCTBSIBaHE Ha (YHKIMK Ha 3allUTHA CTEHA,
IJIaHBT C €AMHCTBEHA 3alllUTHA CTEHA € Hail-100po W Hail-e(heKTUBHO
pelieHre OTHOCHO IeHaTa.
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e HeHanexaHUAT XOCT IJIaH, NPU KOUTO NyOJUYHUTE CBHPBBPU Ha
OpraHu3allMy Cca IIOCTaBEHM 3a] 3alUTHATA CTEHA WIIU CIIeJ Hed U ca
OTBOPEHH 3a CBETA, € MOIXOII, KOraTo MyOJMYHUTE ChPBBPH HA YacTHA
MpeKa HE M3UCKBAT BHCOKA CUTYPHOCT M HE pa3CTpOMBAT yCIyTMTE Ha
BBTPEIIIHATA MpEXKa.

e [lmanbT C pemMuIMTapU3MpaHa 30HA € HAU-TIOAXOMAN], KOraTo eaHa
OpraHu3alMs HWCKa Ja 3allUTA NOyOJIUMYHHUTE CH CBHPBBPHU, KAKTO H
BBTPEIIHATA CH MPEXA.

OIIeHKa HAa Bb3MOKHOCTUTEC HaA 3allIUTHATA CTCHA

Hsaxonkoto BB3MOXHOCTH, KOHTO TpH6Ba da CC pasrjicagar, ca
MaH_Ia6I/IpyeMOCT, HHUBO Ha CJIOXHOCT, MH3IIBJIHCHHUC W AOOINBJIHUTCIHU
BB3MOKHOCTH.

Mamaoupyemoct

Enna 3anmTHa cTeHa e Mamadbupyema, ako Moke Ja 00eJUHHU JpyTrd HOBU
IOPUJIOKEHUS U 3alMTHU cTeHU. Hampumep, nopu u cien CTpyKTypUpaHeTo Ha
peleHre ChC 3alllUTHA CTEHA, €HA OpraHu3als MOXe Ja uMa HyX7Aa Ja
MOJIHOBH CHUCTEMara CH C aHTUBUPYCHHM OOHOBsiBaHuUs (updates) miau ga uma
HY’KJa Jla MHCTaJMpa CUCTEMa 3a OTKpUBaHE Ha MPOOMBH, 3a JAa MOACUIH
CUTYPHOCTTA. 3alllUTHATa CTeHA TPsA0Ba /1a € JOCTaThUHO I'bBKABA, 3a J1a 00€IMHU
TE3U MPOMEHU C MUHUMAJTHU WJIM HUKAKBH IIPOMEHHU B CTPYKTypata CH.

AKoO TS HE € MaiadupyemMa, opraHu3alusITa MOXKe Jla UMa HYX/1a J1a KyIu
HOBO pEIIEHUE BCEKHU BT, KOTATO UCKa J1a 100aBU HOBU BH3MOKHOCTH.

CJ0KHOCT

Enna 3amuTHa cTeHa He TpsiOBa Ja € TOJIKOBA CIIOXKHA, Ye /1a € TPYIHO J1a ce
paszbepe, nHcTanMpa, KoHGUrypupa v noaabpxa. JIecHu HHCTATAIIMOHHU CTHIIKU
CNTMMUHUPAT PUCKA OT TPEIIHW KOH(UTYypalMoHHH HacTpoiku. OCBEH TOBa
uHTepdEeNChT Ha 3alIUTHATA CTeHA TPsIOBa CHINO J1a € MPOCT U MOCJIEeI0BATENICH,
Taka 4e Jia € JIECHO Jla ce afMuHuCTpupa. Ho yiecHsBaHETO Ha CIIOKHOCTTA Ha
3alllUTHA CTEHA HE O3HAyaBa Jia s HAMPABUTE TOJKOBA €JIEMEHTapHA, Y€ BCEKHU
BBHHIIICH YOBEK J1a MOXKE J1a XaKHE MpexaTa.

bbp3oaeiicreue
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bpp3onelicTBUETO Ha PELIEHUE ChC 3alUTHA CTEHA TpsOBa Ja MOJICUIIBA
CKOpPOCTTa M OBbP30ACHCTBUETO HA LisAJIaTa Mpeka Ha OpraHu3aluaTa, BMECTO Ja
g 3aTpyJHsBa. 3allMTHAaTa CTeHa TpsAOBa na ObJe NOCTaTHhYHO CHTypHA, 3a 1A
yIOpaBiisiBa TEKBK Tpaduk HA 1aHHU. T TpsAOBa Ja MpenocTaBsi Bb3MOXKHOCT 3a
aBTEHTHUKAIM, 3a J1a IOTBBbPIY BIU3aHETO HA IOTPEOUTEHN U TAKETH OT JIaHHU B
Mpexara.

OcBeH TOBa TEOPETUUECKH €/1Ha 3alllUTHA CTeHa TpsAOBa Jla ce KOHPUrypupa
Taka, Y€ PelOBHO J1a CBAJI U MHCTaJipa OOHOBSIBAaHUS HA MpoAyKTa. Ts TpsiOBa
J1a MOKE J1a “‘Ch)KUBSIBa” MpexaTa Obp30 B Cllydail Ha CpUB.

I[OII”I)JIHI/ITCJIHI/I BB3MOKHOCTH

BT:3MO)KHOCTI/IT€, AUCKYTHUPAHU IIO-TOpPEC, Ca OCHOBHU CIICMCHTH, KOUTO Ca
3aAbJDKUTCIIHU 34 BCUYKU PCIICHUA CHC 3alllMTHA CTCHA. Ho uma OIpCACIICHA
AOIIBJIHUTCIIHU BB3MOKXHOCTH, KOUTO MOraT Aa HAIIpaBAT CIHO PCIICHUC CBbC
3alllUTHA CTCHA IAJIOCTHO.

e Pemenusita chC 3allUTHA CTE€HA € 3a NPEANOYMTAHE Jda ChAbPXKAT
(YHKIIMOHAJIHOCT 3a TyHEJIMpaHe, 3a Ja OCBHIIECTBABAT pEIICHHWE Ha
KPUNTUPAHE CAUT-I0-CANT.

e 3alUTHUTE CTCHH TPsOBA Jla JOKYMEHTHUPAT JEHHOCTTa HAa MpEKarTa, Taka
4ye aJMUHUCTPATOPUTE J1a MOTaT J1a MPOCIEIAT BCAKO CbOUTHE 3a JICHS.

e 3amuMTHUTE CTEHU TPsAOBa Ja UMaT BrpajJieHa BIUCOKA JOCTHITHOCT, 32 Ja ce
3aHMMaBaT C MPEXKOBHM PUCKOBE, KOUTO MOraT Ja c€ MOSBIT MOopaau
HENpPEeIBUICHN KpaxoBe. Ta3n 0COOCHOCT MO3BOJSBA HA 3AIIUTHUTE CTEHU
Jla IpeiaBat onepanuuTe cu Ha backup 3anuTHY CTEHH, aKO UMa CPUB.

e Hsxon 3amuTHU CTEHU CBINO MPEAOCTABAT MEXAaHU3MHU 3a XBalllaHE Ha
HapymuTenu. EquH TaksB MexaHu3bpM € honeypot MexaHH3MBT, KOWUTO
NpUMaMBa HapYIIUTENH C MOKa3BaHE HA JaHHH, KOUTO HE Ca HCTUHCKH.

CpaBHeHne HAa U3UCKBAHHUATA C BB3MOKHOCTHUTE

Koraro Begubx opraHnuszanusTa € OleHIIa Bb3MOXHOCTUTE Ha PEIICHUETO
ChC 3allMTHA CTEHA, CJIe/IBAlaTa BayKHA CTHIIKA € J1a CE€ CPABHAT U3UCKBAHUATA 32
MpPEKOBAa CUTYPHOCT C BB3MOKHOCTUTE Ha PA3IMUYHUTE PEIICHUSI ChC 3alIUTHA
CTEHa, JOCTHITHU Ha Maszapa. TpsdBa ma ce n3bepe camMo TOBA PEIICHHE, KOETO
U3IBJIHSABA TOBEYETO MPEXKOBU H3MCKBaHMs. TpsOBa Ja ce BHUMAaBa Ipu
OlLICHsIBaHE Ha OcoOeHocTUTe Ha 3aumuTHaTa creHa. OdepTu 3a pelieHue cbe
3alllUTHA CTeHA TPsAOBa /1a ce B3eMar OT pa3iIudHHu rpojaBaund. OCBEH ToOBa Mpeau
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3aBbPIIBAHCTO HA CACIIKATA OPIraHU3AIUNUTC Tp}I6Ba Ada IIPOBCPAT IMOAAPBKKATA

cien npoaax0ara, KOSITO MpoAaBayuTe npeaiarar aa npenoctasar. [logapexka

CJICa npona>K6aTa € JXU3HCHOBAKCH ACIICKT Ha IIPOoNcCa Ha OCBIICCTBABAHC HA

3alllUTHA CTCHA.

OneHka Ha pelIeHHETO ChC 3aMTHA CTeHA

CJ'IGI[ KaTo CTC CpaBHUIIM Bb3MOXHOCTUTC Ha 3alllUTHATA CTCHA C

M3HMCKBAHUATA 32 MPEXKOBA CUTYPHOCT U TIPEU HAaKpas J1a u30epeTe pelieHue Che

3alllUTHA CTCHA, € IIPCIIOPBUINUTCIIHO Jla OLUCHUTC PCHICHUCTO ChC 3allluTHA CTCHA

I10 CJIICIHHUTC (baKTOpI/II

Texnuuecka nooopuwvoicka cned npodadxcoama. IlponaBauurte TpsiOBa na
PeIoCTaBAT epUKacHa TEeXHUYECKa MOJIPHKKAa HE caMO IO BpeMe Ha
WHCTaNAlMATa Ha 3allldTHATA CTeHa, HO W cien mnpoaaxkOara. Tosa
MOJICUTYpSIBa, Y€ PEIOBHA MOJIPHKKA € TIOCThITHA B CIy4ail Ha CPUB WU
KOTaTo TS C€ U3HCKBA.

o [lena na nooopvorckama. llonabppkaHeTo Ha 3allUTHATA CTEHA € YacT OT

HeliHaTa oOma 1eHa. MHOro opraHu3aluy MpaBsT Tpelika, KaTo He
n00aBsT lIeHaTa Ha MOJIPHKKATa B 00I[aTa II€HA Ha MPOAYKTa U KOTraTo ce
IaThH 3a TONAPHXKKa (IEHUTE OOMKHOBEHO Ca JI0CTa BHCOKH), T€
OOBHHSBAT IMPOJABAYMUTE, Y€ HE ca T'M HH(POpMUpaNIM MO-paHO. 3aTOBa,
KOraTo TIOJIKCBAT JOTOBOP C IMpojJiaBay, OpraHU3aluuTe TpsOBa aa
MPOBEPAT TIEpUOJa Ha TapaHIMATa W Kiay3ara 3a TapaHIUs, KOSITO WM
npenyarat. ToBa 11e MOMOTHE Ha OpraHn3alyATa J1a OIICHH THIIa U pa3Mepa
Ha TOIJIPHIKKATA, KOSITO MPOIaBauybT IIPEIOCTABH.

o Jloxymenmayusi Ha npodykma. OpraHuzaluure TpsOBa Ja MPOBEPAT 1

MPOIYKTHT, KOUTO MCKAT Ja KYMST, ChIbpPKa MOAPOOHA TOKYMEHTAIIUS
WHCTaJlMpaHe, KOHPUTYpUpaHe U MOIpaBsHe Ha 3allluTHaTa CTEHA.

hd Hpomomun Ha 3awiumHama cnmela. Hpez[H ¢IHa OopraHu3anusa aa KyIInu

MPOJYKT ChC 3alllMTHA CTEHA, TS TpsAOBa Ja MOMUTA 3a MPOTOTUIl Ha
MPOJIyKTa, Ja TECTBAa W OILEHW (PYHKIIMOHHMpPaHETO My. ToBa momara 3a
OIICHSBaHE CJabWTe W CWJIHWTE CTpaHW Ha Tpoaykta. OCBeH TOBa
Opra”Hu3alusaTa MoJay4aBa Bb3MOXKHOCT J1a IOTBBP/IU, Y€ PEUICHUETO ChC
3al[MTHA CTEHA MPENOCTaBs ISIJIOCTHA CUTYPHOCT Ha MpeKara.
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Jlekuusa 5

KakBo e oTKpuBaHeTO HA NPOOUBHU?

OTKpuBaHETO Ha MPOOMBU € M3KYCTBOTO 3a OTKPUBAHE M pearvupaHe Ha
KOMIIOTBPHU aTakd W 3710ynoTpebu. HeroBure QyHKIMM BKIOYBAT
Ipeana3BaHe, Bb3IUPAHE, OTKPUBAHE, pearupaHe, OLICHKA Ha IIETUTE, O4aKBaHE
Ha aTaky U NOJbpKaHe Ha HH(pOpMaLus 3a IPOOUBUTE.

Nma pasznuyHu TEXHUKU 3a OTKPUBAHE Ha MPOOMBU U BCSKA OT TiX
OCUTYpsIBa Pa3JIMYHU MOJI3U B 3aBUCUMOCT OT OOKPBKEHUETO. TeXHUKa, KOSITO €
yJadHa B €IHO OOKPBKEHHE, MOKE J1a HE € yJjauHa B Ipyro. B ciencTsue Ha TOBa,
MOJK€ J]a OTKPHUETE, Y€ Ce cpenaT HAKOJIKO TEPMUHA 32 OTKPUBAHETO Ha MPOOUBH.
Haii-uecto n3noyzBaHuTe (HO HE 3aBJDKUTEIIHO HAM-TOYHUTE) Ca CIETHUTE;

e Intrusion detection 0o3HauaBa OTKpHBaHE Ha HEYI'BJIHOMOIIECH JOCTHII A0
KOMITIOThpPHA MpEXa.

e Misuse detection o3HauaBa OTKpHBAaHE Ha AaKTHBHOCT, CHBIAJallla ChC
“3nmoynoTpeda’ Mo 3a1aIcHu MpaBua.

e Anomaly detection o3HauaBa OTKpMBaHE HA HAPYLICHHS OT MPUEMJIIUBHS
npodus1 Ha TOBEICHHUE.

e False-positive ¢ amapMa 3a HIKOM HEECTECTBEHH JICHHOCTH, KOMTO HE ca
3noynoTpeda ((animpa TpeBora).

e False-negative e 3710ymoTpeda, KOSITO HE CE OTKPHUBA WIIH allapMHpa.

Tora ca crnenuduynu 1eUHUIIMNA, KOUTO HAOATAT HA PA3JIMYHU ACTEKTU
Ha OTKpHUBaHETO Ha mpobusu. Hait-oOuure nepuHUIIMM, KOUTO OOSCHSIBAT
IITUPOKHUTE Bb3MOKHOCTH Ha CUCTEMHTE 3a OTKpUBAHE HA MPOOUBH, ca JaJCHHU OT
Intrusion Detection SubGroup (IDSG) ot mpe3unenTckust cbBet National Security
Telecommunications Advisory.

[TpoOuBbT (intrusion) € HEYMBIHOMOIIEH JOCTBHII JO W/WIA aKTHBHOCT B
uH(pOpPMaIIMOHHA CUCTEMA.

OtkpuBanero Ha mnpobuB (intrusion detection) e mporechT Ha
uaeHTU(UIIMpaHE, Y€ € HAmpaBeH OIMUT 3a MPOOWB, Y€ MPOOMBHT CE CIIy4Ba B
MOMEHTA WJIK Y€ BEUE CE € CIyYnJI.
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Nunukanusra (indication) e uHboOpMaliys, KOsITO Mpemnoara 3amiaxa. Ts
BKJIIOYBA. CMEUU(UYHU JOKA3aTEJICTBA, Y€ C€ € CIy4us MpoOWB, U BKIIOYBA
MHTEPECUTE, HAMEPCHHSITa U Bh3MOKHOCTUTE Ha 3arjiaxara.

CucremuTe 3a oTkpuBaHe Ha ipoousH (Intrusion Detection Systems - IDS)
OCHUTYpSIBAT JOIIBIHUTEIIHA Bb3MOKHOCTHA OTBBJ OTKPUBAHETO U OTTOBAPSHETO
Ha 370ymoTpeOn W HapymmTenu. HSIKomKo OT Te3W BBH3MOKHOCTH BKIFOYBAT
MOIPHKKA TIPU OTNpeIeTIsTHe Ha r100a U 3aBeKIaHe Ha nero. Mmano e HIKoIKo
OMHTa TO-SCHO W TPEUM3HO Ja ce NeUHUpAT YCIIOBHUS, OTHACSIIA CE [0
OTKpPUBAHETO Ha MPOOMBU, HO TEPMUHBT Intrusion detection ocraBa Haii-o0I]
TEPMUH 3a IMUPOK HA0Op OT BH3MOKHOCTH. Bbrpeku ToBa, BCUUKHU JIePUHUITIH
ca TpuUeMIUBUA. MOXeTe J1a CH HACOYWTEe BHHUMAHHETO KHbM CICIU(PUIHHUTE
M3WCKBAaHMS 332 OTKPHBAHE W pearupaHe, M0KaTO ChBIATHAT C HHCTPYMEHT WM
HaOOp OT Bb3MOKHOCTH.

Kak pa6oru IDS?

Cucremute 3a oTkpuBaHe Ha npoOuBu (IDS) ca KIOYOB KOMIOHEHT OT
ChbBpEMEHHaTa HHQpPACTPYKTypa 3a KuOepcurypHocT. Te mpeacraBisiBar
MTACMBHM CUCTEMHU 3a HAOJIIOJIEHHE, KOUTO aHAM3UPAT MPEXOBUS TpaduK W/ UiIn
CUCTEMHHUTE JIOTOBE 3a MOJO3PUTEIHU JNEHMHOCTH, aHOMAJIWUA WM HU3BECTHH
MOJIEIM Ha aTakd. 3a pa3iuka oT 3amuTHuTe cTeHu (firewalls), KouTo aKTUBHO
onokupatr tpaduk, IDS He mpennpuemar IeWCTBHUS 3a CHpaHE HA aTaKUTE, a
anapMUpaT aAMUHUCTPATOPUTE, KOraTo ObJe 3acedeHa MOTEeHIUaIHa 3arjiaxa.

TpaguionHo, 3a 1a OTKpUBAT BCEKU OIMMUT 3a MPOOUB WM Ja aHAIU3UPAT
JaHHUTE, aIMUHUCTPATOPUTE PhYHO HaOMI0AaBat xypHanuTte (logs), reneprpanu
OT CUCTEMMUTE 3a CUTYpPHOCT (KaTo 3allUTHA CTeHa). B mocnenHo Bpeme npouechT
Mo HaOJIO/IEHWe Ha PECYpCH, ONMUTU 3a MPOOUB WIIM JETailin 3a HEOOWYaitHO
norpebiieHre Ha pecypcu U aHanu3 ce noemar ot IDS. IDS cwmo Habmonasa
M3II0JI3BAaHETO Ha MPOIIecopa, BXOI-U3X0/] OT AUCKa, TAMETTa, MoTpeduTenckaTa
aKTUBHOCT M KOJMYECTBOTO OMMUTH 3a BJIM3aHE upe3 HACHTUHUIUpaHe. AKO
3aMHUCaHUTE XKYypHAIM MOKaXaT OTKJIOHEHHE OT HOPMAJIHOTO u3mois3BaHe, IDS
pearupa ¢ anapma.

Kak IDS npasu ToBa? IDS momabpka 6a3a chec curHatypHu ¢aiisioBe, B
KOWUTO MMa 111a0JI0OHU Ha aTaKH.
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Kakso e ma6non? Besika aTaka cu uMa noanuc, mabiaoH u noseaeHue. Tazu
KOMOWHaIu € Mmo3Hara Kato curuarypa. IDS pa3nosnasa arakata win npooOusa,
KaTO CPaBHSBA 3a CHBIIAJICHUE ChC CUTHATYpHHTE (ailioBe B Oa3aTa.

[Tonsixora ce ciayuBa IDS u 1a He pa3no3Hae arakata WK OMKUTA 3a MPOOUB
WIK JIa s B3e€ME€ 3a HOpMallHa aKTHUBHOCT. B pe3ynraT Ha ToBa ce reHepupar
rpemiky. Te morat aa ce kiaacuduippat kato false-positive nnn false-negative.

False-positive rpemka ce renepupa, koraro IDS cmerHe HOpMaliHa
AKTUBHOCT 10 MpEKaTa 3a OIHT 3a MPOOMB U reHepupa anapma. AKO TO3H THIT
aapMa TpoIbJDKaBa Ja ce TeHepupa, aIMUHUCTPATOPUTE MOXKE Ja 3aroYHaT Ja
He 3a0eisi3BaT MCTUHCKHUTE anlapMu. B pe3yirar Ha TOBa pealHUTE OMMTH 3a
npoOUB MOJKE J1a OCTaHAT He3a0esI3aHu.

False-negative rpemika ce ciryusa, korato IDS urnopupa onur 3a mpoOuB u
ro CMETHE 3a HOPMaJIHO ITOBEJCHNE Ha MpeXkKaTa.

IDS n 3amurTHAa cTeHa

UYecto nma o0bpkBane Mexay pyHkiuute Ha IDS u 3amutHaTa cTeHa, Kato
HETPaBUJIHO C€ UHTEpIpeTUpaT (PyHKIIMUTE HA 3alllUTHA CTEHA, KOUTO BCHITHOCT
ca ¢yukuuu Ha IDS. Ipuabpxaiiku ce KbM 00IIOTO pa3dupaHe, 3aIIUTHUTE
CTEHM pa3MO3HABAT aTakara U g 010kupar. ToBa o0aye HE € ChbBCEM BSIPHO.

3amUTHATE CTEHU PabOTIT, KaTo OJIOKUpAT BCHYKO M TOTaBa MPOTPAMHO
JIOIyCKaT caMo HAKOJIKO M30paHu Herla. B equH uueaneH cBAT, BCHUKH CUCTEMH
U Mpexu Ouxa Ouim OJOKMpaHU M OCUTYPEHU W 3allluTHA CTeHa He Ou Ouiia
HeoOxonuma. TouyHaTa mMpUYMHA J1a W3MOJI3BAHETO Ha 3alllMTHA CTEHA € 3a
3aMmyIIBaHe Ha HAKOU JYTIKU B CUTYPHOCTTA.

3aTroBa, KOrato € MHCTAJIMPAHa 3alllUTHA CTE€HA TSI MbPBO CIHPA BCAKAKBU
koMyHukanuu. Cren ToBa aJAMMHHUCTPATOpbT J00aBsg MpaBuia, KOHUTO
paspeniaBaT NpeMHHABAHETO Ha crenu(UYHU TUNOBE Tpa(UK U Bb3MUPA BCEKU
npyr tun tpaduk. Hampumep, egHa 3amuTHa CTeHa, pa3peliaBaiia AOCThII JI0
WNurepner, Onokupa Bcuuku UDP u ICMP geittarpamu, cnupa BCUYKH
npuxonsiu TCP Bpb3ku, HO pazpemana uzxoasaiu TCP Bpb3ku. C apyru gymu,
3all[UTHATa CTEHA pa3pelllaBa BBTPEUIHUTE MOTPEOUTENM HAa OpraHU3alusaTa Ja
n3no0a3Bar MIHTepHET, HO 0TKa3Ba BCUUYKH 3asBKU OT MIHTEpHET KbM BbTpEIIHATA
Mpexa. 3allMTHATa CTEHA HE € JUHAMUYHA CUCTEMa, KOATO MOKE Ja YCETH, Y€ Ce
IIPOBEXK/IA aTaKa.
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3a Pa3jiiKa OT 3allluTHATa CTCHA, IDS e mHOTO IIo-AMHaMHU4YHa CHUCTCMaA. Ts
HMa Bb3MOKHOCTTA Ida OTKPHBA W PA3lIO3HABA ATAKHUTC CPCINY MpPC)KaTad, KOUTO
3allluTHAaTa CTCHAa HC MOJKC 1a BUIU.

[IpencraBere cu ciequus npumep Ha mpoOuB. Ciiy)KUTEN Ha OPraHU3aIHsITA
II0Jy4aBa €JIEKTPOHHA IIOIIa OT JPYr CIIy’KMTEJ, Ka3Balld, 4y€ TOW € OTKPHI
oTaaBHa JuncBamys My ¢ain. Cay>KuTenar oTBaps IMOIlaTa U IIpaKkBa BHPXY
U3ITBIHUMHUS TIPUKAdeH (ailil, KOMTo € apxuBupaH. 3mbIHUMUAT TOKYyMEHT UMa
TPOSIHCKM KOH, NpUKayeH B ce0e cu. TpOSHCKUAT KOH, OTBaps Bpb3Ka KbM
Xakepckusi KoMImoTbp. Cera 3allMTHaTa CTEHA, MHCTAJIMpPAaHAa B MpEKara, HE
BB3IIMpa XaKepa Jia U3I0J13Ba CBOS aTaKkyBalll codpryep Ha oOukHoBeHus nopT §0.
ToBa e Taka, 3aI10TO 3alIUTHATA CTEHA € IPOrpaMHUpaHa Ja He J0IyCcKa BbHIIHU
BPB3KH CaMO MPE3 ONpeIesIeHA opToBe. T cMsTa Beska apyra BpHIIHA HTTP
Bpb3Ka, U3IM3alla OT BTPEIIHATa Mpeka KbM Web cbpBbp, MpocTo Kato apyra
BpB3Ka.

Axo e Owia uactanupana, [DS Ou Moria ga BAurHe ajgapma 3a HeoOU4yaiiHa
aKTUBHOCT B MpeXKaTa. 3a MpUMep ¢ MPEIXOTHUS CIIydai, B HOPMaIHH! yCIOBHS
CIIY>KUTEJINTE He OWXa ONMUTBAJIM Jia BJIsS3aT BB BPB3Ka ChC caliTa, KbM KOMTO
TPOSTHCKHAT KOH OIMTBA J1a OTBOPH Bpb3ka. ToBa ¢ HeoOWUaliHa aKTHBHOCT M
CJIEIOBATEITHO IIIE Ce TeHeprpa ajapMma.

IDS Texuuku

3a na otkpue npobusu, IDS cucremara TpsOBa 1a € O0a3upaHa Ha CIECTHUTE
JIBE TEXHHKHU:

e Anomaly-detection TexHUKa (OTKpUBaHE HA AaHOMAJIHS);
e Misuse-detection Texuuka (Signature-based).

Anomaly-Detection TexHuka

Anomaly-detection TexHukaTa ¢ 6a3upaHa Ha MPENOJ0KESHHETO, Ye BCHIKH
JeNCTBUsI, HEChBMNAJAIM C HAaOOp OT 3aJaJlcHH TOBEACHHSA, Ca aHOMAJIHS.
AHOManus € TMOBEJACHUE, KOETO HEe € HOPMajlHO M € HEeNpaBWIHO. 3a Ja
pasrpaHu4yd aHOMAJIHU OT HOpMaiHu AeictBus, IDS unentuduimpa mpexonara
aKTUBHOCT IO MPO(UII U ako Helo He chBHaga ¢ npoduina, IDS ro ordens3Ba
KaTo aHOMaJIMs U TeHepHUpa anapMma.

AHomanHo-6a3upana IDS cucrema paboTu ype3 ch3gaBaHe Ha 0aza OT
HOpMAJIHU JIEUCTBUS B Mpekarta. Ta3u 0asza e riiaBHO Oa3upaHa Ha CTATHCTHKH,
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3aMucaHd OT IOBEJICHUETO Ha BXOJHO-U3XOJHM OIEpallud, HU3MOJ3BaHe Ha
mpolecopa, mameTTa, MOTpeOUTENCKa aKTUBHOCT U OpOil ONUTH 3a BIM3aHE Upe3
uaeHtuduuupane. IDS HaGmogaBa MpexxoBaTa akTUBHOCT 4Ype3 CpaBHSBaHE Ha
MOBEJICHUETO HAa KOMIIOHEHTUTE Ha MpexaTa ¢ reHepupaHara 06aza. Ako e
3a0eJIs13aH0 JIOPH MaJIKO HapyllieHue (0T Te3u AeruHUpaHH B 6azaTa), aHOMaJIHO-
6asupanara IDS renepupa anapma.

Hampumep u3mon3BaHeTo Ha MpoIecopa Ha KOMIIOTHP B MpeKarta € OmIo
70% mnpe3 mocneanuss Mmecen. OGaue, 3a enuH crnenu@UYeH JI€H, HEHHUSAT
nporiecop e nokasan uznojiszpane Ha 100%. 3a IDS toBa ¢ HeoOn4aitHO TOBEICHHE
1 CJICIOBATEITHO € TEHEPHpaHa ajapma.

Enna anomanno-6a3upana IDS numa o6ave HaKonMKO HemocTtarbka. Equn ot
TSX €, Y€ BCSAKO HapyIIEHHE Ha HOpMajHaTa akTUBHOCT C€ TPETUpa KaTo MpoOUB.
Karo pesynrar ot ToBa, J0pHU 1M Ha-MaJIKOTO HapyIlIEHHWE T€HEpUpa ajapMa U B
noBeueTo ciaydan Ts € False-positive. JIpyr HegocTarhk €, 4e TO3U MOJIeN HiIMa
BBb3MOXKHOCT Ja aHaju3upa MOBEJACHUE IO Ia0JIOH W JAa UACHTUdUIpA
IpUYMHATA 32 HECHOPMAITHOTO ChOUTHE.

Crbnku npu padora B IDS:

1. Cw3naBane Ha bazoB Ilpodun (Baseline Profiling): IDS, usnomnssaiu
OTKpPUBAaHE HA aHOMAJIMHU, IHPBO Ch3AaBaT 0a30B NMpoduil Ha "HOpMATHO"
MOBEJCHUE Ha MpekaTa WIM XocTa. 103U Mpoduii MOXKe /1a BKIIOYBA
pa3IMYHU METPHKH, KaTO:

o MpexoB Ttpadux: OOGem Ha Tpaduk, MNPOTOKOIH, TOPTOBE,
M3TOYHUIY U ICCTUHAIINK Ha TpadUK, 4eCTOTa Ha BPB3KHUTE.

o Cucremnu pecypcu: Mznonszsane Ha CPU, mamer, IHUCKOBO
IPOCTPAHCTBO.

o [ToBenenne Ha motpeOuTenuTe: Bpeme Ha JIOTMH, KOMaH/IH,

J0CTHII 70 (paityiose.
0 Cucremuu jorose: UecTtoTa ¥ BUJ Ha CHOUTHSITA.

bazoBusaT mpodun ce msrpakma upe3 HaOMIOACHUE Ha cUCTeMaTa 3a
OTIpEJICIICH IEPHOJI OT BPpeME B YCIIOBHS HAa HOpMaJTHa paboTa.

2. Habmonenune u CpaBuenue: Ciej KaTo € ch3aaaeH 6a3oBust npodui, IDS
npoabDKaBa Ja HaOoJgaBa TEKyllara JEWHOCT W CpaBHSBA C
YCTaHOBEHOTO ""HOpMaJIHO'" TTOBE/ICHUE.
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3.  Unpentudunupane Ha OrtkioHeHMs:: AKO HaOMroJaBaHaTa JIEWHOCT
3HAYUTEIIHO C€ OTKJIOHABA OT 6a30BUs npodui (Hag onpeeneH npar), IDS
UACHTH(ULIMPA TOBA OTKJIIOHEHHE KaTO aHOMAJIUSI.

4, ['enepupane Ha Anapma: Ilpu 3acuyane Ha aHomanud, IDS renepupa
alapma, TNpeNyNpexJaBalkKu aJMHUHUCTPATOPUTE 3a MOTEHLHUAIHA
MOJIO3pPUTEIHA JIEHHOCT.

Metoau 3a OTKpuBaHe Ha aHomaJuum B IDS:

CepluecTByBaT pa3jiMyHU CTaTUCTUYECKA M MAIIMHHO-OOy4YaBallld METO[H,
M3I0JI3BaHM 33 OTKpUBaHE Ha aHoManuu B IDS:

o CTaTUCTHUYECKH METOIU:

. basupanu Ha nparose (Threshold-based): Onpenensat ce nparose
3a pa3InyHu METPUKU. AKO HAOJI0/JaBaHaTa CTOMHOCT HaABUIIIH
WIH TaJIHE TIOJ1 TIpara, e CYUTa 32 aHOMAaJIHsL.

. CranpaptHo otkioneHue (Standard Deviation): M3umcisiBa ce
cpeaHaTa CTOMHOCT U CTaHJIAPTHOTO OTKJIOHEHUE HA METPUKHUTE.
HaOnronenusi, KOUTO ca MHOTO CTaHIAAPTHU OTKJIOHEHHUSI OT
CpellHaTa CTOMHOCT, C€ CUMTAT 3a aHOMAJIUH.

. Xucrorpamu (Histograms): Cb3maBaT ce XuUCTOTpaMd Ha
YecToTara Ha Pa3jIMYHUTE CTOMHOCTHM HAa MeTpukure. Penkwure
CTOMHOCTH CE€ CUMTAT 32 AHOMAJIMH.

. Bpemennu penose (Time Series Analysis): Ananuzupar ce
MOJIEJIM BbB BPEMEBUTE PEJIOBE Ha METPUKUTE 3a HEOOUUYAWHU
CKOKOBE WJIU CIaJI0BE.

e Mammunno o0ydyenue (Machine Learning) metoau:

. Knacrepupane (Clustering): Jlanaute ce rpynupar B KIIbCTEPH Ha
"HopMmaiHO" moBeacHUe. HabmroieHus, KOUTO HE MPUHAJIJICKAT
KbM HHKOH KI'CTEP WIIU Ca J1ajied OT BCUYKHU KIITbCTEPH, CE CUUTAT
3a anomaymu. (Hanpumep K-Means, DBSCAN).

. Knacuduxanus (Classification): OOyuaBa ce kinacudukarop
BbpPXY JaHHU, O3HaueHH Karo '"Hopmannu". Crex ToBa
KJIacu(PUKaTOpbT C€ M3MOJI3Ba 3a TPEJCKa3BaHE Jald HOBH
HaOmrofeHus: ca "HopmanHu" wnu "anomanuu". (Hampumep
Support Vector Machines, Decision Trees).

. HeBponnu wmpexu (Neural Networks): ABToeHKoaepute
(Autoencoders) morar na Obaar oOydeHU J1a PEKOHCTPYHpAT
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"HopMaiHU" NaHHU. AHOMaJIMUTE 1€ MMAT IO-BUCOKa I'pellKa
MIPU PEKOHCTPYKIIUS.

. One-Class SVM: OOyuaBa ce Mozen, KOHTO oOxBamia
"HopmasiHuTe" naHHW. HaOmroneHus W3BBbH Ta3uW rpaHula ce
CUMTAT 3a aHOMAJIUH.

Ipexnmcra Ha Anomaly-Detection Texnukara

e BBb3MOXKHOCT 32 OTKpHBaHE Ha HOBH M HETIO3HATH aTak (zero-day attacks):
TBi KaTO HE pa3uuTa Ha MPEIBAPUTEIHO U3BECTHU CUTHATYPH, MOXE J1a
uAeHTUUIIMPA HEOOMYAMHO TTOBEJACHHUE, KOETO MOXKE J1a € MHAMKATOp 3a
HOBA aTaka.

e OTkpuBaHE Ha BBTPEIIHM 3aruiaxu: Moke Ja 3aceue HeoOMYaiHU
JNEUCTBUSL HA JISTUTUMHU TOTPEOUTENH, YMUTO aKayHTH MOXKE Ja ca
KOMITPOMETUPAHU WJIA KOUTO U3BBPIIBAT 3JIOHAMEPEHH JICHCTBUSL.

e AJIaNITUBHOCT KbM MPOMEHH B MPEKOBOTO noBeneHue: bazoBusar npodun
MOX€E J1a C€ aKTyaJIn3Upa C TCUCHUE HA BPEMETO, 3a Ja OTpa3u IPOMEHU B
HOpMaJiHaTa paboTa Ha MpeKarta.

Henocrarbuu Ha Anomaly-Detection TexHukaTa

e Bucoka dyectora Ha QanmuBy MojaoxuTesHu pesynratu (false positives):
Bcsiko HeoOnvaitHO, HO JIESTUTUMHO TMOBEJEHUE MOXKE Ja OBbJe MOTPEIIHO
UICHTUPUIIMPAHO KaTO aHoOMausl. HacTpoliBaHeTO Ha UyBCTBUTEIHOCTTA
Ha CUCTeMaTa € KpUTHYHO.

e TpynHocT npu ompenensHe Ha "HopmanHo" mnoBenenue: HopmamaHoTo
MpPEXXOBO TIOBEJICHHE MOXE J1a Oblle CI0XKHO W JAUHAMUYHO, KOETO
3aTpyAHSIBA Ch3/IaBAHETO HA TOUEH 0a30B TIPOdHIL.

e Bmb3MoxHOCT 3a poryckaHe Ha "0aBHM" win ""cTenT" aTaku: ATaku, KOUTO
MIOCTEIICHHO TPOMEHST IMOBEICHUETO WMJIM UMUTHUPAT HOPMAJICH Tpaduk,
MOTaT J1a OCTaHaT He3a0esI3aHu.

e ll3KcKBa 3HAUUTEIIHU peCypcH (B 3aBUCHMOCT OT MeToj1a): Hskou metoau
3a OTKpHMBAHE Ha aHOMAJIMHM, OCOOEHO Te3W, Oa3WpaHW Ha MAIIUHHO
oOyd4eHwue, MoraT J]a M3UCKBAT MOBEUE U3UHCIUTEITHU PECYPCH 32 O0yUCHHE
U aHaJIu3.

e Heo6xomumoct ot oOydeHue u HacTpoiika: EQexTuBHOCTTa HA CUCTEMUTE
3a OTKpMBaHE Ha aHOMAJIMH 3aBHCH OT Ka4€CTBOTO Ha 0a30BUs MPOPUI U
paBUJIHATA HACTPOIKA HA TapaMETPUTE.
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Misuse-Detection TexHuKAa

Misuse-detection TexHukara npejCcTaBs aTakuTe BbB (popMaTa Ha II1a0JIOH
win curHatypa. B To3u monen, IDS nmogabpka 6aza OT JaHHM HAa BCUYKU OT
MO3HATUTE CUTHATypU Ha arTaku. AJjlapMa ce€ TeHepupa BHUHAru, KOrarto
CUTHaATypaTa Ha aTtakaTa chbBHaja ¢ Ta3u, koaro IDS uma B HeliHata 6a3a 1aHHU.
Misuse-detection TeXHHUKaTa ChIIO UMa Bh3MOKHOCTTA JI1a OTKPHBA BapHAHTH Ha
€lHa U ChIIa aTaka.

MopensT Ha 310ynoTpeda AeiicTBa Karo aHTUBUPYCEH codTyep, KOWTO
OTKpYBA BCHYKH BUPYCHH aTaku, akO € OOHOBSIBAaH MEPUOAMYHO C Hal-HOBUTE
BUpycHH curHatypu: [lo momoOeH HaunmH OasupaHuAT Ha misuse-detection IDS
MoOJie] OTKpUBa CaMO TE€3U CUTHATypH, KOMTO Beue ca 3ama3eHu B 0Oaszara OT
TaHHU.

B IDS, 6a3upana Ha T03u Mojen, 6post Ha false-positive anapmute € HyJa.
Obaue, 3aTpyTHEHHETO B TO3U MOJIEN €, Y€ CUCTEMAaTa HEe MOKE J1a OTKPHBA HOBU
TUTIOBE aTaKW, KOUTO HE ca OMJIM OTKPUTH TO-PAHO.

CI/IFHaTypI/ITC Mmorar aa 6T>IlaT pa3iindHu BHAOBC B 3aBHUCHUMOCT OT TOBa
KaKBO CC€ aHaJIM3HUpa.

e Curnatypu Ha HECKO HHUBO (Low-Level Signatures): Tepcsat cnerupuanu
MOCJIEI0BATEIHOCTH OT OaliTOBE B MaKeTUTE JAHHU (HampuMep OnpeesieH
payload Ha 3m0BpeaeH codTyep).

e Curnatypu Ha HuBO mnportokod (Protocol-Level Signatures): Twpcsr
crenu(puUUHN KOMOMHALIMY OT 3arjaBHU IMOJIETa WIH MOCJIE0BATETHOCTH
OT KOMaHJW B OMpEJEIeHH MpeKoBU MpoTtokonu (Hampumep HTTP,
SMTP, FTP).

e Curnatypu Ha HuUBO npuioxenue (Application-Level Signatures): Tepesr
cnenudUIHN MOZENH B TpaduKa Ha ONpeAeSICHU MPUIIOKEHU (HalpuMep
OIUTH 32 EKCIIJIOATAINS Ha YSA3BUMOCTH B YeO MPHUIIOKCHHS ).

e Curnarypu, 0a3upanu Ha cberosiHueTo (Stateful Signatures): Ananusupar
MOCJIC0OBATEIHOCTTA OT NAKETH B paMKHUTE Ha €Ha MPEXOBa Cecus, 3a J1a
OTKpUSAT aTaKu, KOUTO CE Pa3MpOCTUPAT B HAKOJIKO MaKeTa.

e Curnatypu, Oasupanu Ha soroBe (Log-Based Signatures): Twpcsr
CHeHU(PUYHN 3aMUCH UM KOMOWHAIIMHU OT 3alKiCH B CUCTEMHUTE JIOTOBE,
KOUTO MHJIUKUPAT 3JI0HAMEpeHa JIeUHOCT.

[TpennmctBa Ha Signature-based IDS:
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e Bucoka TOYHOCT IIpH OTKPUBAHE Ha MMO3HATH aTaku: AKO aTakaTa ChBIajaa
C HAJIMYHA CUTHATYpPa, BEPOSITHOCTTA 3a (PAJIIIIMBO MOJIOKUTEICH Pe3yTar
(false positive) e HHCKa.

e JlecHo pazbupane Ha anapmute: Koraro ce renepupa anapma, 0OOMKHOBEHO
€ SCHO KaKbB BHJI aTaka € OTKpHUTa (ThH KaTO € CBbp3aHa C KOHKPETHA
CUTHATYpa).

e Hucka xoHcymaiusi Ha pecypcu (B cpaBHenue ¢ anomaly-based IDS):
CpaBHSIBaHETO ChC CUTHATypu OOMKHOBEHO € MO-MaJIKO PECYPCOEMKO OT
U3IPAXKAAHETO U CPaBHABAHETO ¢ 0a30BU NMPOQPMIN HA MOBEICHUE.

e 3psuia TexHojorus: Signature-based oTkpuBaHeTO € 100pe YCTaHOBEHA U
IIMPOKO MU3IMOI3BaHA TEXHOJIOTHS.

HenocraTbum Ha Signature-based IDS:

e HeedekTUBHOCT cpelly HOBM WJIM HEMO3HATH aTaku (zero-day attacks):
AKo HsIMa HaJM4YHA CUTHATYypa 3a JlaJieHa ataka, signature-based IDS nsima
7a 51 OTKpHE.

e HeoOxomuMocT OT TNOCTOSHHA aKTyaiu3alus Ha 0a3ara JJaHHU ChC
curHatypu: 3a na Obae edekTuBHa, 0a3aTa JaHHU TpsiOBa PEJOBHO Ja ce
OOHOBSIBA C HOBH CHUTHATYpH 3a Hal-HOBUTE 3aruiaxu. 3a0aBSHETO B
aKTyaJIM3alnaTa MOXKE J1a OCTaBH CHCTEMaTa ys3BUMa.

e BB3MOXKHOCT 32 IPOITyCKaHE Ha BapUaIliK Ha ChIECTBYBAIM aTtaku: Jlopu
MajJKd TIPOMEHM B TIO3HATA aTaka MOraT Ja HalpaBsST CHIICCTBYBAIUTE
CUTHATYpH HeeEKTUBHHU.

e TpymHo OTKpWBaHE Ha BBTPENIHM aTaKW WA AHOMAJTHO TIOBEICHHE:
Signature-based IDS ¢ dokycupana BbpXy pa3no3HaBaHETO Ha MO3HATH
37I0OHAMEPEHH MOJIEIH, a He Ha OTKJIIOHEHHS OT HOPMAJTHOTO TIOBEJICHHE.

e Moxe Ja M3HWCKBa TOJNSIM Opodl CHUTHaTypu: 3a IOKPUBAaHE HA IIUPOK
CHEKThpP OT 3allaxd MOXE Ja € HeoOXOIMMa ToJiiMa U TOCTOSITHHO
HapacTBama 0a3a JaHHW ChC CHUTHATYPH, KOETO MOXKE Ja IOBJIHIC Ha
IPOU3BOAUTEIHOCTTA.

Tunose cucremMu 3a OTKpUBaHe HA IPOOUBH

CucremuTe 3a OTKpUBaHE Ha MPOOWBH, Oa3MpaHU Ha MOJE]a Ha aHOMAJTHS
WM 3710ynoTpeda, Morat ja ObJaT Kiiacu(puIUpaHu KaTo:

e Mpexoso-6a3upanu IDS (Network-based IDS - NIDS): Habmromasar
MpeXKOBUs TpaduK, IPEMHUHABAIIl [IPE3 OMPENEIeH CErMEHT OT MPEXaTa.
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Te ananu3upaT nakeTUTe JaHHU B pEajHO BpeMe WIM cliel] CbOupaHe.
NIDS 00MKHOBEHO ce pa3moJjiaraT Ha CTPAaTErM4eCKd TOYKM B MpPEXkKaTa,
KBJIETO MOTAaT Jia BUIAT Tpaduka KbM U OT MHOTO CUCTEMU (Hampumep Ha
IpaHMIIATa Ha Mpexarta, Mexx1y DMZ u BpTpeniHara Mpexa);

e Xocr-6a3upanu IDS (Host-based IDS - HIDS): MucTamupar ce Ha OTaeIHA
XOCTOBE (KOMITIOTPH, CBpPBBPH) U HaOJIOIaBaT JEHHOCTTa Ha TO3U
KOHKpPETeH XOcCT. Te aHajau3upar CUCTEMHH JOroBse, (pailyioBa cucrema,
MpOLIECH, W3MOJ3BaHE HA pECypcd U JPYrd JIOKaJHU JaHHU 3a
MOJIO3PUTENTHO MOBEICHHUE;

e XwubOpumau IDS.

Te3u knacupukanuu ca 6a3upaHu Ha HayWHA, 10 KOMTO Besaka enHa IDS e
pasrbppHaTa B Mpexkata. Beska IDS Moxke 1a Ob1ie M13BBH MpeskaTa, KaTo 4acT OT
MpeKaTa WM U Ha IBETE HUBA.

YecTo M3M0/13BAHM TEPMUHHU, CBbp3anHu ¢ IDS

CrnenHuTe TEPMUHM Ca KOMIIOHEHTHUTE Ha Beaka IDS, He3aBuCcMMO nanu e
MpPEXOBO-0a3upaHa, XoCT-0a3upana Ui XuOpuaHa.

Komanana koH3oJja

KomangnaTta KoOH307a € IEHTpanHaTa cpea, KosiTo KoHTpoJinpa msnara [DS.
Ts 0OOMKHOBEHO € MOCBETeHa MalllHa C MHCTPYMEHTH 3a YKa3BaHe Ha MOJUTUKH
u anapmu. Komangnata KoH301a MOIbpyKa KOHTAKT ¢ HaOJI01aBaHUTE MAIIMHU
W/WIIA MPEXKOBUTE CEH30pH Mpe3 KOJAUpaHa Bpb3Ka.

KomaH/HaTta KOH30Ja ChINO Taka M3MbIHSABA (PYHKIMUTE HA OLICHSBALL
(assessment) MeHHJDKBp, IieiieBH (target) MeHWIKBp u curHaineH (alert)
MeHUKBP. IDS Moke na nMa Te3u QyHKIMK MHCTAIMpaHU Ha €1Ha KOH30J1a WU
pasrbpHaTH Ha OTAEIHM KOMIIOHEHTH. B OCHOBHM JMHUM OIpenessIIusT
MEHUKBP CE TPIKU 3a CTaTUYHATAa KOH(PUTypallMoOHHA HHPOPMAIIHS, LIETEBUSAT
MEHUKBP MOANBPKAa BPB3KUTE C KOMIIOHEHTH MO MpekaTa, a CUTHATHUST
MEHUIKBP ChOMpPA U MOIBPKA CUTHAIUTE 32 TPOOJIEMH.

B noBeueTo ciydau, mpOM3BOJUTENIUTE OCUTYpPSABAT COOCTBEHA KOH30JI1a C
TexHus Tnpoaykr. Cera o0ade wuMa TEHACHIMSA 3a WHTETpUpaHE Ha
BBH3MOXKHOCTUTE Ha KOMaHJHATa KOH30JIa C KOHTPOJHHUTE MPEXKOBHU CHUCTEMHU,
kato HP OpenView, u koprnopatuBHUTE KOHTPOJIHU CUCTeMH, KaTo Tivoli.
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Cen3op

Cenzopurte ca copTyepHH TPOrpamMu, KOUTO MOraT Jia ObJaT UHCTAIUPAHU
Ha MOCBETEHU MAIMHU WM MPEKOBU YCTPOMCTBA B KPUTUYHU CETMEHTH Ha
MpexaTa. ToBa ca caMOCTOSITEIHM CUCTEMH 32 OTKPUBAHE, MPE3 KOUTO JAHHUTE
10 MpekaTa MUHABaT. | TaBHaTa poJjisi Ha CEH30pPUTE € Jla ThPCAT B MPEKOBUTE
MakeTu MAOJOHM 3a 3JI0ynoTpeda W B ClAy4yail Ha HapylIeHHE Ja TeHepHupaT
aJapMH B LIEHTpajJHaTa KOH30JIa Ha Mpexkara.

OnoBecrsiBaHe Ha MPo0dJIeM

To3n komnoHeHT B IDS € O0TroBopeH 3a CBBP3BAHETO C OTTOBOPHHUKA IO
CUTYPHOCTTa B Cllydail Ha 3a0eis13aHO HapyuleHue. ToBa cTaBa NOCPEICTBOM
alapMHU Ha €KpaHa, 3BYKOBHM OIOBECTSABAHMS, HM3IpalllaHe Ha CHOOLIEHUS 0
NEUDKBP WIK €JIEKTPOHHA TIOIIA.

Pearupama noacucrema

KakTo npenmnosiara uMeTo, T € OTTOBOPHA 3a U3BBPIIBAHETO HA JACHCTBUE,
0a3upaHo HAa OTYETEHUTE 3aIlJIaXu KbM cucTeMara-1en. Te3u MmoJacucTeMu MoraT
Jla TEHEpUPAT OTTOBOPU aBTOMATHUYHO WJIM MO 3asiBKM OT CUCTEMHMUS OIeparTop.
Haii-yectute OoTroBopu (OTBETHHM pEaKIMH), T€HEPUPAHU OT IOJCUCTEMATA,
BKJIFOUBAT MPEKOH(HUTypHpaHe HA pyTep WM 3allUTHA CTEHA U M3KIIOUBaHE Ha
cucremara-1en.

Bba3a ot nanamn

bazara ot panHu e wuHGOpPMALMOHEH CKJAJ 3a BCUYKU JICMHOCTH,
Haomrogasanu ot IDS. ba3zata oT gaHHM BK/IIOYBAa CTAaTUCTHKA M 3a
37I0yTIOTpeOnTE, M 32 OBEACHUETO. T€3U CTAaTUCTUKH CIIOMarar 3a Ch37aBaHETO
Ha MOBEIEHYECKH I1a0JIOH 3a IEHMCTBHUS, KOUTO ITO-KBCHO MOraT Aa c€ U3MO0I3BaT
3a OIICHSIBAHE Ha Bpe/aTa u U3CJIEABAHE.

MpexoB KpaH

MpexoBust kpan (Network Tap - TAP) npencrasisBa crenuaaIn3upaHo
XaplyepHO YCTPOMCTBO, KOETO CE€ M3MOJI3Ba 3a MACHUBHO HAOJIOJECHUE U TOCTHIT
710 MpEKOBUS Tpa(uK, MPOTHYAIIL 110 JIaJieHa Bph3Ka, 03 1a HapyIIaBa Wi BIHsC
Ha camus TpaduK.

e Network tap ce BKJIIOUBAa (pU3MUYECKH B MpE)XKoBaTa BPb3Ka MEXKIY JBE
yCTpOMCTBA (HarpuMep pyTep U cyud, 3amuTHa cteHa 1 LAN).
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e Toii ch3gaBa TOYHO KOMUE HA LETHUs TpaduK, KOWTO MPEeMUHABA Mpe3 Tazu
BpBb3Ka B JIBETE OCOKHU (M3XOSAII U BXOJSI).

e ToBa komue Ha Tpaduka ce HM3Ipalia KbM MOHUTOPUHIOB MOPT (WK
noptoBe) Ha TAP-a, kbaero morar na ObIaT CBBbpP3aHU pa3IUYHU
MHCTPYMEHTH 3a AaHAJIU3 U CUTYPHOCT, KaTo:

0 Cucremu 3a oTkpuBane Ha mpoouu (IDS) u nmpegoTBpaTsiBaHe Ha
npoousu (IPS)

o AHanu3aTopu Ha MPEXKOBU IPOTOKOIH (CHUDEPH)

o NHCTpyMEHTH 3a MOHUTOPHUHT Ha TMPOM3BOAMTETHOCTTA Ha
MpeKaTa

0 WHcTpyMeHTH 3a cbOMpaHe Ha JaHHU 3a CbhOTBETCTBUE

(compliance)
Herosoto n3mnois3BaHe BOOU HO:

e 100% Bumumoct Ha Tpaduka: 3a paznmuka oT port mirroring (SPAN port)
Ha CyHM4OBE, KOETO MOXKE J[a MIPOITyCHE MaKeTH IPH TOJIsIM TpaduK WIH J1a
HE KOIMpa BCUUKH BUIOBE MakeTH (Harpumep corrupted packets), network
tap ocurypsiBa I'bJIHO M HEMOAU(PUUMPAHO KONHUE Ha Lenus Tpaduk,
BKJIFOUMTEIIHO TPEIIKU Ha (PU3UYECKUS CIOM.

e JlacuBHOCT M HEHapylIaBaHe Ha Mpexkara: TAP-bT € macCUBHO yCTPOMCTBO,
KoeTo He wu3uckBa coOctBeHo [P address m He ywyacTBa akTUBHO B
KOMYHUKAIIUSITa MEXITY MPEXKOBUTE yCTpoicTBa. ToBa rapaHTupa, 4e HaMa
BBHBEXK/AHE HA JATEHTHOCT WM PUCK OT CPUB HA MpEKOBaTa Bpb3Ka, Mpe3
KOATO NpeMuHaBa TpaduxsT. Jopu npu 3aryda Ha 3axpanBaHe Ha TAP-a,
MpEKOBaTa Bpb3Ka OOMKHOBEHO OCTaBa aKTUBHA (0COOEHO MPHY MACUBHUTE
TAP-oBe).

e HapexnHoct u touHocT: TAP-oBeTe ca crnenuanu3upaHd XapayepHHU
YCTPOMCTBA, MPOESKTUPAHU 32 HAJEKIHO U TOUYHO KOMMPAHE HA MPEKOBUS
Tpaduk 6e3 3aryda Ha JTaHHHU.

e CurypHoct: Thil KaTO MHCTPYMEHTUTE 32 MOHUTOPHHT, CBBpP3aHU KHM
TAP-a, ca n3BbH OCHOBHUS IIOTOK Ha JJAaHHM, T€ Ca IT0-3aIIMTCHU OT aTakKu
¥ He Morart Ja ObJaT U3M0I3BaHN KaTO BXOHA TOYKA 32 KOMIIPOMETHUPAHE
Ha Mpexata. ToBa e out-0f-band MmoHUTOpHHT.

e CporBercTBHE: B MHOTrO Ccityyau, 3a 1ienuTe Ha ChAeOHO pa3cieBaHe WU
peryjaaTopHO ChOTBETCTBHE, € HEOOXOAMMO Ja ce JIOKaxke, 4e € chOpaH
HEMIPOMEHEH U IBJICH 3aIKC Ha MPEXOBUS TpaUK, KOETO C€ rapaHTUpa OT
network tap.
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Bunose Network TAPs:

o [lacuBam TAPs: He m3uckBaT 3axpaHBaHE 3a OCHOBHAaTa CH (DYHKIIHS
(xommupane Ha Tpaduka). Te U3Moa3BaT ONTUYHU CILTUTEPH (MIPU ONTHIHH
MPEKH1 ) WM PE3UCTOPU U KOHJICH3aTOPH (TIPU METHUA MPEKH ) 3a pa3eisiHe
Ha curHaia. Te ca MHOTO HaJIeXKIHU 1 HE BbBEXK/IaT TOUKA HA OTKa3.

e AxktuBHu TAPs: M3uckBar 3axpaHBaHe, 3a 1a pereHepupar curHaia. le
MoOrar Ja Tpeajarat JIONBJIHUTETHU (QYHKIMM KaTO arperamus
(koMOuHMpaHe Ha TpadUK OT JBE MOCOKH B €IUH IOTOK), pereHeparus
(konupane Ha Tpapuka KbM MHOXECTBO MOHUTOPHUHIOBU IOPTOBE) U
MOHsKOTa PuiITpupane wiv Oaiinac mpu 0TKa3 Ha 3aXpaHBAHETO.

Network taps ca ¢yHIaMeHTaleH KOMIIOHEHT 3a €(QEeKTUBHOTO
¢ynkunonupane Ha NIDS (mpexosu IDS). NIDS tps6Ba na umart noctsn 10
I'BJICH U TOYEH TOTOK OT MPEKOBH JIaHHU, 32 Ja MOTaT Jia aHAIM3UPAT MAKeTUTE
¥ Ja OTKpHWBAT MOJO3PUTEIHH Mojenn Ha Tpaduk. Upe3 wu3moi3BaHeTo Ha
network tap, NIDS mnomyuaBar Tazu HeoOXxoauma BUIUMOCT O€3 Ja OKa3BaT
BIIMSIHUE BbpPXY paboTaTa Ha caMmaTa Mpexa.

Mpe:xoBo-oazupana IDS (Network-based IDS - NIDS)

MpexoBo-6a3zupanara IDS ce n3nos3Ba 3a HaOMOACHNE U aHAJIM3 Ha MTAKEeTH
OT JJaHHHW, KOUTO MUHABAT 1o MpekaTa. To3u tun IDS felicTBa B KOHTPACT € XOCT-
O0asupanata IDS, kosTo oueHsBa JaHHW, MPOU3XOXKIAIIM OT KOMITIOTPHUTE
(XocTOBETE), KATO HAIPUMED KYPHAIH ChC ChOUTHS. MpexoBo-6azupanara IDS
€ MO3UIHOHMpPAaHA TaKa, Y€ Ja OTKPUBA OMWUTH 3a AOCTHII M PA3JIUYHU ATAKH,
MIPOU3X0K/IAIIN U3BbH MpEKaTa.

IToBeueTto  MpekoBO-0a3WpaHu  aTaku IEIAT  3JI0ynoTpeda  upes
ySI3BUMOCTHTE Ha ONepallMOHHATa CUCTeMa, KaTO HEYITbJIHOMOIIECH JOCTBIT WU
BJIM3aHe, Kpak0a Ha JTaHHW WJIM PECypCH, U3TETIIIHE Ha MapoiH, KpaxkOa Ha
TpaduK, HaBOAHEHUE ¢ TakeTH, Aehopmupanu naketu, DoS m DDoS araku
(ataku ¢ oTka3 Ha yciyrH). Te3u TUIOBE aTaku Ce€ OTKPUBAT CaMO OT MPEKOBO-
6a3upana IDS u ToBa € KI1t040B (paKkTOp B pa3iMuyaBaHETO Ha ABETE TEXHOJOTHUHU.

ApXHUTEKTypa Ha Mpe:KoBo-0asupanara IDS

MpexoBo-6a3zupanara IDS ce chCTOM OT CEH30pH, pa3rbpHATH U3 IIsjiaTa
Mpeka U JJOKJIaIBallld Ha KOMaHHaTa KoH3oa. MpexxoBo-6a3upanata IDS moxe
na e 0a3upaHa Ha CICJAHUTE JIBE apXUTEKTYpHU:
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e TpanuuroHHa CEH30pHA APXUTEKTYPA,;
e Paznpenenena MpexxoBa apXUTEKTYpa.

TpamunmonHata ceH30pHO-0a3WpaHa apXHTEKTypa, ChHIIO HapUYaHa
MmpesxoBa IDS B 6e3pazbopen pexxuM (promiscuous mode), 1eTu HaOII01aBaHETO
Ha BCHYKH CETMEHTH OT Mpexara. B TakbB ciydail ceHzopute B Oe3pa3dopeH
PSKHM ca PA3MOJIOKCHW Ha CIeUaliHa MalluHa. PasmpeneneHuTe MpeKOBU
apXUTEKTypHU HAOII0aBaT MAKETUTE HACOUYEHU KbM €/IMH KOMITIOTHP. 3a pa3iinka
oT 0e3pa300pHUS PEKUM, paslpe/ielieHaTa apXUTEKTypa UMa Habop OT areHTH Ha
BKHUTE MAINHH.

TpaguuuoHHa CeH30PHA apXUTEKTypa

Enun censzop B 6e3pa3zbopeH pexuM ce M3I0J3Ba, 3a Ja HAAYyIId MaKeTH,
U3JIA3alM OT MpexaTta. BeIHbK M3/Ie31M OT Mpekara, TaHHUTE C€ MoJaBaT Ha
3acuyall MEXaHUu3bM, KOUTO J1a TMPELUEeHH TIXHaTa HEMPUKOCHOBEHOCT.
Hanymisamuy mexaHu3mMu 0OMKHOBEHO C€ MHCTAJIUPAT Ha MalllMHATA-CEeH30P WU
Ha Jpyr KOMIOHEHT OT Mpekata. MpeKoBH KpaHOBE C€ M3IOJI3BAT 3a€HO ChC
CEH30pUTE, 3a J]a B3€MAaT MaKeTH OT MpeXkaTa U TH pa3npeliesiaT KbM KIIOYOBUTE
TOYKHU. J[BUKEHUETO HA JAHHWUTE IMpe3 TPAJULMOHHATA CEH30pHA apXUTEKTypa
MIpEMHUHABA MPe3 CICTHUTE CTHIIKU:

1. KoraTo nBa KOMIIOTbpa KOMyHUKHUPAT €AUH C IPYT, CE€ OOMEHST MaKETH.

2. [TaketuTe cinex TOBa Ce MPOBEPSBAT 4YPE3 CEH30P, KOWTO € CIOXKEH B
MpeKaTa, HAKBAE MEXAY KOMYHUKUPAIIUTE KOMITIOTPH.

3. IIpoBepsiBamMAT  MEXaHM3bM  C€  M3M0JI3Ba, 3a Ja  CpaBHU

npeaeUHUPAHUTE 1A0JOHU C TE3W Ha TEKYIIHs MakeT. AKO JaHHUTE
CBBIIAJIAT, CE€ TEHEPHPA aJapMa M Ce Mpernpania KbM HEeHTpajHaTa KOH30JIa.

4.  Upe3 KoH30JIaTa OTTOBOPHUKHT IO CUTYPHOCTTa € YBEJIOMEH 4pe3
pa3IMYHU METOJ/H - 3BYKOBO, BU3YaJTHO, TICH KB, CICKTPOHHA IO WITH
SNMP.

S. ['enepupa ce OTrOBOp OT MOJACHCTEMAaTa aBTOMATHYHO WJIM TIO 3asBKa Ha
OTTOBOPHHUKA IO CUTYPHOCTTA.

6. Anapmara (c Ieraiiu 3a 3y10ynorpedara u madJIoHUTE Ha MOBEJEHUE) Ce
3aIlrCBa 3a MO-KbCHO pasriekaaHe, KOpealus Wi OIICHKA.

1. ['enepupa ce otueT, 00001IaBaI AKTUBHOCTTA.

8. N3non3Bar ce JaeuTa-IeTeKTHBU, 3a Ja MPEUEHAT [O-HATAThIIHU

tenaeHunu. Hsxou IDS cucremu cbiio Taka pasperaBaT 3alKMCcBaHE Ha
OpUruHal Tpa(uK, Taka 4ye CecHusTa Ja MOXeE Ja Ce BBb3IPOU3BEIE 3a
nperies KbCHO.
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KomaxnaHa
KOH30Na

X B Mpeaynpexaexne OTueTn
L»' WA,
=

MNpeaynpexaexue @ ’

OTroBopuuk
3a CHTYPHOCTTA

Ba3a oT gaHHu

MaluHa 32
3acuvaHe

Heira-petexTusu

¢urypa 38. Tpaouyuonna mpesicosa apxumexmypa

Pa3npeneseHa Mpe:koBa apXuTEKTypa

MpexoBara IDS cuctema B Ge3pa3bopeH peXuM Mpeau3BHKa 3aryda Ha
MMaKeTH BBB BHCOKOCKOPOCTHUTE Mpexu. Karo pemenwe Ha TOBa Oere
MpeIOKEeHa pasnpeserneHara MpexxoBa apxurekrypa Ha IDS. Ta3u apxurekrypa
MMa CEH30P, 3aKa4eH Ha BCEKH KOMITIOTHD B Mpekara. Bceku ceH30p ce rprku
caMo 3a MaKeTUTE Kacaelld KOMIIOThpa, Ha KOWTO € mHcTainupan. Crej ToBa
CEH30pUTE KOMYHHKHpPAT MOMEXY CH M C TJaBHAaTa KOH30J1a, 3a Jla CPaBHAT U
HaIpaBAT BPh3Ka MEX]y aTlapMUTE.

Tazu apxuTekTypa Ha MPEXOB Bb3€I JOBEAE 10 OOBPKBAHE TIO OTHOIIICHHUE
Ha Pa3JIMKUTE MEXy MpEexoBO-0a3upanu U xocT-06a3upanu IDS cuctemu. Ako
MpPEKOB CEH30p paboTH Ha XOCT, TOBa HE TO MPaBU XOCT-O0a3upaH CEH30P.
MpexoBUTE MaKeTH, TPEMUHABAIIM U HAAYIIBAaHU MPU TO3U XOCT, Ca BCE OIIIE
gacT oT MpexoBata IDS. OcHoBHaTa pa3inka MEXIy MpeKOBa U XOCT-0a3upaHa
IDS He e mo3ummsiTa Ha CEH30pa WIM PEKUMBT Ha paboTa, a MPOU3XOIBT HA
nanaute. Mpexopo-6asupanara IDS obpadorBa TCP/IP makeTu, 10Kato XOcCT-
O6aszupanata IDS o00paGoTBa XKypHamuTe CHC CHOUTHS, TEHEPUPAHH OT
orepalMoHHaTa CUCTEMa U IPUIIOKEHUSITA.

JIBIDKEHMETO Ha JaHHUTE Mpe3 paslpelielieHa MpEKOoBa apXUTEKTypa
MIpEMHUHABA MPe3 CJICTHUTE CTHIKHU:

1. Koraro xoMmioTsp ce cBbp3Ba ¢ APYT KOMIIOTHP, CE€ OOMEHSIT MMaKETH.
2. ITakeruTe cnen ToBa ce MPOBEPSIBAT 4pe3 CEH30p, KOMTO € CIOXKEH Ha
KOMIIOTBP, 32 KOHUTO ce mpociiesBa Tpaduka.
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3. IIpoBepsiBamMAT  MEXaHW3bM  C€  WU3M0J3BAa, 3a Ja  CpPaBHU
npenepuHUpaHuTe MAOJOHN ¢ Te3W Ha TEKYIIus TMakeT. AKO JaHHUTE
ChBIAJAT, CE TEHEpHUpA ajapMa U ce Ipernpalla KbM LEHTpaJIHaTa KOH30J1a.

4.  Upe3 KoH30JIaTa OTTOBOPHHUKHT IO CHUTYPHOCTTa € YBEJIOMEH Ype3
pa3IUYHUA METOIH.

5. ['eHepupa ce OTTOBOp OT MOJCHUCTEMAaTa aBTOMAaTUYHO WIIM IO 3asBKa Ha
OTTOBOPHHUKA MO CUTYPHOCTTA.

6. AnapMara (c aeraiim 3a 3ioynoTpedara U 1abJIOHUTE Ha TIOBEJICHUE) Ce
3aMrcBa 3a MO-KhCHO PasriiekIaHe, KOpelalus Wik OICHKA.

1. ['enepupa ce otuer, 0060011aBaIll AKTUBHOCTTA.

8. W3non3Bar ce jAelTa-IeTeKTHBH, 3a Ja TMPELEHST [O-HaTaTbhIIHU
TEHICHITUH.
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ceHaop

OTroBOpHUK 32
CArypHoOCTTa

durypa 39. Pasnpedenena mpedcosa apxumexkmypa

PaboreH pe:xxuM Ha MpekoBo-0azupanara IDS

Pa3nosnaraneTo Ha CeH30p B Mpe)kaTa UIrpac BajkHa poJisd B ACPUHUPAHETO
Ha pabGoTtHus pexum Ha IDS. Cenzop, pasmnonoxeH H3BBH 3alllUTHA CTEHA,
pasno3HaBa ajJpeca Ha M3TOYHMKA, OMUTBAIL Ja CE CBBPIKE C MpPEXaTa HU3BBH
opranuzanusTa. CeH30p, pa3noJIoKEH BbB BBTPEIIHATAa Mpexka (3al 3alluTHA
CTEHA), OTKpPHBA aTaKUTE, KOUTO YCHEIIHO MpecKadaT BallaTa 3alllUTHA CTEHA.
Te3u ceH3opu ca ChIIO TOJIE3HUM NPU OTKpUBaHE Ha 3abpaHeH Tpaduk,
MPOU3XOXkKAAIl BbTPE B MpeXkaTa, HACOUEH KbM aJIpec W3BBH BalllaTa 3allUTHa
CTEHA.

Enna mpexxoBo-6a3upana IDS mosxe i1a n3nonssa aBata pabOTHU pexuMa -
¢ npeaynpexaeHus (tip-off pexxum) u nabmoaenue (surveillance pexum).
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Tip-Off pexum

Tip-Off pexxuMbT ¢ crieruuyeH HaYMH Ha paboTa WK KOHGUTypaIus Ha
Hsikou Cuctemu 3a OtkpuBane Ha [IpobuBu (IDS), mpu koitito IDS He camo
reHepupa ajapMu 3a 3aC€YCHH MOJO03PUTENIHU JCHHOCTH, HO M MpearnpuemMa
JOMBJTHUTETHN, OTPAaHWYCHU [EUCTBHs, HACOUYCHH KbM 3a0yKIaBaHE WIIH
3a0aBsiHE Ha aTaKyBallusl.

OcnoBnara uzes 3an Tip-Off pexuma e ga ce mogobpu chrOMpaHETO Ha
uH(pOpMaIns 3a aTakaTa U Jia ce 3aTPyJHH HalaJaTessIT MpU MOCTUTAHETO Ha
uenauTe cu, 6e3 ooaue IDS na noema mbiiHaTa OTTOBOPHOCT 33 aKTUBHO OJIOKHpAHE
Ha Tpaduka (kakTo npassaT Cucremure 3a [IpenorBparsBane Ha [Ipoousw - IPS).

Korato IDS, pa6orema B Tip-Off pexxum, 3aceue nomo3purenHa AeHHOCT,
TS MOXeE Ja TpeanpHeMe CICIHUTE BUAOBE ACUCTBUA (B 3aBHCHMOCT OT
BB3MOKHOCTUTE Ha KOHKpeTHaTa IDS cucrtema):

e [‘eHepupane Ha Qammusu otroBopu: IDS Moxe na uznpama Qanmuusu
OTTOBOPM Ha MpEKOBU 3asBKM OT aTaKyBallus, 3a0iy’kaaBallku IO
OTHOCHO CBCTOSHHETO Ha MpeEKaTa WM ChIIECTBYBAILIUTE YCIIyTH.
Hanpumep, ako atakyBanmsaT ckanupa noprose, IDS mMoxke na otrosopu,
Ye HECBUIECTBYBAIM MOPTOBE ca OTBOPEHHU, 3a Ja IO Hakapa Jia ryou
BpEME.

e BwmnkBane Ha danmuBu naketu: IDS mosxe 1a BMBbKBa (pajiivBy MaKETH B
MpPEKOBHUS MOTOK, LESANIM Ja OObpKAaT aTaKkyBallMs WM Jla Hapylar
HErOBUTE HHCTPYMEHTH U TEXHUKH.

o [Ipenacounane Ha Tpaduk (Traffic Redirection): IDS moxe na npenacousa
nojxo3putenHus Tpaduk kbM honeypot (mpumamka) cucrema. Honeypot e
CHelHaTHO KOH(PUTypHUpaHa CUCTEMa, KOATO UMUTHPA PEATHU YCIYTH U €
IpeHa3Ha4YeHa /1a MPUBJIMYA U 3alMCBa aTakyi. ToBa MO3BOJISIBA IETANITHO
u3y4yaBaHe Ha TAKTHUKUTE Ha Hamajaarens, Oe3 Ja ce u3jlara Ha PHUCK
peanHaTta HHPPACTPYKTYpa.

e 3abamsHe Ha Tpaduk (Traffic Delay): IDS moxe ymwumeno na 3abaBs
M0JI03pUTETHUS TpadUK, KOETO MOKE /1a TONPEYH Ha aTakaTa Jia ce pa3Bue
OBbp30 U J1a 1ajie MOBEYE BpeMe Ha aIMUHUCTPATOPUTE Ja pearupar.

e Jlorupane Ha aeraitina uapopmanus: Tip-Off pexxuMbT uecto e cBbp3aH
C IO-arpeCHBHO JIOTMPAaHE HAa BCUYKHM ACHEKTH Ha IOAO3pPUTEIHATA
JNEHHOCT, KOETO TMpeAocTaBs IleHHAa HWH(OpManus 3a aHalIu3 CJel
WHLUJEHT.
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Baxno e ga ce pasrpanuun Tip-Off pexumbT OT NObIHOLEHHATA
¢ynkmonansoct Ha IPS. [lokato IPS aktuBHO OnMoKupat 3j10HaMEpeH Tpaduk,
IDS B Tip-Off pexxum He TO cnMpaT HAMbBIHO, a MO-CKOPO C€ OMMUTBAT Ja
B3aUMOJEMCTBAT C aTaKyBalllys 10 OTPAaHUYEH HAUMH.

OcHoBHaTa mpuyuHa 3a ToBa €, 4e IDS ca mpennMHO MacWBHU CHCTEMH 3a
HaOII0ZICHUE, W TIPEANPUEMAHETO HA arpeCUBHU JICUCTBUS 3a OJIOKHpPaHE MOXKE
7a aoBene M0 (paimmvBH TOJOXKUTETHU pe3yaratu (OJIOKHpaHe Ha JICTHTHUMCH
TpaduK), KOETO MOXKE Ja HapyllX HOpMmaiHaTa pabora Ha Mmpexarta. Tip-Off
PEXKUMBT MPEACTABISIBA KOMIIPOMHUC, TMO3BOJISIBAI OTpaHWYEHA aKTUBHOCT 3a
chOuMpaHe Ha MHpopMalus 1 3a0aBsiHE Ha aTakara, 0e3 J1a ce moeMa IIbJIHUS PUCK
oT OJIOKUpaHE.

[IpeaumcTBa Ha Tip-Off Pexuma:

e IloBeue undopmanusa 3a arakurte: [IpemocTaBs Mmo-aeTailyiHd JaHHU 3a
TaKTUKUTE Ha HaaJaTeIuTe.

e BB3MOXHOCT 3a paHHO NpeaynpekacHUe: 3a0aBSHETO Ha aTakaTa MOXKe Ja
JaJie IOBEYE BPEME 3a pEaKIIUsL.

e [loreHuuanHo 3a mo-7oOpo OTKpuBaHe: B3anmoaeldcTBHETO MOXE Ja
pa3Kpue JOMBbIHUTEIIHU XapaKTEePUCTUKHU Ha aTakara.

e Moe /1a OTKIIOHH aTaKu OT peaHu IeIIH.
Henocrareum Ha Tip-Off Pexxuma:

e Puck oT pa3kpuBaHe: ATaKyBalllUAT MOXKe J1a pa30epe, ue € B3auMoIeicTBa
¢ IDS u 1a mpomeHun TakTuKara CH.

o [lorenmuan 3a reHepupane Ha JOoMbIHUTENCH Tpaduk: B3anmoaeiicTBruero
MO’K€ Jla YBEJIMYH MPEKOBUS TpaduUK.

e CnoxHocT Ha koH(purypanusta: HacrpoiiBanero Ha edpextuBHu Tip-Off
MEXaHU3MU MOXE Ja OBbJe CI0KHO M M3UCKBA JIBIOOKO pa3OupaHe Ha
aTakuTe.

e He e mneiHonenna 3amura: He cnmpa AWpeKTHO arakara, Taka 4e
ySI3BUMOCTHUTE BCE OLIIe MOTaT Ja ObAaT eKCIIOaTHPaHHU.

Surveillance pe:xxum

IIpu surveillance pexuma, KakTO TIOJCKa3Ba HMMETO, c€ HabOr0aaBa
MaIliHaTa 3a MOBEICHYECKH MAa0JIOHH 3a 3710y1oTpeda. OCHOBHOTO CBOMCTBO Ha
surveillance pexxuMa e HaOMIOJEHHETO HaJa MOBEACHUETO HAa MadbK HAOOp OT
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KOMIIOHEHTH B Mpexkara. 3a pasnuka ot tip-off pexuma, surveillance ce
npeanpreMa, Korato Beue € IMalio MpoOuB, OTOSISI3aH € WITH € MPEATIOIO0KCH.

IHosa3m ot MpexoBo-6azupanute IDS

MpexoBute IDS ca u3uepnaTesieH IIaH Cpelly 3arjlaxy, MPOU3X0KIaIln
U3BBH OpraHuzanusra. B komOuHamus ¢ XocT-0a3upaHu TEXHOJIOTUU MOTrat ja
OTKPHUST MOBEYETO 3aIlIaxy U 3510ynotpedu. Ciensar noiasure ot mpexona [DS.

Bb3nupane

MpexoBara IDS Moxke na u3npatd Ha Xakepute Oerekka, ye TAXHaTa
MOCTBHIIKA MOXE Ja JoBeAe N0 chaeOeH MCK. Bwinupamarta croitHocT Ha IDS
MOXKe Ja ObJie mojoOpeHa ype3 MpeArnpueMaHe Ha MEpKHU, KaTo Hampumep
€JICKTPOHHA TI0TI[a OT CUCTEMHUS aIMUHUCTPATOP, HACTOSBAIA TIPEKPATsIBAaHE HA
atakata. EnexTpoHHaTa moia MoXe ChIIO /1a CIIyXKH KaTo MPeayNpexIeHUE KbM
JPYTH XaKepH, IIOCOYBAIII0, Y€ BIM3aHETO B MpPEKaTa Ha OPTaHU3aIATa MOXKE 1A
JI0BeJIe IO ChACOEH NCK. AKO XaKephT € JOCTAThYHO YMEH Jla MPOMEHHU a/ipeca Ha
MO/IaTelIsA, BR3MUPAHETO MOXKE J1a HE € €PEKTHUBHO.

3acuuaHe

MpexoBara IDS 3acuya JEWHOCTM B KOHTEKCTAa €IHOBPEMEHHO Ha
ONpENEIsHE M Ha MOJJIPBAKKA MPU B3eMaHe Ha penieHrue. CUTHATYypUTE CIIyKaT
KaTo OMpEeAeIISIIM NHCTPYMEHTH, 3aI[0TO OTKPUBAT I1a0JIOHU U TU CPaBHSIBAT C
npeachuHUpanu TakuBa. EkcriepTuTe-onepaTopu mpaBsT e(peKTUBEH aHAINU3 Ha
T€3W CUTHATYypH, KaTO M3MOJI3BAT MHCTPYMEHTH 34 aHajlu3 Ha MOBEICHHETO.
CTaTUCTMYECKUTE METOAM CJIyXaT KaTo MEXaHU3MH 3a YJECHABAaHE Ha
peuienueTo. Te3n MeToIM MOKE J1a HE Ca B ChbCTOSIHHUE J1a ONPEJEIIAT aTaKyBalus
U TUIA Ha aTakaTa, HO MOraT Jia IOCTaBiIT JOCTaThYHO MH(OPMAIIUs, KOATO MPU
MIPaBHITHO M3II0JI3BAHE MOJKE J1a CIIOMOTHE 32 OTKPHBAHETO Ha Ipobiiema.

ABTOMaTHYHA pPe€aKliud 1 MCXaHU3BM HA OIMOBECCTABAHC

[ToBeueto IDS morar nma pearmpar, KoraTo OTKpUAT MpoOuB. Peakiusrta
MO€E J]a € aBTOMAaTU4YHA WJIM PhYHA U MOXE /1a BKJIIFOYBA €IHOBPEMEHHO JIOKAITHO
U OTJAJICYeHO Wu3BecTsBaHe. [loBe4eTO TBProBCKM MNPOAYKTH OCUTYpPSIBAT
CJIEJTHUTE Bb3MOXKHOCTH:

o [leuoocvp (Pager). Hail-uecTo W3MOJI3BAHOTO CPEACTBO, 3aIlOTO
M3BECTsBA aIMUHHUCTpPATOpa, HE3aBUCUMO KbJie ce Hamupa Toi. ToBa e
CBHILIO peHTaOUJIEH METO/I Ha U3BECTSBAHE.
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e SNMP trap. 3BectsBa ieHTHhpa Ha onepanuute (CbpBbY).

e Buszyanen (Onscreen). IlonaBa u3BecTsiBaHEe Ha KoH30JaTa. To3u MeTo[
M3MCKBAa HAKOM J1a HaOr01aBa 3a OEJEeKKH, MPUMUTBAIIM HA KOH301aTa.

e 38yxo6 (Audible). To3u MeTO € yCIIEIIeH, aKo MOJy4aTessT € B o0cera Ha
3BYKa Ha ajJlapMara.

o Enexmponna nouwa (e-mail). To3u Meton ¢ e)eKTHBEH, CaMO aKo ajlapMara
HE € KpUTUYHA U HE U3MCKBAa HEMOCPEJICTBEHA HaMeca - MOXKe Jla Iovaka
JICH WJIU JBa.

I/I36pOCHI/ITe cpeacrtsa Moratr aa C€ HM3IO0J3BAT, 3a Aa CC I'CHCpUpPAT H
dBTOMAaTHU4YHHU, U PBYHHU PCAKIHH. ABTOMATUYHUTE pC€akoun HUMAT IPUCHIIH
PHUCKOBC U ITIOpAaAX Ta3u IIPUYINHA TpH6Ba Ja CC N3I10JI3BaT BHUMATCIIHO. IToBeueto
TBPrOBCKH IIPOAYKTH OCHUI'YPABAT CICOAHHUTC BB3MOXHOCTH 34 aBTOMATH4YHA
peaKkuusid:

o [Ipexongueypupane na pymep/3auwumua cmena. llpekonpurypupaneTo Ha
pyTep WM 3allWTHA CTE€HA BKJIIOYBA OTKAa3BaHE WM OJOKUpaHE Ha
aJipecuTe, OMUTBAILM aTaKu CPEILy MpeKaTa.

o Omeemna amaka. Hsaxou IDS ca koHpurypupanu /1a aTakyBar B Ciiydyai
Ha OTKpUT MpoOuB. TakaBa BH3MOKHOCT 00aye HE ce MPEernopbyuBa 3apaau
3aKOHOBHUTE MOCTAHOBKH.

o 3ameapsne Ha 8pv3kama. Jlpyra aBTOMaTHYHA peakius € Jla C€ 3aTBOPHU
Bpb3KaTa Ha aTaKyBalllus, TOKATO TOM OIlle HE € U3BbPIIIIII aTakaTa.

IIpo6aemu B Mpe:xxoBo-0a3upanara IDS

KakTo kazaxme mo-paHo, TpaaullMOHHUTE MPEXKOBO-0a3upaHU TEXHOJIOTUU
cpemat mpoOjieMH KaTto 3ary0a Ha MakeTH BbB BUCOKOCKOPOCTHH MPEXH,
switched mpexu u kpuntupaHe. B gombiHeHHe, HaBIsA30Xa HOBU TEXHOJIOTHUH,
KOUTO MOTaT Jla OTKpHUAT cliefsina mporpama (sniffer), paznonoxena ot IDS 3a
MpUXBAlllaHe HAa JaHHU. ToBa MpeBbpHA MPUXBAIIANTUTE YCTPOMCTBA B IIEJIH 32
aTaKwy.

PeacemOsinpane Ha makeTH

[Ipenu uznpamane Ha cbob1enue, TCP/IP pazaens cr00111eHUETO Ha MAJIKK
MaKeTH, KOWTO CJeJ TOoBa TpsiOBa Ja ce peaceMONMpar MpU KOMITIOThpa-
nmoy4aten. HSKOIKO MpexoBo-0a3WpaHW CHUTHATYPH TMPaBIT TBPCEHE B
CHhABPKAHUETO HA TBITHOTO ChOOIIeHHE. Thil KaTO CHOOIICHUETO € Pa3uyIeHo Ha
MajJKd Tlapuera, MaKeTUTE MOXKE Ja 3a00WKOJIAT MalllMHaTa 3a 3ach4yaHe |
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CHOOIIIEHNETO J]a C€ OKaKe OMAacHO MPH aceMOJIMPAaHETO MY IMPH IOITydaTeds.
PenrenneTo Ha TO3H MpoOIIeM € Jja ce M3IMOI3Ba XOCT- 0a3upaHaTa apXUTEKTypa.
Toii KaTO BCEKU CEH30p € Pa3MOJIOKEH HA CHCTeMara- MOIy4aTell, ITaKeTUTe ce
peaceMOnHMpaT Ha cucTeMaTa M CUTHATypaTa ce CpaBHSBA C ISJIOTO ChOOIICHHE.

BucokoCKOpOCTHH MpexXu

Oxkaza ce, 4e MpexoBUTE KpaHOBE (taps), M3MOJI3BAaHU B CTaHJAPTHUTE
TEXHOJIOTHH, U3IyCKAT MAaKeTH MPHU BUCOKOCKOPOCTHU MPEXKH. AKO MpexaTa €
HaToBapeHa ¢ Tpaduk, nmpodiieMbT ce Biomasa. Hampumep, kpan Ha 10 MB
TCP/IP mpexa He TOKa3Ba HUKaKbB MpoOJieM Ja MOJAbp)Ka CKOpPOCTTa Ha
npuaBmkBaHe Ha nanHute. Ho kpaH, pasnonoxen Ha 100 MB mpexa, kosito €
CUJIHO HaTOBapEeHa, MOKE Jia U3IyCHE MHOTO MMaKETH, KOUTO OT JIpyra cTpaHa ca
HeoOxonuMH 3a 3acuuane. Mpexu, no-0sp3u ot 100 MB, ch3maBar moBeue
npoOIemMu.

HaKeTI/I, H3IIyCHATHU OT MpPCiKaTa, MOI'aT Ida OCUT'YPAT IIPUKPHUTUC 3d XaKCPHU.
XaKCpI/ITG YMHUIIJICHO HABOAHABAT MPCIKaATa, 3da 1d HaKapaT CUCTCMATa J1a U3I1yCKa
maketn. (OoOaue MpCKa, HABOJHCHA C IIAKCTH, € IIPHU3HAK 3a OTKpPHUBACMO
ITOBCACHUC.

ApXHUTEKTypaTa Ha MPEKOB Bb3€Jl € €PEKTUBHO PEIICHUE Ha TO3H MPOOIIEM.
CeHzopute, pa3NojiOKEHH Ha MallMHaTa-11eJ, JIECHO MOraT Ja C€ CIpaBAT C
MaKeTH OT JIaHHH.

Sniffer-detection nporpamu

CepuiecTByBaT Mporpamu, CHOCOOHM Ja OTKPHUAT ciensdina Iporpama
(sniffer), pasmosnoxkeHa B Mpexara. Mma Hampumep mporpama, HapedeHa
AntiSniff, kosiTo u3Npama naketu ¢ pazauyHu GOpMH Ha BCEKH KOMIIOTHP OT
Mpexxara. Te3n MakeTH M3MO0JI3BAT JIATEHTHOCTTA M JPYTd TEXHUKH, 3a 1A
NOpeLeHsT JaJid MallliHaTa UMa MHCTalIMpaHa clefslia nporpaMa, HalpuMmep B
ciyyail Ha MpexkoBo-0azupana IDS, 3a 1a OTKpHUAT Aajii KMa MPEXKOB KpaH.

[Iporpamu kato AntiSniff oGemiaBaT na OTKPUSAT MPEKOBU KpaHOBE,
u3non3Banu ot IDS. Korato Oble OTKpUT MPEXOB KpaH, aTaKyBallUsAT HMa
J0CTaThYHO MH(pOpMAaILIKs, 3a J1a U30erHe cucTemMara 3a 3aCHyaHe.

Kpunrupane

[ToBeueto IDS 3aBucAT OT CpaBHSIBAHETO HAa CUTHATYpHW 3a OTKPUBAaHE Ha
npoOuBU. AKO WU3NpallaHUTe NaKeTH C JaHHM ca KPUNTUPaHW, TOorapa
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ChBIAJICHUETO Ha I11a0JI0H € HeBb3MOKHO. KpunTupaneTo obaue craBa 00MIaiHO
B TIOBEUETO HUBA HAa MpekuTe. Hampumep To ce 1moJi3Ba BbB BUPTYAITHUTE YaCTHU
mpexu (VPN), secure shell (ssh) u secure socket layer (SSL). Bp3moxxau ca
pEIICHUs 3a HaIXUTPsIBaHE Ha KpunTupaHeTo. O0aye HUKOE OT TAX HE € ITBJIHO
pelicHue Ha Te3u orpaHudcHus. ClieIBaT HIKOJIKO PEIICHHUS 3a 3a00UKaIsIHE Ha
KPUIITHPAHETO, JOKATO OTKPUBATE TIPOOHBH:

e Pasnonarane Ha MpPEXOBUTE CEH30pU BBHTPE BbB VPN yCTpOMCTBOTO,
KBJETO JaHHUTE ce Aekpuntupar. ToBa pemieHue obade paboTu camo
NOHAKBJIE, 3alll0TO Mpe3 IO-rojiAMara 4acT OT BPEMETO JIaHHUTE ca
KPUNITUPAHU HAa HUBO CECHsl WIM NPHUIIOKEHHE. ToBa moka3Ba, 4ye HsAMa
MACTO, ocTaHano 3a IDS na B3eme NaHHUTE B JOEKPUNTHPAH BHUJ OT
MpeKara.

e 3amKWcBaHE HA KPUITHpAIM KIOUYOBE HAa MapUIPYTHU3aTOp WIU JIPYTH
MPEKOBH yCcTpoiicTBa. ToBa ChIll0 HE paOOTH MHOTO 100pe. YTpaBIeHUETO
Ha KPUIITUPALLM KJIFOUOBE 3a JICKPUIITUPAHE HA JIAHHU HE € MHOTO JIECHA
paboTa U e rojsiMa 3ariaxa 3a CUTypHOCTTA.

Xocr-0azupanu IDS

Enna xocr-6azupana IDS cuctema wu3noia3Ba JaHHU 3a  aHaM3,
MPOU3XOXKAAIIN OT KOMIIOTPU (XOCTOBE), KaTO *KypHalu Ha NPHIOKEHUS U
CUCTeMHH chOUTHS. Ta3u cucteMma He € KaTo MpexoBo-Oasupanara IDS, kosiTo
U3I0JI3BA JIAHHU, IPOU3XO0XK A OT Mpexata, kato TCP/IP maketu.

W3TouHWIIMTe HAa NMaHHU B XOCT BKJIIOYBAT JKYpPHAIWTE Ha CHOWTHS B
oTeparioHHaTa cucTema (KaTo spo, OCHOBEH MOJIeJ Ha CUTYPHOCT U CUTYPHOCT)
U KypHQJIUTE Ha TPUIIOKEHHS (KaTO CHUCTEMEH >KypHAJI, pelalMOHHU 0a3u OT
nanau U Web cupBBp). XocT-0azupaHUTE TEXHOJOTUU ca €(EeKTUBHU B
OTKPHUBAHETO Ha 3JI0yNoTpeda B Mpekara, 3aioTo JaHHUTE, KOUTO CE U3MOI3BAT
3a aHalli3, ca Pa3MOJOKCHW Ha MAIlMHATA C YIBJIHOMOIICHU MOTPEOUTEIH.
XKypHanmure Ha CHOUTHS OT TE3W MAIIMHU OCHTypsSBaT MH(GOpPMAIHMS OTHOCHO
gocThna 1m0 ¢aioBe W W3MOI3BAHETO Ha MPOrpaMU OT YIIBIHOMOIICHHU
notpebutenn. Ta3zuw OIM3OCT 7O YIBIHOMOIIEHUTE MOTPEOUTENN JJaBa Ha
aIMUHUCTPATOPUTE Bb3MOXKHOCT JIa aHAIM3UPAT TEHICHIIMU U Ja MpeArnpueMar
OIICHKA Ha Bpe/aTa BbpXYy AaHHUTE. Tbhil KaTO KypHAIUTE HA CHOUTHS Ca BBPXY
JIOBEPEH M3TOYHUK U Ca 3aIIUTCHH, Te MOTAT Jla Ob/IaT MPEACTABEHU B Cha KaTo
MoJAbpKAIia  JIOKYMEHTallMs, JIOKaTo C€ TpecieBaT KOMMIOThPHH
MIPECTHITHUITH.

132



Ilenata Ha pasrpbliaHeTo Ha XxocT-0azupanHa IDS e mno-Bucoka oT
TpaaulMoHHaTa MpexoBa IDS. OOaue LEeHHTE ce€ MUHUMHU3HMPAT, AKO XOCT-
0a3upaHOTO HAOJIOEHUE CE MOAbpKa PABUIIHO.

ATakM, OTKPHBaHM 4Ype3 xocT-0a3upana IDS
IIpumepn:

e 3noynompeba c npueunecuposéanu npasa. ToBa ce cilyduBa, KOraro Ha
noTpeduTeN ca MAajJeHu root mpaBa, AJMUHUCTPATUBHU WIA APYTH
MPUBUJIETHH U TOW T MOJI3BA 3a HE3aKOHHU 11esH. XocT-0a3upanara IDS e
yCHeniHa B TakKWBa CHUTYallMH, 3allOTO HAOIIOJEHUETO CE€ M3BBHpIIBA Ha
ChIIIATAa CUCTEMA, HA KOATO MpaBaTa ca OWIM aJICHU.

e 3noynompeba c nosuuienu npusuniecuu. AIMAHUCTPATOPUTE OOMKHOBEHO
JaBaT MOBUIIEHM NPUBWIETHMM Ha MOTPEOUTENM C ILIeJl MHCTajalus Ha
cnenu(UYHU MPUIIOKEHHUS, YCKOPSIBaHE Ha paOOTHHS IPOLIEC WU JOCTHII
cnenuduueH ¢ail oT Mpexara WM crneurpuuHa mamuHa. [loBeueTo
MOJIUTUKY Ha CHUTYPHOCTTa OTpaHMYaBaT root WIM aJIMHUHHCTPATOPCKU
MPUBUJIETHH, HO YECTO BB3HUKBAT CUTYallMU, KOTaTo aMUHUCTPATOPUTE
TpsiOBa AajnaT Te3u paspeuieHus. Taka agMUHUCTPATOPHT MOBHILABA
npaBaTa Ha MOTPEOUTETN, MUCIICHKH, Ye 11I€ TM HaMaJli MOo-KbCHO. MHOTO
ObTU 00ave aJIMUHUCTPATOPHT 3a0paBsi Ja MpeMaxHe Te€3W NMPUBHIIETHH,
KOETO MOXeE J1a TOBEJIE /10 3JI0ynoTpeda ¢ Tax. B nombiHeHue, eqHa 3asBKa
3a MOBUIIABAaHE HAa IMpaBa MOXE J1a ChIbpKa HAMEPEHHUs 3a COLUaJeH
MHXEHEPUHT, LIeJIAIIA TOCThII A0 APYTU PECYPCH Ha CUCTEMATa U MpexKaTa.

e [/3nonzeane na akaynm om 6uewu cuyxcumenu. B MomeHTa, B KOMTO e1MH
CIIy)KUTEJ] HE € 4acT OT OPraHHu3alusATa, MOBEYETO OPraHHU3aluu HMa
MOJIMTUKA HAa M3TPUBAHE WM OTHEMaHe Ha akayHT. Obaue H3TpUBaHETO
WM OTHEMAHETO Ha aKayHT MOXKE J1a OTHEME U3BECTHO BpEME, a TOBA MOXKeE
Ja OCTaBM BpATUTE€ OTBOPEHU 3a CIYXKUTEIH, KOWUTO MoraTr Ja
€KCIUIOaTUPAT CUTYaIlUsATa B TAXHA MOJ3a.

o (w30asane Ha axkayHmu cvC 3a0Hu epamuuxku. Moxe na ce ch3aaaar
CUTYAaLMH, TP KOUTO aJIMUHHUCTPATOPHT Ch3JaBa aKayHT, 3@ KOMUTO camo
Toil 3Hae. Hampumep, gokaro uHcTanupa coTyepeH MakeT, 3a yCIEIIHO
U3MbJIHEHUE, COPTYephT MOXKE Ja M3MCKa Ch3JaBaHETO Ha akayHT. B
HOpMAJTHUS Clly4ail, 3a Ch3/IaBaHETO Ha aKayHT ce€ IMojydyaBa (opmayiHa
3asiBKa U CJIE] C€ MOMbJIBa NoAXoAsAmaTa JokyMenranusa. Ho no Bpeme Ha
MHCTaNAIMATa AIMUHUCTPATOPBT MOXKE J1a Ch3/IaJIe aKayHT, 0e3 Jla cienBa
dopmannata mporemypa. Moke ma goWae BpeMe, KOorato OT
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aIMUHUCTpATOpa € IIOMCKAaHO Ja HalyCHE OpraHu3alusaTa M Taka
MIPUBUJIETHHUTE, CBBP3aHU C HETOBUTE aKayHTH, ca oTHeTH. Ho Thil kato
HsIMa JOKYMEHTAlMs 3a €IMH OT aKayHTUTE, aIMUHUCTPATOPHT MMa IpaBa
HaJl aKayHT, OTHOCHO KOWTO OpraHM3alusATa HE € HasCHO. ToBa ocTaBs
OTBOpPEHA JIyIIKa.

ApxuTeKkTypa Ha xocT-0a3upanute IDS

Nma nBe Bb3MOXKHH apXUTEKTYpH 3a XocT-0azupana IDS: yenmpanusupana
U pasnpeodeleHa B peaqHo BpeMe. Te3n apXuTekTypu ca OasupaHu Ha
pasnpeiesieHH 11eJIEBU areHTH (target agent).

IlesieBH areHT

LleneBUAT areHT € Majika mporpama, KosiTo BbpBU Ha cucrtemara. LleneBust
areHT paspellaBa Ha CHCTeMaTa J1a WM3IBJIHIBA IPUBUIETHPOBAHU JEHHOCTH
JIOKaJIHO, KOUTO MHaye He Ouxa Ouinu Bb3MOXKHHU. Hskom oT Te3m neitHocTH
BKJItouBaT npuxasamane Ha TCP/IP naketu ot Mpexarta, oOpaboTBaHEe Ha JaHHU
OT >)KypHAaJIM Ha CbOUTHS, IEHTpaIN3upaHe Ha HeoOpaOOTEHU JaHHHU OT JKypHaJIH,
MIpOBEpPKa Ha LEJ0CTTa Ha (pailioBeTe, MpoBEpKa Ha CUCTEMHATa KOH(UTypalus,
OTKpPUBaHE Ha 3J0ynoTpeOu, MpemnpallaHe Ha anapMu (MpeaynpekiaceHus) u
U3ITBJIHSABAHE HA PEAKLIUU JIOKAIHO B LI€JI€BAaTa MalIMHA.

ArenTuTe 0OMKHOBEHO padOTAT BB oHOB pexkuM B UNIX ninu karo ycinyru
B Windows xoctoBe. Te3nm XocToBe MMAaT KOMYHUKALIMOHHU MPOTPaMHU, KaTo
nporpamMHu  uHTepdeiicu Ha npuinoxenusta (APIs) 3a  oTmanedyena
aJIMMHUCTpALMSI, KOUTO OCUTYPSIBAT Bb3MOKHOCTUTE Ha areHTUTe. Te31 XOCTOBe
caMM MoraTr Ja U3BbpHIBaT (YHKIUMUTE Ha areHTU (BBIPEKH Y€ HE MHOTO
e(eKTUBHO, OCBEH aKO MAJIKUTE MPOTrpaMH-areHTH He ca MHCTalupanu). Berpeku
TOBa, BEAHBXK CJEJ KaTO XOCT MMa MHCTAaJUpaHa M3MbJIHUMA MpOorpaMa-areHr,
HEroBaTa CIIoCOOHOCT Ja pabOTH KaTO YITbJIHOMOIIIEH JIOKAJICH IMOTPEOUTEN HE Ce
HamausBa. [IpaBaTa Ha kpaitHUs TOTPEOUTEN BHPXY XOCT C HHCTAJIUPAH areHT He
ce MPOMEHSIT, aKO areHTHT € KOH(PUTYPHUPaAH U CE MOTIbPKa MPABUIHO.

BB3MoxHO € Ja MMa U €11UH, 1 HJAKOJIKO ar¢HTa Ha €1Ha CUCTEMaA. EJII/IHI/IHCH
ArC¢HT MOXKCE Oa OCUTrypsBa MHOXKCCTBO BB3MOKHOCTH, a B CHIIOTO BPEMC
MHOKCCTBO ar¢HTH MOrar Jia U3II'bJIHABAT €AHA-CAMHCTBCHA 3a/lada BbPXY XOCTaA.
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HenTpanu3supana xocT-0a3upaHa apXUTeKTypa

B uenrpanusupanara xocT-Oa3vpaHa apXUTEKTypa, HEOOpaOOTEHUST
KypHaJl Ha CHOUTHSATA Ce U3Mpalla Ha LEHTPAIHO MSICTO (Ha MalllMHA, pa3Iu4yHa
OT XOCT), IIpeau aa Objae aHanu3upaH. OYHKIUOHUPAHETO HA APXUTEKTypara
IPEMUHABA MIPE3 CIECAHUTE CTHIIKU:

1. Koraro B cucremara ce npeanpueMe IeiCcTBUE, KaTo JOCTHII 10 (Qailsl nin
U3ITBIHEHHE Ha MporpamMa, kato Hanpumep MS Word, ce cb3iaBa 3anuc Ha
cbOUTHETO. 3aNUCHT ce J00aBs BbB (hailil, KOMTO OOMKHOBEHO € 3aTBOPEH
B JIoBepeHaTa 0a3za OT JaHHHW Ha CUCTeMara.

2. [leneBuar areHT wu3mpama ¢dailia Ha I[IEeHTpajlu3upaHaTa KOMaHIHA
KOH30J1a B MPEIBAPUTEIIHO YKa3aHU BPEMEBH MHTEPBAIM NPE3 CUTYPEH
KOMYHUKAIIMOHEH KaHaJl.

3. OTkpuBaIIMAT MEXaHU3bM (BBPXY KOH30JaTa) CpaBHsABa IIa0JOHAa Ha
MOBEJICHUETO Ha TO3u (aitn ¢ npenepuHupanuTe madioHu. 3aMCUTE Ha
JAaHHUTE Ca CPaBHCHW B CYypoB (Gopmar, KOHUTO BCHITHOCT € TEXHUSAT
OpUTHHAJIEH (popmar.

4.  EnHOBpeMEHHO C TOBa ce Ch37aBa KypHai Ha cbOuTHeTO. To3u )KypHa ce
U3MOJI3Ba KaTO apXHB Ha JIAaHHU 32 OpPTaHM3AIMsATa B CIydyail Ha ChIEOHO
npecieaBaHe.

S. Axo mabysoHsT Ha (aiina chBOagHe ¢ npenepuHUpaHuTe MAOIOHH, CE

reacpupa ajdapMa M CC IIpCIIpalla Ha pPa3IM4HUTC IIOACHCTCMH 34
OIIOBCCTABAHC, PCAKIIHA 1 3alla3BaHC.

6. OTroBOpHUKBT [0 CUTYPHOCTTA C€ YBEOMSIBA UpE3 3BYKOBH WJIM BU3YaTTHU
METOJM KaTo MEUIKbP, eleKTpoHHa noma, SNMP trap unu apyro.

7. ['enepupa ce peakius. [loncucrtemaTa 3a peakuu CpaBHsIBa ajapMmara C
npeneUHUPAHUTE peaklud WM TMpUeMa 3asiBKa OT OTrOBOPHHUKA IO
CUTYpPHOCTTA.

8.  Amapmara ce 3ama3Ba B pelaniioHHaTa 0a3a OT AaHHHW. baszaTta oT maHHU
MO3K€ J1a TIa3H CTaTUCTUYECKa MH(POPMAIIKS B TIOBIHCHUE KbM aJIapMUTE.

Q. CypoBute (HeoOpaOOTEHUTE) TAaHHU C€ MPEXBBPISAT KbM apXUB 32 TAKUBA

nanuu. [lepuonnuno ce mpaBu pe3epBHO Komue (backup) Ha TakbB apXuB,
3a J1a c€ HaMaJIu KOJIMYECTBOTO U3IOJI3BAaHO TUCKOBO MTPOCTPAHCTRO.

10. T'enepupar ce oT4eTH, 00OOIIABAIIM ajapMUTE M JTHEBHUIIUTE ChC
cpOuTus. OTUETHT CHINO Taka WMa JETAWIM 3a BKJIIOYCHATa IIeJieBa
CHUCTE€Ma M METOJIa Ha aTaka.

11. [leWTa-mEeTeKTUBH C€ U3MOJI3BAT 3a OLEHSIBAHE Ha JBJITOCPOUYHHUTE
TenaeHuu. [loBenenneTo ce ananu3upa ypes3 U3IM0JI3BaHe U Ha 3ala3eHuTe
JTaHHU B 0a3aTa OT JaHHU, U Ha apXMBa HAa CYpOBHUSI KypHAJl HA CbOUTHUSATA.
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Tasu apxuTekTypa chb3aBa MajJKo WJIM HUKAaKBO HATOBapBaHE HAa CUCTEMATa,
THU KaTO MENUAT aHAJIW3 CE M3BBPIIBA HA IIEHTpaHaTa KoH3oya. Hama edekt
BbpPXY MNPOU3BOAUTEIHOCTTAa Ha cUcTeMara. B nombiaHeHue, TOBa paspeliaBa
3acCHMYaHe B TOJEMH pa3MepH, 3aloTO HMa TO-MalKo MpobieMu 3a
npousBoauTenHocTTa.  CpaBHSBaHETO Ha  HSAKOJKO  XOCT  CHUTHATypH
€THOBPEMEHHO € BB3MOXKHO, ThHl KaTO 3acHYaIIUsAT MEXaHU3bM CTOM Ha
IIEHTPATHUS XOCT ¥ UMa JIOCTHII JI0 TAaHHUTE Ha BCUUKH I1eJIeBU cucTeMu. Hakpasi,
IEHTPAJIU3UPAHUTE CYpPOBH JIaHHM MOTaT Jia C€ M3MOJI3BaT 3a ChJICOHU IEIU U
nenTa-1eTeKTUBUTE MOTaT Jia OIIECHST JBITOCPOUYHHUTE TCHACHIIUU.

Henocrarpiure Ha Ta3W cucTeMa BKJIIOYBAT JIMIICATa HA 3aCHYaHUS U
reHepupaHe Ha Peakliy B peaqHo Bpeme. ['enepupa ce MpexoB Tpaduk, TOKaTo
JaHHUTE Ce IICHTPATU3UPAT Ha KOH30JIaTa. AKO IIUpUHATA Ha KaHalla Ha MpeXaTa
BEYE € 3aIbJIHEHA JI0 KpaeH Mpejiesl, MpeKaTa MOKe J1a Ce 3aIphCTH CIiel BpeMe.

= ApxuBupaHe
KomarxaHxa '9\ ’—:a CYpPOBM AaHHM
Cypos 3anuc xonagn‘a
3anuc Ha Ha Cubutue )N’ Mawwuna 3a )Kys:an
cubutne ,’23 -‘gfﬁ/ 3) JacuyaHe (3) cubutusra

@

(g

\8J /) _|OTtrosapawd |
*:~M = < ‘ noacucTem
OTrosopruk 3a /
Leneswn arexT CWIypHOCTTa
NeviTa-getexTven €— A?

— N

Baza oT gaHHu

¢urypa 40. [Jenmpanuzupana xocm-6azupana apxumexmypa

B Tabmuma 4 ca o0000meHn NOpeauMcTBaTa W HEJOCTaTBhIUTE Ha
[EHTpaIM3upaHaTa apXUTEKTypa.
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IpeanmcTBa Henocrarbuu

Hsma 3acugaHe B peasiHO BpeMme
HsiMa edekT BppXy IPOU3BOAUTEIIHOCTTA HAa CHCTEMATa

[IpenocTaBs cTaTucTUKa HA IOBEIEHUETO Hsima peakiust B peanHo Bpeme
BB3MOKHO € cpaBHABaHE Ha HAKOJIKO CUTHATYypHU I'enepupa ToBap mo Mpexara
€IHOBPEMEHHO

ITpemocrasst cypoBH JaHHU OT apXUBUTE 3a ChACOHO
Ipeciie[BaHe

Tabamuua 4. [lpeoumcmea u Hedocmamvyu Ha APXUMEKMYPAMA 34 YeHMpanu3upaHo 3acudane

Pa3npenesieHa apxXuTEKTYpa B peajiHO BpeMe

B pasnpenenenata apXWTEKTypa, CYpPOBHST >KypHal Ha ChOUTHSATA ce
aHajau3Mpa Ha MallMHaTa Ha UeleBusi areHT. QOYHKUMOHUPAHETO Ha
apXWUTEKTypaTa IPEMHHABA IPE3 CIECIHNUTE CTHIIKU:

1. Koraro ce npennpreme AEUCTBHE B CUCTEMATA, CE T€HEPUPA KypPHAI HA
chOUTHSITA.

2. KypHanbT Ha chOUTHATA ce 3amucBa BbB (haill B peasHO BpEeME U Ce
00paboTBa caMo Ha CUCTEMaTa, Thil KATO 3aCUYAIIUAT MEXaHU3bM € Ha Hesl.

3. VYBenoMsiBa ce OTTOBOPHHUKBT IO CUTYPHOCTTA YPE3 3BYKOBU UJTU BU3YaJIHU

METOJIM KaTO MNEUJKBp, €leKTpoHHa noina, SNMP trap wim pasznuyHu
JIPYT METOIH.

4, ['enepupa ce peakuusi.
5. T'enepwmpa ce amapma u ce H3Mpalia Ha eHTpaTHaTa KOH30J1a.
6.  Anapmara ce 3ama3Ba B penanuoHHa 6a3a 1aHHu. CTaTUCTHYECKUTE IaHHU

3a MOBEJICHUETO HE ca JOCTHITHU MPH Ta3u apXUTEKTypa, Thil KaTO JaHHUTE
ca OrpaHUYEHH CaMo JI0 €Ha CUCTEMA.

1. ['enepupar ce oryerw, 000OmMABAIIA alapMUTE U JTHEBHUIIUTE ChC
cronTuaTa. OTYETHT CHIO BKIIOYBA ACTAMIM HAa BKIIOYCHHUTE IICICBH
CHCTEMH U METOJIa Ha aTaka.

8. N3noinsBar ce genra-aeTeKTUBH, 3a Ja OUECHAT AbJITOCPOYHUTE TCHACHIINU
[ToBeneHuneTo ce aHanM3upa Ype3 U3IM0JA3BaHe CaMO Ha JAHHUTE, 3allMCaHu
B 0a3ara OT IaHHHU, 3aII0TO HAMA T€HEPUPAH apXUB ChC CYPOBH JIaHHU.
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¢durypa 41. Pasnpedenenama apxumexmypa 8 peaito speme

OCHOBHOTO TIPEAMMCTBO Ha Ta3uW apXUTEKTypa € peaTHO-BpeMeBaTa
oOpaboTka Ha maHHuTe. OCHOBHHUAT HEJOCTATHK €, Y€ TMPOU3BOJIUTEITHOCTTA Ha
MallliHATa-XOCT Ja Objae adeKTHpaHa ako areHTa He € JI00pe yIpaBisiBaH H
pasrepHar. B Tabmuma 5 ce o0OoOmiaBar mpeauMcTBaTa M HEIOCTATBIUTE Ha
pasmpeseneHaTa apXuTeKTypa B peajTHo BpeMe.

IIpequmcrBa Henocrarbum

Anapmu B peallHO BpeMe Moske 1a ©Ma OTpaXXeHHE BbPXY POU3BOAUTENHOCTTA.
Peakiuu B peaHo BpeMe Hsma craTicTrka Ha NOBEJEHUETO.
HaroBapsa mpexara

He e Bp3MOxHO CpaBHABAHE HA HAKOJIKO CUTHATYPH.

Hsama NOAAPBIKKA Ha apXUBU CbC CYPOBU NaHHHU

Tabauna 5. [lpedumcmea u Heoocmamvyu Ha ApXUMeKmypama 8 Peaiio epeme

PaGoTHu peskumu Ha xocT-0asupanute IDS

Xocr-6a3upanara IDS moxke aa ce u3non3Ba B 4eTUPH pabOTHHU PEXHUMA: C
npenynpexaenus (tip-off), HabmoaeHNe, OIleHKa Ha IIETUTE U MOTBBPKIACHHE.
CrnenBamuar pasznen oOCkkIa ABa OT TE€3M PEKHUMU: OLIEHKA Ha ILIETUTE U
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IIOTBBPIKACHUC. H’prI/ITC ABa pCKUMa Ca pasriiCaaHu IIpu Mpe}KOBO-6aBI/IpaHI/ITC
IDS.

O]_leHKa Ha IEeTUTE

OueHnkara Ha  IIETUTE, KaKTO TMpeanojara HMETO,  BKIIOYBA
uAeHTU(UIIMpaHE Ha CTENEHTa Ha BpejaTa, IpUYMHEeHa OT 3ioynorpedara. Toit
KaTo ce MOoJIbprKa 0a3a ChC 3alUCUTE HA CHOUTHSTA, IECHO MOTaT J1a ce U3BeAaT
NEUCTBUATA, TOBEJIM A0 3710ynoTpeda, HelfHaTa 00J1acT, BpeaaTa HaJl CHTYPHOCTTa
U TMPOU3XOXKJAUIUTE OT ToBa €(eKTH. BB3MOKHOCTUTE Ha CHCTEMATa, KaTo
JOKJIa/IBaHEe, apXWBHpPAaHE Ha CYpOBM JAaHHU W JIEWTa-IETEKTHUBH, ClliomMarar B
OLICHSIBAHETO Ha ILETUTE.

To3u paboTeH pexumM € 0COOCHO MOJIE3€H, aKO YOBEUIKUTE PECYpPCH ca
HegocTaThuHu. Ce10BaTENHO XOCT-0a3upaHUuTe CUCTEMU MOTAT U3KITIOUNUTEITHO
Jla ce U3MOJI3BAT 3a OILICHKA Ha IIETUTE, aKO >KeJaeTe J1a HaMaluTe U3BbHPEIHA
pabora.

HorBbpKACHUE

To3u pexum MOTBBpXKAaBa, Y€ MOTPEOUTENUTE CIIENBAT MOJIUTUKHUTE TI0
curypHoctTa. [loBeeHueckoTo HaOMI0JeHUE Ce M3IOJ3BA KaTo JOMbIHUTENEH
MHCTPYMEHT, 3a Ja c€ CJleadar JCHCTBUSATa Ha moTpedutenute. PexxumbT
“NOTBBPIKIACHUE” W3BEXKIAA OINPEACICHU MPOoOJIeMH Ha MOBBPXHOCTTA, KOUTO
MHaYe MOKe J]a ocTaHaT He3abens3anu. [IpumMep 3a TakbB podiieM € moTpeOuTeN
ce uaeHTU(dUIMpa Mpe3 HOIITA, ONMUTBANKHU ce Aa mpouyere 3adpaHeHu ¢aisose,
WM HETIPABUJIHOTO MU3MOJI3BaHE HA MPUIIOKESHUS WU MTPOIIECH.

IHou3u ot xocT-0a3upanara IDS

[Tonsure oT xocT-6a3upanara IDS BkiIroUBaT OTKpHBaHE Ha 3710yINOTpedara,
BB3MUpaHe, OYaKBaHE Ha 3JI0ymnmoTpeda, pearupail MEXaHHW3bM U OILICHKAa Ha
mietute. Te3u moa3u 0sixa pasriefaHu B MPEIUITHUTE pa3Aeiif, KOUTO ca TTOYTH
CBIIUTE KaTO Mpu MpexoBo-6azupanute IDS. ma obade enna yHUKamHA 10134,
KOATO HE MPUCHCTBA B MpexoBo-OaszupanHata IDS u kosiTo mpenmasBa OT
37I0yMOTpeOr OT BhTpENTHATA MpEeka, OOMKHOBEHO TMO3HATa KaTO BB3MHpPAHE Ha
BBTperIHu xopa (insider deterrence).

Tasu monm3a e momoOHa HAa CUTYPHOCTTA, OCUTYpEHa OT BHIEOKamepaTa B
OmwxkyTrepcku marasuH. EQekThT Ha BB3MUPAHETO € MOJ00CH HA MPUHITUMA, Ye
Xopara ca nmo-OuTeNnHu, ako 3HasT, ye ca HabmomaBaHu. Insider deterrence e
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BCBIIHOCT €/IHO OT Hali- TOJIEMUTE MPEAMMCTBA Ha XOocT-0a3upanara IDS, 3amoro
TS U305ITBa 3JI0yNOTpeOU HA PECYpPCH, Thidl KAaTO CIYKUTEIUTE ca HAsICHO, Y€ TH
Ha0II0/1aBaT Mpe3 ISJI0TO BpEME.

Opranmsanusira MOXe Ja yBeIWYd e(exTa OT BB3MUPAHETO MO HIKOJIKO
HaunHa. EQWH OT TAX € 1a ommoBecTH ChIeCcTByBaHeTO My. KakTo xopara ciarat
Tabeny 3a OXpPaHWUTEIHHW CHUCTEMH Ha BpaTUTE CH, TO CBIUSA HAYUH
OpraHW3aIMUTE MOTaT Jla CJIoXKaT OaHepW 3a YIBIHOMOIABaHE Ha
CITY)KUTEJIICKUTE KOMITIOTPH, KOUTO OaHEpH Ja HAIIOMHAT Ha CIY)KHUTCIIUTE, Ye
NeHCTBUSATA MM Cc€ HaOMIoJaBaT MPOIBIKUTETHO. To3W MeToa ChINo Ou
SITMMUHHPAJT HAaOJIIOJICHUETO Ha BCEKHM KOMITFOTHP IO BCSKO BpeMe, Thil KaTo
CITY)KUTEINTE Beue ca BHUMATENTHU. J[pyr MeTox 3a yBenmnyaBaHe Ha edeKkTa OT
BB3MHUPAHETO € JIa Ce MOKAKEe Ha CIY)KUTENINTE, Y€ ce HaOmoaaBaT. B ciydait Ha
3510ynoTpeda, € He0OXOAMMO CITYKUTEIAT Aa ObJie MPEAYNPE/ICH, 3a J1a € HasiICHO,
ye HAKOM ro HaOII01aBa.

Jpyr HauuMH 3a yBeIM4yaBaHe Ha e(hekTa € CheOHUAT. XocT-0a3upanute [IDS
OCHUTYpsIBaT JOKA3aTEJICTBO 32 3JI0YNOTpeda 4pe3 THEBHULUTE HA CHOUTHATA U
CTaTUCTHUYECKM JaHHU. ToBa AOKAa3aTeiICTBO IO MPUHLMII € JOCTaThYHO 3a
OpeAlpueMaHe Ha 3aKOHHM MEPKHM Cpelly HapylIIWUTENIs B JONBIHEHUE KbM
M3NUTATENIHUS CPOK W/WIIM U3TOHBAHETO OT OPraHU3alHUATA.

[IpoabmKUTENTHOTO HAOMIOACHUE € OYEBUIHO TMPHUIIOKUMA MspKa 3a
CUTypHOCT. B HsIKOM opraHu3aimu, KaTo Ba)KHU MPABUTEIICTBEHU yUPEKICHHUS,
TakaBa CUTypHOCT Ou Owia rapantupana. OOade TO3M THUIl MPOIBIKUTEITHO
HaOI0ICHUE B CPEJHOCTATUCTUYECKA OPraHU3alUsl MOXKE Ja UMa OTPULIATEITHO
BIIUSTHUC BBPXY CIYKUTETUTE (32 pa3auka OT APYTH MEPKH, KOUTO pabOTIT BHB
GboHOB pexkuM). AIMUHHUCTPATOPUTE, KOUTO OMXa M3MOJ3BAIM TE3U METOJIH,
TpsAOBa J1a ca HasICHO, Y€ TaKWBA MPEKH U KpalHU METOIM Ha OOBUHEHHE YECTO CE
OTpa3sBaT Ha CIIYKUTEIHUTE (BEPOSATHO M HA TTPOU3BOAUTEITHOCTTA MIM).

IIpo6semu Ha xocT-0a3upanara IDS

[Ton3ute, ocurypenu ot xoct-0azupanara IDS, cbiio ca npuapyxeHu OT
HSKOM pazxonau. [loBeueTo oT Te3u pa3xoau MoraT aa ObJaT HaMaJIeH! OT Jo0pa
cucTema, J00pe cla3BaHa TMOJMTHKA W J0Ope IJIaHUpaHW HACTPOWKH Ha
pabotHoTO MsicTo. O0aue, OT IJieIHa TOYKa Ha XocT-0asupanute IDS, TpsadBa na
ce MPEIBUIAT MPOOIEMUTE C MPOU3BOAUTETHOCTTA, PA3rPBILAHETO U APYTH Hellla
C BB3MOKHHU TIPOOIIEMHU.
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IIpousBoguTEHOCT

Kakto Bewe cte HasicHo, xocT-Oasupanute IDS ca pasnpenenenu
MEXaHU3MHU, KOUTO 00pabOTBAT JaHHU OT MaIIMHAaTa, Ha KOSTO ca Pa3MoJIOKEHH.
[Topaau Ta3u apxUTEKTypa Ha XOCT-0a3upaHo 3acuyaHe, MPOM3BOAUTEITHOCTTA HA
TO3U XOCT MOKe Ja criagHe. HaMmamnsiBaHeTo Ha MpOU3BOAUTEIHOCTTA HE MOKE /1a
ce U30erHe, Ho MOe Ja c€ KOHTPOJIUpPA Ype3 MPABUIIHO pasrpbllaHe, H300p Ha
apXUTEKTypa U MOJUTHKA.

Pasrpobuiane u noaapbxKa

Pasrpbmianeto Ha xoct-0a3upana IDS e TpynaHoO, 3allO0TO XOCTOBETE ca
HIMPOKO pasmnpezeneHu (Ha pa3crosiHue). Beska mammba TpsiOBa ga Obae c
WHCTAIMpaHu areHTH. Hawamnata wHCTamanmus W TONAPBXKKaTa ca
BpeMeNoribuiaa padora u clieJOBaTEIHO U3UCKBA PA3NPEACIISIHE U MEXaHU3MHU
3a OOHOBSIBAHE OT Pa3CTOSIHHE.

Komnpomerupane

Camara 1ien Ha uHctanupaneto Ha IDS moxe na 0b1e o0e3cMuciieHa, ako
XaKep MOJIy4YH JOCTHIT 10 HaOIr0jaBaHaTa CHCTEMa M M3KJII0YM areHTa. ToBa Ou
03Ha4YaBajo KOMIIPOMETHUPAHE Ha OTKpHBaIaTa (3acuyariara) CHcTeMa.

IDS cucremute He ca MHOro €(QEKTHMBHU INpPU OTKPUBAHE HA I'bpBaTa
31m0ynotpeda win npoOuB, HO ca MHOTO €(EKTHBHU Cpelly MOBEACHHE, KOETO
Beue e Ouno aedunupano. Enna nobpa cuctema TpsiOBa J1a MOXKE J1a OTKpUe, 4e
areHThbT € Omn m3kimoueH. JKypHas, oTOens3Bal] CUCTEMAaTHYEH IIAa0JOH OT
M3KJIIOUBAHUS, MOKE Ja O3Ha4YaBa, ue Habop OT CHUCTEMHU ca MO/ aTaka.

MaHuny/JmpaHe Ha 3alIUCUTE OT ATEHTHU

Xakepu Morar ja MnoJjiy4at AOCTbhII 10 ar€HTUTE, 3a J1a IPOMEHST 3alUCUTE
B cucteMara. Te MOXKe Ja BMBKHAT 3allUCH B 3BYKOBHUSI IIOTOK, KOMTO Ja
Harmo005Ba TeneoOHHA aKTUBHOCT, WJIM JIa MaxXHAT 3aIlkCH, 3a Ja IPUKPUIT
HEYIIbJIHOMOIIIEHaTa JIEMHOCT. 3a 1eNTa MoraT Ja C€ M3IMO0J3BaT JOBEPEHU U
3alllUTEHU JTHEBHUIIM HA CHOUTHSITA, HANPUMEP JIBOMYCH >KypHal Ha SJIPOTO

(binary kernel log).
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Jlekuus 6

CI/IprHa ABTCHTUKAIIUA

[To BpemMe Ha BIM3aHETO CH B CHUCTEMH, JIOKATHO WM TMpPE3 Mpexka, HHe
YAOCTOBEPSIBAME CAaMOJIMYHOCTTa CU IO HSKOJKO IBbTH Ha JeH. Hampuwmep,
J0KaTo KOMYHHUKHpame d4pe3 e-mail, mazapyBaMe OHJAH WM TOCEIaBaMe
gacteH Web caiiT, Hue mpeocTaBsiMe HIKAaKBO JIOKA3aTEJICTBO 3a TOBA 33 KOU Ce
npencraBsiMe. ToBa OKa3aTeJICTBO CIY>KH CaMO 3a MOTBBPXKICHUE Ha HamlaTa
CaMOJINYHOCT MpeJ CUCTEMara YJOCTOBEPSBAHETO HA ABTEHTUYHOCTTA
(aBTEHTUKALMATA) € MpoLEaypa, MpOoBEpsIBallla Tl MOTPEOUTENAT OTroBaps Ha
CaMOJINYHOCTTA, C KOATO ce npeacTass. C Ipyru 1yMu, TOBAa € MEXaHU3bM, KOHUTO
MOTBBPIKIaBA CAMOJMYHOCTTA Ha TOTPEOUTENS WM MPOLIECca, OMUTBAIL CE /1A CE
CBBPKE WJIM BJIE3€ B CHCTEMATA.

Pa3rpannuyaBaHeTo Ha CaMOJMYHOCTTAa Ha MPOLEC WM NOTPEOUTEN OT
3JI0HAMEPEH MPOLEC WIM JECUCTBAIll HAPYIIUTEN € TpyAHa 3a1ava. sl BKItOUBa
CJIOKHU MEXaHU3MHU, Oa3upaHu Ha Kpunrtorpadusi.

VY nocToBepsBaHETO HA aBTEHTUYHOCTTA CE 3aHMMAaBa C BAYKHUS BBIIPOC JTaTH
MOTPEOUTETAT € TO3H, 32 KOTOTO Ce MPEeICTaBs, iU € U3MaMHUK. Upe3 mporieca
Ha aBTEHTHKAIMS CE€ OCUTYpsSBa CBBP3BaHE KBbM KOMITIOThPA €IWHCTBEHO Ha
BaTUJCH TMOTpeOUTEN C TMPEABAPUTEIIHO 3aJaJeHU TpaBa 3a JIOCTHII.
VY octoBepsiBAaHETO Ha ABTEHTUYHOCTTAa € ITbpBaTa CTHIIKA KbM pasperieHara
yroTtpebda Ha pecypcCHu.

YreIHOMOIIIaBaHETO MPOBEPSIBA AN ONMMUTHT HA MOTPEOUTEIS 1a U3TOJ3Ba
ompeneneHo TpwiokeHue wunaum  (Qaitn e paspemeHo wim  He. ToecT,
YI'BJIHOMOIIIABAHETO € CThIKAaTa, clie/Baiia aBTeHTukanusTa. Cren Karo
NOTPEeOUTENST € OUl YIOCTOBEPEH M C€ ONMUTA Ja M3MOJ3Ba MPUIOKEHUE WU
¢aiin, momyyaBaHeTO Ha pa3penieHue ce 0a3upa Ha MpasaTa 3a JI0CTbII, 331a/I€HU
324 TOBa NpPWIOKEHHWE WM  (¢aiia, 3a  KOHKPETHHS  MOTpeOuTed.
YIbIHOMOIIABAHETO WJIM KOHTPOJIBT Ha JOCTHIA CHIIO € MHOTO BaKEH IPOLIEC.
Ho nopaau dakra, ge nporeaypara e cnenuduyHa 3a pa3TudHUTE ONePaIliOHHH
CUCTEMH, HE MOXe Ja ObJe MOAPOOHO pas3riefaHa, KaKTO MEXaHU3MHUTE 3a
YIOCTOBEPSIBAHE. Y IIBJIHOMOIIIABAHETO OCHOBHO MOKPHBA KOHUEIIINU, CBBP3aHU
C MpoBepsiBaHEe, MpaBa 3a JAOCThI 10 (ailloBe U JUPEKTOPUM, IpaBaTa Ha
MOTpeOnTENs, KAKTO U KBOTUTE Ha JHCKA.
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Kpunrorpagus

Kpunrorpadusita € mMexaHu3bM, KOWTO 3amuTaBa HHPOpMamusaTa dYpes
Kpuntupade (mudpupane) U aekpuntupase (aemudpupane) Ha ChOOIICHHS C
TaeH koA uimn mudsp. B ucropusta kpunrorpadusTa € Ouna M3MOI3BaHA 3a
OCBIIECTBSIBAHETO HA CUTYpPHA, JIMYHA KOMYHUKAIIMSI MEXAY XOpa, BOCHHHUTE
CWJIM, TPAaBUTEJCTBEHH arcHIMM W AUIUIOMaThdecku rpymnu. JlHec obaue,
KpunTorpaduaTa € ocHOBaTa Ha MOJICPHUTE TEXHOJOTUHU 33 CHTYPHOCT, KOUTO
3amuTaBaT MH(pOpPMAILHITA U PECYPCUTE B MpeXkKaTa.

Enna npumepHa cructeMa 3a CBbP3BaHE HA YUCT TEKCT, IIU(GPUPAH TEKCT U
3aKOAMpal] KIII0Y MOKE J1a CE U3Pa3u IO CICIHUSI HAUUH:

C = E(P)

Ta3u cucrema mnpexamosara, 4e 3aKOAMPAHETO HA YUCTUSA TEKCT P,
M3MO0J3Bailky KJII0Y K, JaBa mu@pupanusa tekcT C. AHaloruuHa € u cieaHara
CUCTEMa, KOSITO [TOKa3Ba JEKOAUPAHETO HA ChOOILIEHUE:!

Dw(Ex(P))=P

Tasu cucrema npeanosnara, ue E u D ca maTematnuecku GyHKIIUHU, KbACTO
D«(Ex(P)) nexonupa mmdpupanus tekct Ex(P) B urctus tekct P (purypa 42).

——— xyxynyx
— Kpuntupase oo [ekpunTupaxe
—_— """" c koM Ex —’ o —’ C KNty
— o Dw(Ex(P))
YuceT TexcT, P WuchpupaH Texkct Yuer Texct, P

durypa 42 Kpunmoepagcka nocredosamennocm

3a paziuka OoT paHHata kpunrtorpadus, JHEIIHATA € HEl[O MOBeYe OT TAHO
nucane. Ts mpekpayBa OTBBJ €JeMEHTapHHUTE Kpuntorpadcku GyHKIMHU, KaTo
KpUNTUPAHE W JEKPUINITUpaHE, W pa3lojara ¢ MEXaHW3MH 3a CBbP3BaHE Ha
JIOKYMEHTH C J1aTaTa Ha Ch3/1aBAHETO WM, 3a U3M0JI3BAHE HA CIOJACIICHU JUCKOBU
YCTpOMCTBA U 3a Ch3/1aBaHE Ha MOACUTYPSABAIIM MEXaHU3MHU OT BHCOKO HHBO.
Kpunrorpadusra cpiio Taka ce € mpeBbpHaia B HEOT/EIMMa YacT OT Mpoiieca Ha
ABTCHTHUKAIIUS.

143



B nombiaHeHue, kpunrorpadgusaTa MOXKE 1a ¢€ U3IMO0J3BA U 3a APYTU LIEIH.
Kpunrorpadckure MHCTpyMEHTH MoraT Ja C€ M3MOJ3BaT 3a Ch3JaBaHETO Ha
MIPOTOKOJIM U MEXAaHU3MH, KOUTO IMPEJOCTABAT MOTPEOUTENICKH YCIYTd, KaTo
HanpuMep IJIAIIaHe N0 €JIEKTPOHEH BT, 0€3 TO J1a Ob/Je U3J1araHo Ha PUCK.

MonepHara kpunrorpadus € OCHOBHO HACOY€HAa KbM pa3peliaBaHeTo Ha
TpynHu npobiemu. Exuna mpobiiem Moxke 1a € TpyAeH, 3all0TO PEIICHHETO MY
M3HCKBA CEKpeTHa WH(GOPMAITU KaTo 3aKOJUpPaHe U JCKOANPAHE Ha ChOOIICHHE
WM TTOANKMCBaHe Ha U(PPOB ToKyMeHT. [IpoOieMbT MOXKE Ja € TPYICH M 3aII0TO
W3UCKBA M3YUCIISIBAHETO HA CJIOXKHHU CTOMHOCTH, KaTO HalpUMep Xell
CTOMHOCTHUTE 3a CHOOIIECHHE.

Hen na kpunrorpadusita

Kpunrorpadusita karo 1Usaa0 € CBbp3aHa CbC CHTYpPHOCTTAa U
HOBEPUTEIHOCTTA Ha HH(popMausTa. Berpeku ToBa, 1iefTa Ha Kpunrorpagusra
€ OTBBbJA NoBepuTenHocTTa. CreaBaT YETHUPUTE OCHOBHM (DYHKLHUHU, KOUTO
KpunrorpadusTa ce CTpeMu Aa MpeJoCTaBs:

o [logepumennocm. QOcurypsiBa c€ BB3MOXHOCT €IWHCTBEHO 32
YOBIHOMOIICHUTE TMOTPEOUTENM Ja MOTaT Ja BUIIT WIM H3MOJ3BAT
cekpetHa wuHpopMmaImsa. ChIIEeCTBYBaT HAKOJIKO HWHCTPYMEHTa, KOHUTO
MOTaT Jia TO3BOJIAT Ha HAPYIIUTENHN JIa TOICTYIIBAT MPEXKOBUS TpapuK U
7la TIpexBaIiar 1eHHa, tnuHa napopmanus. Kpuntorpadusta mpegocrass
MEXaHU3MH U TEXHUKH, KOUTO OCHUTYpSIBaT TIIOBEPUTETHOCTTAa Ha
uH(pOpMAaITUATA TI0O MPEKUTE.

o Asmenmuxayus. OcurypsBa TpPOBEpSIBAHETO Ha CaMOJIMYHOCTTA Ha
o0eKkTHUTe, KOMyHHUKHpamuy Tmpe3 Mpexara. Kpumrorpadusta HEe camo
yIOCTOBEPSIBA CAMOJMYHOCTTA Ha MOJAATeNsl Ha ChOOIIEHUETO, HO CHIIO
Taka MpOBEpsBa U Ta3H Ha MOTydaTeNs My.

o [[anocmuocm. OcurypsiBa mpoBepKaTa Ha OPUTHHATHOTO ChIbp)KAaHUE Ha
uH(pOpMalKATa 32 MAHUITYJIAIIMU WU IPOMEHU 110 BpeMe Ha MPe1aBaHeTo.
AKo 1enoctra Ha MH(OpMaAIUATAa HE CE MPOBEPSBA, HIAKOM MOXE Na s
IpOMEHHU, TTpH ToBa He3abemns3ano. Kpunrorpadckute cucTeMu U3Moa3Bat
TEXHUKH W MEXaHW3MH, KOUTO MOMarar MpH MPOBEpsBaHE IEIOCTTa Ha
uHpopmarusaTa, oOMeHsiHa TIo Mpexarta. [Ipumep 3a mpoOuB Ha 1EeTOCTTa
Ha wuHOpMmammsaTa O6M Omn Hapymwmrten, ¢armuduuupan MUPPOBUsL
MOJINKC Ha aJIeH IOKYMEHT.
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o [lpuznasane. llpaBu HEBB3MOXKHO 3a €lIHA KOMYHHMKHpalla rpyna naa
OTXBBPJIM YaCT OT KOMYHUKAINS WA IsJ1aTa KOMYHUKAIHS, TIPUKITFOYIIIA
mpean BpeMe. AKO MPU3HABAHETO HA TPAH3AKIMHUTE MPE3 MpeaTa He ce
CJIe[Td, BCEKU OM MOTBJ J]a KOMyHUKHpA W BIIOCJIEJCTBUE Ja OTXBBHPIU
HAIMYUETO Ha W3BBpIICHAaTa KoMyHUKanus. [Ipumep 3a aHynmpaHe Ha
npu3HaBaHe Ou OWJI TojaTen Ha WHGOpMaIUs, HETPU3HABAI CE€ 32 HEUH
aBTOop. [lomo6en nmpumep Ou O ToTyyaTea Ha WHQpOpPMAIUs, OTPHUYAIIL
dakra, ue 5 € Moy dHII.

BuxoBe kpunrupane
I[BaTa OCHOBHH BH 4 aJITOPUTMHU 3a KPHUIITHPAHC Ca:

e KpunrtupaHe cbC CHMETPUYEH KIIOY;

L KpI/IHTI/IpaHe C HCCUMCTPHUUCH KJIIOY.

Kpunrtupanero ¢bC CUMETpHUYEH KJIIOY M3IOJ3BAa €QUH M ChII KIHOY 3a
KpUIITUpPAaHE H JCKPUNTUPAHE Ha ChOOIIEHMETO. TO3M THUII MEXaHU3bM Ha
KpPUIITUPAHE CE€ HapU4ya MEXaHU3bM 3a KPUIITUPAHE C TACH KJIFOY, 3a10TO KIYBT
ce CIoJessl MeXAy MojaTels U moiyyaTens Ha choOiiennero. CroaensHeTo Ha
KJI0Ya C€ M3BbpPIIBA IO CUTYPEH M TaeH HayuH, 3a Ja C€ NOIIbpiKa
MOBEPUTEIHOCTTA.

Crnegnust npuMep, 00sICHSIBA MEXaHM3Ma Ha KPUMNTHPAHE ChbC CUMETPUYCH
KITto4. AJHC WCKa Ja u3npaTu cboOmieHre Ha bo6. Ts u3npaia KpuntupaHe
CHOOIICHHE Ype3 U3BBPIIBAHE HA CICIHUTE CTHIKH (purypa 43):

1. [IspBO, Anuc 1 bob criofensT Konve Ha TaWHUS KITFOY.

2. Crnen ToBa Anrc KpUNTHPA ChbOOIIEHUETO CH € KITF04a U U3Ipalia KpUITH-
paHoOTO choOIIeHue Ha boo.

3. Hakpas bo0 nexpuntupa cboOIEHUETO ChC CIIOASTICHUS KITIOY.

[ekpunTtupaxe
CbC crnogenex =
TaeH Koy

ok Kpuntupaxe .
— —Jp{ CbC Cnogenex ‘ k

TaeH Knwu

\/\"}q ] :
VHTepHe| ' ™ l l&
&

¢durypa 43. Kpunmupane cvc cumempuuen Koy
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Yecra ymnorpeba Ha KPUNTUPAHETO CHC CHUMETPUYEH KIIOY HMa B
MPOTOKOJIUTE HA CHUTYpHOCTTA. [IpOTOKONMTE HA CHUTYPHOCTTa W3MOJ3BAT
CUMETPUYHHM KJIIOYOBE KAaTO CECHMHHM KIIOYOBE 3a TMOJJAbp)KaHE Ha
MOBEPUTEIIHOCTTA Ha CHOOIICHUS B OHJAWH KoMyHuKamws. Hampumep,
nporokonute Transport Layer Security (TLS) u Internet Protocol Security
(IPSec) n3non3BaT MexaHW3Ma Ha CAMETPUYHUS KITIOY, 3a J]a TeHEpUpaT CECUITHN
KJIIOYOBE CHhC CTAHAAPTHU QITOPUTMH 32 KPUNTHUPAHE MU JEKPUIITUpPAHE Ha
cbhoOLIeHUs. Besika cecust moibprka pa3inueH CECUEH KITI0Y U TE3H KITI0YOBE Ce
[IOJTHOBSIBAT Ha OIPE/IeNICHH HHTEPBAIIH.

Hpyra ymnotpeba Ha KpUITUPAHETO CBC CHUMETPUYEH KIIOY € B
TEXHOJIOTHHUTE, KOUTO MPEIOCTABIT KPUIITUPAHE HA TOISIMO KOJIMYECTBO JaHHU
KaTto Harpumep e-mail cbo0meHns U 1o0KyMeHTHH (aitnose. [Ipumepu 3a Te3u
TexHosorun ca Secure/Multipurpose Internet Mail Extensions (S/MIME),
W3MON3BAIla CHUMETPUYHM KIIOYOBE 3a KPUINTHPAaHE Ha CHOOIICHHS 3a
NoBEpUTENIHA eeKTpoHHa moia, U Encrypting File System (EFS), uznonzpamia
CUMETPUYHH KIIIOUOBE 32 KPUNTHPaAHE Ha (DaiiyioBe 3a MOBEPUTEITHOCT.

CpaBHEHO C KPHUIITUPAHETO C HECHUMETPUYEH KJIIOY, KPUMNTHPAHETO ChC
cuMmetrpuueH Kitod € oT 100 1o 1000 mbTH 10-0BP30 U HATOBAPBA MPOIICCOPUTE
no-Majiko. [IpuunHara ce kpue B TOBa 4Ue, MPU KPUIITUPAHETO C HECUMETPUYCH
KJIFOY C€ HM3MOJI3BAT MO-TEKKU aJITOPUTMH B CPAaBHEHHE C KPHUIITHUPAHETO ChC
cuMeTpuueH Kitod. [lopanu Te3u MpuIMHU KPUTITUPAHETO ChC CUMETPUUEH KITFOY
Ce W3MOJI3Ba, 3a Ja MPEIOoCTaBM TallHA TaM, KBACTO CE€ HM3UCKBA MAacCHUBHO
KPUNITUPAHE U ACKPUNITHPAHE.

Hsxonko HCIOCTAaThbKa HAa KPHUIITUPAHCTO CbC CUMCTPHUUCH KIIHOY:

e KiroubT TpsOBa na ce cmojaens MEXAy CTpaHUTE, KOUTO HCKAaT Ja
B3auMojiericTBaT. ToBa MOXe Ja O0Tc/Iadu CUTYPHOCTTA, Thi KaToO MOBEYE
OT €/IMH YOBEK 3HA€E 3a KJI0Ya.

e JlpouechT Ha crnojensHE Ha KIIOYa BKIIIOYBA PUCKA OT MPECPEIIAHE HA
KJIKOYa [0 MpeKaTa OT TPETO JIULE.

e PHCKBT ce MOBTaps BCEKU ITbT, KOTATO KJIIOYBT CE MPOMEHS M IpeaaBa
MEXAY CTPAHUTE.

Kpunrupane ¢ HecuMeTpHYeH KJII0Y

3a pazmuka OT KPUOTHUPAHETO ChC CHUMETPUYEH KIIOY, KPUNTHPAHETO C
HECUMETPUYEH KU M3I0JI3Ba PA3IMYHU KIIOYOBE 3a KpPUIITUPAHE W
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ACKPUIITUPAHC Ha C’bO6HIeHI/I€TO. KpI/IHTI/IpaHeTO C HCCUMCTPHUUYCH KJIKOY € II0-
HN3BCCTHO KAaTO KPUIITHUPAHEC C HY6J'II/ILICH KJITO4.

Kpuntupanero ¢ my6inyeH K04 U3MCKBA JBa KIto4a: MyOJMYeH KIII0Y U
yacTeH KoY. YaCTHUAT KIII0Y € U3BECTEH caMO Ha coOcTBeHHKA. [IyOmmuHusT
KJIIOY C€ CIOJENA M € JOCTHIEH 3a BCUYKHU CTPAaHHU, KOUTO OMXa HMCKalIu Aa
B3aMMOJICICTBAT ChC COOCTBEHMKA HA YaCTHHS KITto4u. Kpuntupaneto ¢ myOianueH
KITI0Y JIeficTBa upe3 MyOJIMKyBaHE Ha MyONUYHUSA K04 HAa MOTPEOUTENs B
mupektopus (ooukHoBeHo LD wmmm X.500-chBMecTrMa aupekTopusi). Tasu
JIUPEKTOPUSL € JOCThIIHA 32 BCUUKH MOTPEOUTENHN, KOUTO Ca 3aMHTEPECYBaHU Ja
OOMEHST ChOOILIECHHUS.

AJropuTMUTE, U3MOI3BAHU B KPUIITUPAHETO C MyOIMUYEH KIIIOY, BKIIOUBAT
CJIOKHHM MaTeMaTU4ecku (PyHKIUHU, KOUTO MOJICUTYPSIBAT, Y€ BEIHBXK U3IIbIIHEH,
IOPOLECHT KPUIITUPAHE HE MOXKE Ja ce OObpHE JiecHO. Te3um anropuTtmu ca
MIPOEKTUPAHU IO TAKbB HAYUH, Y€ ChOOILIEHUETO, KPUIITUPAHO C ITyOJIHYEH KITI0Y,
MOXE J1a Ce JEKPUNTHpPA CaMO ChC ChOTBETHHUS My 4acTeH Kitod. [1o momoben
HaYuH CHOOLIEHUETO, KOETO € KPHUINTHPAHO C YacTeH KIIY, MOXE Ja ce
JIEKPUINTHPA CaMO ChC ChOTBETHHUS MyOJUYEH K04 OT JBOMKara. OCBEH TOBa
KJIFOYOBETE Ca N'€HEPUPaHU 110 TAKBB HAYMH, Y€ HE € Bb3MOXKHO 14 ONPEEIIUTe
€IUHUA KJII0Y, JOPU U J]a 3HAETE IPYTHS.

OcCHOBEH NPUHIMI HA HECUMETPUYHOTO KPUIITUPAHE: OT IJIEJIHA TOYKa Ha
M3YHUCIICHUATA € HEBB3MOXKHO KIIOUBT 3a JEKpUNTHpaHE Aa ObJe omnpeiesieH
caMo C MMO3HABAHETO HAa KPUNTOIPa(CKUs aIrOpUThM U KJIH04a 3a KpUIITUPAHE.

CreHusT IpuMep, MPEJACTaBs MEXaHW3Ma Ha KPUIITHPAHE C HECUMETPUYICH
kirou (purypa 44). Anmc ucka na usnpartu choOmieHne Ha bo6. Ts u3mpaina
KPHUIITHPaHE ChOOIICHHE, KaTO IIPEMHUHABA IIPE3 CAECIHUTE CTHIIKH:

1.  Anuc nomyyaBa Komue oT myOJu4HUs K04 Ha boO, koiTo e myOnukyBaH
B IUPEKTOpHUsI B Mpexkata oT boO.

2. Anuc kpunthpa CbOOIICHHETO ¢ TyOnuyHus Kirod Ha bod m My ro
u3Ipaia.

3. Hakpas, o6 aexpuntupa cb00IIEHUETO C YaCTHUS CH KITHOY.

YecTo cpenlana peanusanus Ha TO3W MexaHu3bM € RSA kpunrupasnero c
nyOnuyen kimou. Cneasar ¢yHkuuu, kouto RSA kpuntupanero ¢ myOnaudeH
KJIFOY MOKE J1a U3IBJIHU:
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Cuvapnatenu

Kpunrtupane Ha CMUMETpUYHUTE TaATHU KJIIOYOBE, 32 J1a TY 3aIlUTHU I10 BpEME
Ha OOMEHa MM MO MpeXaTa WIH JIOKaTO Ce M3I0JI3BAaT, ChbXpaHSIBAT WU
XemupaT B CUCTEMH.

Cp3naBane Ha UUM(GPOBH MOANUCH, KOUTO MPEAOCTABAT aBTCHTUKAIHS U
IPU3HABAHE 3a pPECYpCH M IUIOCTHOCT HAa JAHHU 3a EJIEKTPOHHH
JOKYMEHTH U ChOOIIEHUS.
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¢urypa 44. Kpunmupane c Hecumempuyen Koy

AJITOPUTMH 32 KPUNITUPaHe

MonepHuTe anropuTMu 3a KpUNTHpaHe ce 0a3upar Ha €IUH U ChIll OCHOBEH
nu3aiiH  (CyOCTUTYyUUsT W TPAHCIO3MIMS - 3aMsiHa W pPa3MECTBaHE) Karo
TPAJAUIIMOHHUTE AJTOPUTMHU, HO BCE€ TNAK aJIrOPUTMUTE HE Ca E€IHAKBH.
TpanuuuoHHUTE aNrOpUTMH 0s1Xa MPOCTH, HO U3IMOJI3BaxXa ABJITH KIOYOBE, 32 /1a

pa3paboTIAT MexaHU3Ma Ha KpUNTHUpaHe. MoJepHUTE alropuTMU palbOTAT IO

HAITbJIHO IIPOTHBOIIOJIOKHA TCOPHU. Anr OPUTMHUTC, KOUTO CC MU3II0JI3BAT B HAIIIHU

AHH, Ca HAIIpaBCHH TOJKOBA CJIOKHHU, Y€ NOPH WU CIICHUAJIUCT 110 KPUIITUPAHC Oa
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ycree Ja MoJly4d KpUNTHUPAH TEKCT, 1€ My ObJie TPYAHO Jia IO IEKPUIITHPA UITU
Jla U3BJICUE HAKAKBB CMUCHJI OT HEro Mopaau CI0oXHOCTTa My. Bbmopeku ToBa
HUTO €JIMH KOJI HE € Hepa30uBaeM WM Hepas3rajacMm.

[Ipumep 3a cUMETpUYECH aNTOpUTBM MoXxe ga Owpae Data Encryption
Standard (DES) ce3nanen ot IBM u ipuer 3a m3non3zsane npe3 1977 1. [Ipe3 2001
r. ¢ 3ameneH ot Advanced Encryption Standard (AES). 3a yae6Hu 11emm O MOT'BJ
Ja ce pasrieaa HeropusT onpocteH BapuanT Simplified Data Encryption Standard
(S-DES). Otaento MexayHapoACH aaropuThM 3a Kpuntupane Ha nanaud |IDEA
(International Data Encryption Algorithm).

[Tpumep 3a kpunTupaHe ¢ MyOJIMYCH KIOY MOXE Jia ObJaT aaropUTMHUTE
Diffie-Hellman u RSA.

MexaHu3MHU 3a ABTCHTURKAaLIUA

NmMa HSKOJIKO MOCTHIIHM MEXaHW3Ma, KOMTO ToMarar 3a MpoBepKara Ha
CaMOJINYHOCTTa Ha TMOTPEOHUTENl MO BpeMe Ha WACHTU(PUIUMPAHETO My B
cucremara. CrenBar HSKOJIKO NPOTOKOJA, KOWUTO MPENOCTaBAT YCIyIH 3a
POBEPKA HA ABTEHTUYHOCT:

e Challenge-response mporokoiy;

e KDC MexaHNU3bM 3a aBTCHTHUKAIIHS,;
o Kerberos;

e Iludposu noganucwu.

Challenge-Response npoTokosiu

Challenge-Response mpoToKomsT € CEMEHCTBO OT MPOTOKONHM 32
yIOCTOBEpsiBaHE (ayTCHTHKAIUS), TP KOUTO €aHA CTpaHa (BepU(PHKATOPHT)
m3npama "mpeau3BukatencTBo" (challenge) kbM apyra crpana (3asBUTENs),
KOATO TpsAOBa jJa mpeaocTaBu BaiguieH "oTtroBop" (response), 3a na Obje
yAOCTOBEpEHa.

OcHoBHaTa 1IeJ1 Ha TO3U MPOTOKOJ € J1a Bepu(HIMpa CaMOJUYHOCTTA Ha
3asiBUTENS, O€3 J]a ce Hajara Toi Ja pa3KpuBa CBOATA TaiiHA (HalpuMep napoJa)
no Hebe3omaceH HauuH. ToBa Mmomara 3a MpeAOTBpaTsIBaHE HA MPUXBAIIaHE U
MOBTOPHO M3MOJI3BAHE HA UACHTU(PUKAIMOHHU JaHHH.
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Challenge-response mpoTtokonute ce 0OazupaT Ha TPUHIIMIA, YE €HATA
CTpaHa M3Ipalla MPOU3BOJIHO YHCIO KaTo mpenusBukaTesnctBo (challenge) mo
ApyraTa, KOsiTO TO 00pbIlia B CIICIUAIHO YHCIIO U BpbIla pe3yiraTa:

1.  Unentndukanums: 3asgBUTENIT MBPBO ce€  HWACHTU(DUIHpA Tpen
Bepu(uKaTopa (HampuMep 4pe3 NOTPEOUTENICKO UME).
2. [IpenuzBukatenctBo (Challenge): BepudukaTopbT reHeprpa yHUKATHO U

HEMPEABUANMO TMPEAU3BUKATEICTBO W TO U3Mpalma Ha 3asiBHUTEN.
[Tpenn3BUKATEICTBOTO YECTO € MPOM3BOJIHO 4YUCIO (honce), BpemeBa
MapKa Wiu Apyra JMHaMUYHO F€HEpUpPaHa CTOMHOCT.

3. OtroBop (Response): 3asBUTENSAT HM3MOJI3BA CBOATA TaiiHa (Hampumep
napoja  WIM  KpUNTOrpapCKd  KIIIOY) U IPeloCTaBEeHOTO
NPEeIU3BUKATENICTBO, 32 J]a TeHepupa OTroBop. To3u mnporec 0OMKHOBEHO
BKJIFOUBAa KpPUMOTOrpa)CKU ONepaluu KaTo XelIMpaHe, HHU(ppUpaHe WU
uudpos noanuc. BaxHo e, ue camaTa TaliHa OOMKHOBEHO HE C€ M3MIpalla.

4, Bepuduxanus: Bepudgukaropbt, KOUTO ChIIO 3HAE TallHATaA HA 3asSBUTEIS,
U3BBpIIBA  ChIlaTa Kpunrorpagcka omepamuss ¢  MOJIYYEHOTO
NPEIU3BUKATEIICTBO M OYaKBaHaTa TalHAa. AKO TEHEPUPAHUAT OT
Bepu(dUKaTOpa pe3yiTar ChBHAJa C MOJYYEHUS OTFOBOP OT 3asiBUTEIS,
CaMOJIMYHOCTTA Ha 3asBUTENIS CE€ MOTBbPKAABA.

3a mo-no6po obsicuenue Ha challenge-response nmpoTokoma e ce pasrieaa
npumep ¢ Amuc U boo (purypa 45). [Ipuema ce, 4e TaWHUAT KIHOY BeUe €
CTIOZICIICH TIOMEXKIY HIM.

1. Anuc wu3npama camoinuyHoctTra c¢cu A Ha boO B cwhobOmenue 1.
Cp0oO0111eHrEeTO ce u3Mpalia Mo Ha4yuHa, 1Mo KOMTo ca ce pa3dpanu Anuc u
b06.

2. Ha to3u eranm bo0O He e curypeH 3a camMOJUYHOCTTa Ha AJHC. 3a J1a ce

MOJICUTYpPH, Y€ ChOOIIEHUETO UJIBa OT AJKC, a HE OT Apyra Ju4HocT, boo
U3Ipalla Npeanu3BUKATEICTBO C FOIIMOTO Mpou3BoiHO unciio Rp. C ToBa
dbopmupa croOIIeHHE 2 1 ¢e U3Ipalia KaTo YUCT TEKCT.

3. 3a 5a JoKaxe caMOJIMYHOCTTA CH, AJTUC KPUNITUPA MPOU3BOIHOTO YHUCIIO
cbC criomenenus TacH Kitod Kap. Ta usnpamia kpuntupanus mudpoBaH
TekcT Kag(Rg) B choOmienne 3 Ha bo0. Ha To3u etam bo0 e curypen, ue
CHOOILEHUETO € OILIO0 OT AJIKC, 3aII0TO caMO AJIKC 3Hae 3a TaWHUS K04
Kag. OcBeH TOBa MpOU3BOIHOTO YKCIO R € n30paHo OT royisiM WHTEPBAT
(manmpumep 128-6uTOBO CiydaitHO 4YMCIIO). 3aTOBa € HEBEPOSATHO HSIKOS
Jpyra JIMYHOCT J1a € BUJsjIa CbOOIIEHUETO B CECUATA.

4, Cera bo0 e curypen 3a npoBepkara Ha camoimyHocTTa Ha Amuc. Ho Bce
OllIe HsIMa JTOKa3aTesICTBO 3a camonuuHoctTa bo0. 3a na nposepu nanu boo
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€ TO3H, 32 KOMTO ce MpeAcTaBs, AJUC ChIIO U3Mpallla clydyaiHo 9ucio Ra
B YUCT TeKCT Ha boO B chobOmIeHNHE 4.

S. 3a ma mpencTaBu JIOKA3aTEJICTBO 3a CaMOJIMYHOCTTa cu, boO kpumnrtupa
cinydyaiiHoTo 4ucio Rs cbec cnogenenns kmou Kag. Tol wmsmpama
kpuntupanus TekcT Kap(Ra) B cboOmienne 5 Ha Ammc. Koraro Ammc
noiay4yn Kpuntupanoto choOmenue Kap(Ra), TS e curypha, ue
B3auMo/ielicTBa ¢ boo.

Anuc Bob

A
R
(2)
: Kas(RB)
('.%/‘ ’
. Ra
(4) g
l¢ Kag(Ra) A
{(5)
&

durypa 45. Ademenmurayus upes challenge-response npomokon

Cnen kaTto MpoOBEPSAT CAaMOJUYHOCTTA CH, aKO AJIUC WCKa Ja MPOIBIIKHU
B3aUMO/JICUCTBUETO cH ¢ b0, TS MOXKe Aa u3npaTu Kitou 3a cecus Ks, kpuntupan
¢ TarHuS K104 Kag.

['opHusAT mporec € gocTa ABIBI W ChIABpPKA HIKOW JOIMBIHUTEITHH
CHOOIIEHUSI, KOUTO MOTar na ce enumuHupar. Ha durypa 46 e umoctpupan
mpoiieca Ha aBTEHTUKAIIKS Ype3 mosi3BaHe Ha challenge-response rnpotokosia camo
C TPH CHOOILICHHUS.

Bob

(1) A R )[
RB. KaB(RA)

2

L Kas(Re) ;[
®

durypa 46. Aemenmurayus upes challenge-response npomorxon ¢ mpu cvobwenus

¥

TpuctbnkoBusaT challenge-response NpPOTOKOJ 3a AaBTEHTUKAIUS €
no100peHne Ha OpUruHaNHUA NpoTokoi. Ho Toit uma Hskoiako aynku. To3u tun
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OPOTOKOJ € Tpeapas3mnojiockeH KbM oTpasenun artaku (reflection attacks).
CrnenBamusar mpuMep JEMOHCTpHpa oTpa3eHaTa ataka npu challenge-response
nporokonu. Heka ce mpueme, ye bo6 e mamumHa B 6aHKata, KOSITO MO3BOJISIBA
MHOTOOpPOMHH €THOBPEMEHHHU CECHH C BHHIITHHM MallWHU-Kacuepu. Hapymmren
Ha Me Mapus 3amouBa oTpa3eHa ataka Ha bo6. Mapust ce penctaBs 3a AJUC U
U3Ipaia UACHTHYHOCTTAa A (KOSITO € OPUTHHAITHO CaMOJIMYHOCTTa Ha AJHC) |
cinydaiftHoTo uncio Ry Ha bo6. bo6 kakTo 0OMKHOBEHO OTroBaps ¢ M3MpalllaHe
Ha COOCTBEHOTO CH TNPEAM3BUKATEICTBO Rp M KpUNTHpaHUS MHUQPPOBAH TEKCT
Kas(Rm). Ha To31 eTamr Mapus e B 3aTpyTHEHO MOJIOKEHHUE, 3alll0TO TS HE 3HAC
3a criojieNieHusI TaeH Kimod Kag.

Cera Mapus 3amouBa apyra cecusi ¢ bo6 upes usnpaiane Ha Rg (B3eTO OT
ChOOIIIEHHE 2) KaTO HEMHO MPEAN3BUKATENICTBO. 0O KakTO OOMKHOBEHO M3Ipalia
o0paTHO OTrOBOP, KOWTO chabpxka mudpoBaH TekcT Kag(Rg), B cOOCTBEHOTO cH
MPeIM3BUKATENICTBO. Mapusi Moyy4aBa JIMIICBaIaTa HHGopMaIus 1 MpeKpaTsBa
BTOparta cecus. Ts 3aBbpIIBa MbpBaTa CECUs Ype3 U3MpalllaHe Ha ChOOIICHHE C
kpuntupanoto crobiienne Kag(Rg). Toii kaTto bob e yoeneH, ue B3auMoieicTBa
¢ Anuc, Toil 1aBa 0aHKOBUTE MOJAPOOHOCTH HAa Mapus.

VYueitku ce ot TpucthnkoBus challenge-response TpOTOKON, UMa
oTpe/IesIeHH MTpaBuiia, KOUTO TPSOBA J1a ce CIeBaT MPY MPOSKTUPAHETO HA BCEKH
MIPOTOKOJI 3a aBTEHTUKAIIHS:

¢ Heka mHUIMATOPHT MOKaXKE CAMOJWYHOCTTA CH TIpeau OTroBapsmms. B
Tpu-cTbnkoBusi challenge-response nporokon boO mpaBu rpemika, Karo
MpeA0CTaBs LIeHHa nH(OopMaIus, MPEau J1a € CUTYPEH 32 CAMOJIMYHOCTTA
Ha Asmc. 3a0enexere, 4ye IpH NeTcThbIIKOBUs challenge-response mpoToko
WHUIIMA-TOpKaTa AJIC yI0CTOBEPSBA CAMOJIMYHOCTTA CH IIbPBA.

e l3mos3BanTe pa3iMiyHU CIIOAEJIIEHA TAMHU KJIIFOYOBE, 3a J1a MPEIOCTABUTE
JI0KA3aTeJICTBO 3a CaMOJIMYHOCT. TOoBa MOXKE Jla O3HA4aBa Jla M3IMOJ3BaTe
JIBa CIIOJICJICHU TallHU KJTI0Ya.

e Heka wHUIIMATOPBHT M OTrOBApSIIUIT M3MOJ3BAT PA3TMYHA HAOOpU OT
YuCiia Ha Tpeau3BUKaTeNncTBOTO. Hampumep, eaHaTta cTpaHa Moxe aa
U3I0JI3Ba YETHU YMCIIa, a Ipyrara - HEUEeTHH.

KirouoBu xapakTepucTUKU U IPEIUMCTBA!

e [IpenoTrBparsBane Ha ataku ¢ MOoBTOpHO m3mbaHeHue (Replay Attacks):
TBH KaTo MNPEaU3BUKATEICTBOTO € pA3IM4YHO IIPU BCSAKA CECHUs 3a
YIAOCTOBEPSIBAHE, TOPU AKO HAIlaJaTelsl IPUXBaHEe OTrOBOpa, TOM HAMA 1A
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Oble BaNWACH TPH CJICOBAIl OMUT 33 YIOCTOBEPSBaHE C HOBO
MPEIN3BUKATEIICTBO.

He ce paskpuBa Taifnara: Camara TaiiHa (HampuMmep napoia) psSaKo ce
npefaBa 1Mo Mpexata. Bmecto ToBa ce m3mpaia camMo Kpunrorpadcku
TeHepUpaH OTroBOp, 0a3upaH Ha Hes M Ha MPEIU3BUKATEIICTBOTO.
[ToBumena curypHoct: M3mon3BaHeTo Ha KpUNTOrpad)CKu METOIN TPaBU
MHOTO ITO-TPYAHO 32 HEOTOPU3UPAHH JIUIIA JIa CE TIPEACTABSAT 32 JICTUTUMHHU
noTpeouTeNH.

I'eBkaBocT: IIpoTOKONBT MOXE Jnda ObJe peanu3upaH ¢ pa3IndHU
Kpunrorpagcku  adrOpuTMH U METOAM 33  TEeHepHpaHe Ha
MPEIN3BUKATEIICTBA H OTTOBOPH.

[Tpumepu 3a Challenge-Response nporokosnu:

Password Authentication Protocol (PAP): Makap u 0a30B U HECUTYpEH,
PAP wusnomsBa npocra dopma Ha challenge-response, KbI€TO CbPBBPHT
u3Mpaiia npeIn3BUKaTeNICTBO, a KIIMEHTHT OTroBaps ¢ maposara (B 4HUCT
BH]).

Challenge-Handshake Authentication Protocol (CHAP): Ilo-curypen
nportokoi, usnoi3Bad B PPP (Point-to-Point Protocol). Bepudukaropst
U3MpaIia Mpou3BOIHO MPEAU3BUKATEIICTBO, a 3asIBUTEIISAT U3UHCIIABA XEIIl
Ha TPEIM3BUKATEIICTBOTO U CBOATA TallHA U TO U3Mpalia KaTo OTrOBOp.
Salted Challenge Response Authentication Mechanism (SCRAM):
W3momns3Ba ce 3a yaocToBepsBaHe, 0e3 Ja ce W3Mpalia camaTa maposa.
BxutouBa "con" (ciyualiHO reHepUpaHu JJaHHM ) 3a 3alll|uTa CPEIly aTaku ¢
IpeIBapuTETHO U3YKCIICHU XemoBe (rainbow table attacks).

Kerberos: IlpoTokon 3a MpeKOBO YAOCTOBEpsiBaHE, KOWTO W3MOJI3Ba
cloXHa cuctema ot ousietu u challenge-response MexaHU3MU 3a CUTYPHO
yIOCTOBEpsIBaHE Ha MOTPEOUTENN U YCIYTH.

CAPTCHA (Completely Automated Public Turing test to tell Computers
and Humans Apart): Belipeku ue He € MpOTOKOJI 3a yJIOCTOBEpsIBaHE Ha
notpedutenu B Tpaguimonaus cmuchi, CAPTCHA wusnonsBa challenge-
response, 3a J1a pa3iuyu xopara ot 6oroBete. [Ipean3BuKaTencTBOTO €
M3KPUBEHO W300paKCHWE WM ayauo, KOETO YOBEK MOXKe JIECHO [a
WHTEPIPETUPA, HO 32 KOMIIOTHP € TPY/IHO.

[Tpunoxenus na Challenge-Response nmporoxomnu:
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e VYiocTtoBepsiBaHE MNpU JOTMH: 3a MpPOBEPKa Ha CaMOJMYHOCTTA Ha
NOTPEOUTEN TPHU JOCTBI 10 KOMIIOTBPHU CHCTEMH, MPEKU U
MIPUIIOKEHUSL.

e Jlururamau noamucu: Yact OT mpoueca 3a Chb31aBaHE W BaJuIUpaHE HA
JUTHTAIIHU [TOATIHCH.

e (CurypHa KOMyHHKalus: 3a yCTaHOBSIBAHE Ha YJOCTOBEPEHU U CUTYPHHU
KOMYHUKAIIMOHHU CECUU MEXy CbPBBPH U KIIMEHTHU (Hanpumep npu VPN
BPB3KH).

e KOHTpOJ Ha JOCTBIIA 10 peCypCcH: 3a MpOBEpPKa Ha IpaBaTa 3a JOCTHII J0
ONpeaeeH TaHHU WU (YHKIHOHATHOCTH.

KDC (Key Distribution Center) mexaHu3bM 32 aBTeHTHKAIUS

CnozienisHETO Ha TaeH KIIIOY ¢ Apyra cTpaHa paboTerne xocra jao0pe, HO
BEpOSTHO HE Oelle HaIbJIHO ycrelntHo. To o3HayaBaiie crioAensHe Ha N kiroua
3a B3auMojielicTBue ¢ N doBeka. ToBa Moxelie Ja JoBeae A0 IpoOjeM C
YIIPABJIEHUETO HA KIIFOYOBETE, 3aII0TO IIE UMA HAKOJIKO TAKHBA.

Jlpyr BB3NpUET MOAXOA € U3MOJ3BAaHETO Ha JIOBEPEH LIEHTHD 32
pasnpenenenne Ha kiarodoBe (key distribution center, KDC). [Ipu t03u meTon
BCekM noTpeduTen cbxpansBa cBog kmod B KDC. KDC e otroBopeH 3a
aBTEHTHUKALMATA U YIPABICHUETO HAa CECUNHU KIIIOYOBE.

Hexka pasrnename nerictBueto Ha KDC upe3 Hait-npoctuss KDC nportokon
3a aprenTukamnus - Wide-Mouth Frog. To3u mpoTokoi € cuMeTpudeH MpOTOKOJ
3a 00OMEH Ha KJIo4oBe, npeasioxkeH oT Maiikba bepoys (Michael Burrows). Toit
¢ pa3paboTeH KaTo MO-MPOCT ajTepHaTHBa Ha mpoTokoja Needham-Schroeder,
HO MMa CBOM CHEIU(PUYHU XAPAKTEPUCTUKH M YSA3BUMOCTH, KOUTO TO TPABST
WHTEPECEH 3a U3y4aBaHe B KOHTEKCTa Ha Kpuntorpadcku mpotokonn. OCHOBHATA
rien Ha Wide-Mouth Frog mpoTtoko:a e na mo3Bosu Ha 1Ba cyoekta (Anwuc u bo0),
KOUTO HE CIOENAT OOII CEKPeTeH KIIIOY, /1a YCTaHOBAT OOIl CECHEH KIIIOY C
MIOMOIITa Ha JOBEpeH CHPBBHP (S), ¢ KOWTO BCEKH OT TAX CHOJENIS COOCTBEH
CEKpETEH KIII0Y.

CrenuuTe CTHIKHM M300pa3sBaT KOMyHHMKAIMATa MEKIy Amnc U bob mpe3
KDC (¢urypa 47):

1. Aunc usnpama cecueH kinod Ks na KDC, 3asBgBaiiku KeJIaHUETO CH J1a
3aroyYHe Bpb3Ka ¢ bo0. Anuc usnpaiiia ToBa ChoOIIeHne KaTo mudpoBaH
TEKCT, KpUIITUPaH ¢ TaitHus K04 Ka, koiito T Beue e cnogenuia ¢ KDC.
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2. KDC npexpuntupa cho0iieHruero ¢ TaiHus ko4 Ha Annc Ka, 3a 1a B3eMe
UJICHTUYHOCTTA U CeCUHUS K104 Ha bo0.

3. ToraBa KDC cp31aBa HOBO ChOOIIEHHE ChC CAMOJIMYHOCTTA U CECUMHUSI
K04 Ha Anuc u ro usnpama Ha boO. M3mpareHoTo cbhobiieHue e
KPUNITUPAHO ¢ TalHusA Kitod Ha boO Kg, KoiTO TOM Bede € CroaeNui C
KDC.

4, Koraro bo6 nekpunrtupa chob1ienneTo ¢ Taitnus cu ko Kp Toi 3Hae, ue
AJIHC UCKa 1a KOMyHUKHUPA C HETO, U 3HAE OILE CECUMHUA KIII0UY, KOUTO TS
MCKa J1a U3I10J13Ba 110 BpEME HA KOMYHHKALIUSATA.

Anuc

¢urypa 47 Adsmenmuxayus upez Wide-Mouth Frog npomoxon

B ropaus mpomec ce 3abems3Ba, ue 3ajadara 3a IpPOBEpKa Ha
aBTeHTHYHOCTTA ce ynpasisisa oT KDC. KDC 3Hae, 4e chOOIEHHETO € AOIILIO0 OT
AJvc, 3aI10TO TS KPUITHPA CAMOJIUIHOCTTa M CECUMHMS CH KIIFOY ChC CBOS TaCH
xirou, korTo Beue e crogenuna ¢ KDC. Ilo nmogoben naumn bo0O 3Hae, ue
chobmenueTo ¢ gonuio oT KDC, 3amoTo chOOIIEHUETO, KOETO € MOJIy4u, €
KPUIITHPAHO C TalHMS KIt04Y, KOUTO TOM Beue e cnogenui ¢ KDC.

Ho mporokxomsr Wide-Mouth Frog e ys3BUM KbM TOBTapsiiii CE€ aTaku
(replay attacks), npu xouTO BaaMIHO MpeaaBaHe HA JAHHH € 3JJOHAMEPCHO WIIH
M3MaMHO MOBTApsSHO WM OT Ch3JaTellsl, WM OT HapYIIUTE, KOWTO Mpecperia
JAHHUTE U TH TIpernpe/ana.

3a o0sicHeHHEe Ha NOBTapsIIllaTa ce araka, OTHOBO IIE Ce U3M0JI3Ba IpuMepa
¢ Amuc, bo6 u Mapus. B to3u npumep bo6 e Gankep, a Mapus ce onursa
3JIOHAMEPEHO J1a MOACIYIIBAa B Mpekata. Mapus, ¢ HAMEPEHUETO J1a OTKPaJHE
napu oT 0aHKaTa, MbPBO CKIIIOUBA cAesika ¢ Anuc. Ts u3BbpIBa HIKakBa paboTa
3a AnMc W ciel TOBa s MOJIA J1a MPEBEAE IBHKMMOTO KOJUYECTBO MapH Ha
HEWHaTa CMETKa.

MexayBpemernHo Mapus npecperia cbo0meHusta, konto KDC uznparia Ha
bo6. T4 chimo ynas 3asiBKaTa Ha AJTUC J1a IpeBeIe Mapu Ha cMeTKaTa Ha Mapusi.
Crnen u3BecTHO BpeMe Mapust OTHOBO M3Mpailia U 1BeTe choOiieHus Ha boo6. To3u
nbT boO Mucnu, ye AnucC OTHOBO € CKIIOYMIIA clenka ¢ Mapus, U 3aTtoBa
npeBekaa nmapu Ha cmeTkata Ha Mapus. C M3M0JA3BaHETO HAa MOBTApsSLIU CE
cboO1enus Mapus ycnsiBa aa ce ciooue ¢ napu ot boo.
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Wma msixonko npyru npotokosa Ha KDC, kouto ca no-cinoxau ot Wide-
Mouth Frog mpotokoma. Enau ot Tsax ca mpotokonsT Needham-Schroeder u
nporokorsT Otway-Rees 3a aBTeHTUKAIIHS.

Kerberos V5

Kerberos V5 e MpexoB MpOTOKOJ 3a YIOCTOBEpSBaHE, pa3padOTEH B
Macauyserckusi TexHoiaorndeH MHCTUTYT (MIT) u cranmaptuszupan ot IETF B
RFC 4120. Toii e mpoekTHpaH Ja OCUTYpU CHUTYPHO YIOCTOBEpSBaHE Ha
NOTPEOUTENH, YCIYTH U XOCTOBE B HEHA/ICKTHA MPEXKOBA Cpe/ia, KaTo U3MOJ3Ba
cuMeTpuuHa Kpunrtorpadus u jgoBepeH Tpetu mnocpeanuk — Key Distribution
Center (KDC).

Kerberos V5 e nogo6penue cnpsimo no-panHata Bepcusi Kerberos V4, karo
npejiara no-rojisiMa rbBKaBOCT, CATYPHOCT M Bb3MOXKHOCT 32 pad0oTa B pa3InyHU
MpexoBu cpeau. Toit e single sign-on (SSO) cucrema, KOeTo O3HauyaBa, 4e
MOTPEeOUTENAT TpsIOBa 1a ce yAOCTOBEPU CaMO BEAHBK, 3a J1a MOIYYU AOCTBHII 0
MHO>KECTBO MPEXKOBH PECYPCH.

OCHOBHH 11€J1M Ha IPOTOKOJIA:

e ViocroBepsiBaHe Oe3 mpenaBaHe Ha maposu o Mpexkara: Kerberos ne
u3Mnpaiia napojii B YUCT BHUJA IO MpekaTa, KaTo MO TO3UM HayuH
MpeoTBpaTsIBa MPUXBAIIAHETO UM.

e Bsaumuo ynoctoBepsBane: Kerberos mo3BosisiBa KakTo KIHMEHTHT Ja
YAOCTOBEPH CAMOJIMYHOCTTA HAa ChPBBPA, TAKa U ChbPBBPBT Ja YI0CTOBEPU
CaMOJIMYHOCTTA Ha KIIMEHTA.

e Uurerputrer m koHpumennuamHoct (ommuonanHo): Kerberos moxe na
OCUTYpU II€JIOCTTa Ha JaHHUTE W TAXHATAa TOBEPUTEIHOCT 4Ype3
KpUNTUPAHE HA KOMYHUKALUSATa MEXKAY YAOCTOBEPEHUTE CTPAHHU.

e [lpenoTBparsBaHe Ha aTaku C MOBTOPHO U3MbiIHEHUE (replay attacks):
Kerberos n3nosi3Ba BpeMeBU MapKku U €THOKPATHU HOMEpa (nonces), 3a Jia
peA0OTBpPaTH MOBTOPHOTO M3IMOJI3BAHE HA MPUXBAHATH YJIOCTOBEPUTEITHU
JTAaHHU.

e Jlenerupane Ha mpaBa: Kerberos mo3BossiBa Ha yciayra na jaeicTBa OT
UMETO Ha MOTPEOUTEIN MPU JOCTHI A0 IPYTU YCIYTH.

Kerberos ce passuBa no crangapTtu3upaH MPOAYKT, MOJIbpPXKAH OT Hakd-
YeCTO W3MOJ3BAaHUTE OIEPAIMOHHN CHCTEeMH W TpuioXkeHus. Bepcus 5 ce
n3mnoi3Ba oT Microsoft 3a asrentukamus B Windows.
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OobuxHoBeHO Kerberos ce u3mbiHABA B MPOrpaMyd Ha HUBO IPUIIOKEHUS
kato Hanpumep Telnet, FTP, rsh, rep, rlogin u ssh. Toit moxe na ce Brpagu B
npyru nporpamu. Hanpumep To MOKe 1a ce MHCTaaupa Ha MallvHA, 3a 1A Ce
NpuIoXKaT cBOWMcTBaTa Ha aBTeHTuKanusata Ha Kerberos. Ilporpamu,
ocwuiecTBsBamu Kerberos, nnn mamunau uncranupanu ¢ Kerberos codryep, ce
Hapu4aT yKperneHu Wik KepOepu3upaHu MporpamMu WiH MAIIWHU.

Ycayru Ha Kerberos

Kerberos morBbpknaBa caMOIMYHOCTTa Ha MOTPEOUTEN WM HAa MPEXKOBA
yCIlyra, U3I0JI3Ba KOHLENIMATA Ha CIOJAEICHMS TaeH Kito4d. Tol mo3BoJsiBa Ha
KJIMEHTH U CbPBBPU B MPE’Ka B3aUMHO JIa YCTAHOBSIT CAMOJIMYHOCTUTE cH, 0€3 1a
pa3kpuBar napoiu. Upes M3Mnoi3BaHETO HAa KpUNTOTpadCKU METOAM TOM ChIIO
NOJICUTYpsABAa TMOJLIBPKAHETO HA IIOBEPUTEIHOCTTa M CEKPETHOCTTa Ha
nH(popmanusTa, KOsTO ce Mpeaana.

Kerberos ocHOBHO nelicTBa upe3 u3nosi3BaHe Ha Owietu (tickets). bumerst
€ TOCIEeA0BATeIHOCT OT HSIKOJIKOCTOTUH OaiiTa, KOUTO JIECHO MOraT Jia ce
OOMEHSIT BUPTYaJTHO TT0 BCHUKH MPEXKOBH MPOTOKOJIH. buieTute moacurypssar,
4ye mporechT, u3nonspaml Kerberos, Moxke na MOTBBpAM CaMOJIMYHOCTTA Ha
MOTPEOUTENH U PECYPCH TIO MpEeXkKaTa.

B Kerberos V5, apreHTHKanusTa Ha mapojia ce M3BBPIIBA B LEHTPAIHO
MACTO 32 BCHUKH MalllMHU B YKpeneHa cpena. Ts He ce U3BBbPILBA B CUCTEMHU OT
cTpaHa Ha norpedutennte. CUCTEMUTE OT CTPAHA HA IOTPEOUTENTE HE yUacTBAT
B AaBTEHTHUKAIMATA HA MApOJIU U B MpoLEca Ha MOIPbKKA.

O06o0011enHue:

o Kerberos nmpegocrapst aBTEHTUKAIMS U CUTYPHHU YCIYTH 32 KOMYHUKAIIUS
Ha OCHOBHM €IMHUIIM B MpEKa.

e Tol reHepupa TaHU KIIFOYOBE 32 3aBSBALIUTE U NMPEAOCTABI MEXAHU3IBM
3a CUTYPHO IIPEJaBaHe Ha KIOYOBETE 10 MpeKaTa.

Kerberos o61actu

B konrtekcta Ha mpotokona Kerberos, realm (oGmact) mpencraBisiBa
Joru4ecka aJMUHUCTpAaTUBHA TIpaHMIA WIM JOMEWH Ha cuUrypHocT. Enun
Kerberos realm cpabpka rpyna oT mnpuHUunanu (MOTpeOUTENH, YCIyTH,
XOCTOBE), KOUTO CE yIOCTOBEPSIBAT OT eIMH Ui HsAKoiko Kerberos cepBbpa (Key
Distribution Centers - KDCs).
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Moskete na cu mpeactaBuTe realm-a xkato coOCTBeHa aJMUHUCTpPATHBHA
eIuHUIIa 3a CcUTrypHOCT, KbaeTto KDC mnoaabpxka 0a3a JaHHM C BCHUYKH
NOTPEOUTENH U YCIIYTH B TO3U IOMEUH U TEXHUTE TAWHU KIIFOYOBE.

OcHoBHu xapakrTepuctuku Ha Kerberos Realms

e AnMuHHCTpaTHUBHA TpaHuia: Bceku realm ce ymparisiBa HE3aBUCHMO U
MMa CBOM COOCTBEHM MOJIMTHKW 3a CUTYPHOCT (HampuUMep MpaBuia 3a
MapoJIn).

e Enunen KDC (wnu xirbcrep ot KDCs): Benuku npuHIunaid B paMKUTe
Ha nangeH realm ce ymoctoBepsBaT oT enuH wim rpyna KDCs, xouto
croziensAT o6ma 0a3a JaHHU. 3a OCUTypsiBaHE HA BUCOKAa HAIMYHOCT U
OTKa30yCTOMYMBOCT YECTO c€ n3noa3Bat MHOkecTBO KDCs (master u slave
ChpPBBpH).

e [IpoctpanctBo Ha umeHa: [IpuHnumanuTe B pamkure Ha realm-a mumar
yHUKaTHU uMeHa. lMmeto Ha mpuHIunaza OOMKHOBEHO BKIIIOYBA
NOTPEOUTEIICKOTO UME MJIM UMETO Ha yciIyraTa, KakTo M UMeTo Ha realm-a
Hanpumep:
user@EXAMPLE.COM, host/server.example.com@EXAMPLE.COM).
NwmeTo Ha realm-a yecTo ce u3nucBa ¢ rjiaBHU OYKBU MO KOHBEHITHS.

o Jlunca Ha iepapxus (o nojapaszoupane): 3a paznuka ot DNS nomeitnure,
Kerberos realms nHe ca #epapxuuan 1o mnojapa3oupane. Realm
SUB.EXAMPLE.COM He HacneasiBa aBTOMAaTUYHO NPUHUIMMNAIN WU
nosepue ot EXAMPLE.COM. Bps3kute mexay realms TpsioBa qa 6baat
U3PUYHO KOH(PUTYPHUPAHHU.

Heo0xoaumocT ot m3noJssBanero Ha Realms

e Opranuzanus: Realms mo3BosnsiBar ioruuecko rpynupane Ha noTpeouTenu
U pecypcu, KOUTO CIOJAEIAT OOUIU HY XU 32 CUTYPHOCT WUJTU MPUHAJJIEKAT
KbM €/IHa U ChIlla OpraHu3alMs WK OTEI.

e AJMUHHCTPAaTUBHO pasjeiieHue: ['oaemMu opranu3anuy Morar 1a pa3aeisT
CBOMTE MOTPEOUTENIN U PECYpCH B MHOXKECTBO realms, KOETO MO3BOJIsIBA
JNEUEHTPAIM3UPAHO aJAMUHUCTPUPAHE U IO-JIECHO YIPAaBICHUE Ha
CUT'YPHOCTTA.

e Curypnoct: M3onupanero Ha MOTpeOUTENN U YCIYTH B OTIAENHHU realms
OrpaHHYaBa NOTEHLMAIHUS OOXBAT Ha KOMIIPOMETHpPAHE B Cllydyaid Ha
IpoOMB B CUTYpHOCTTa Ha €1MH realm.
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MmuoxkectBo Realms u Cross-Realm Authentication

B mo-ronmemu opraHu3anvu WM KOTaTO MOTpeOUTEeNH TpsSOBa na MMar
JOCTBI IO PecypcH, YIpaBisiBaHH OT pasnudyau Kerberos cucremm, Moxke aa
CHILIECTBYBaT MHOXECTBO realms. 3a /a ce MO3BOJM Ha MOTPEOUTENN OT EIAUH
realm fma mosydaT AOCTBI A0 YCIOyrd B Jpyr realm, TpsiOBa na ce ycTaHOBU
noBepue (trust) Mexay Te3u realms.

Hosepuero mexay Realms (Cross-Realm Authentication): 3a ma ce
OCBIIIECTBH yAOCTOBEPSABAHE MEXKIy realms, aAMUHUCTPATOPUTE HA BaTa realm-
a TpsOBa ma CHOAENAT OO KIIOY 3a CIHElUajeH MPUHIUIAT, HapedyeH
krbtgt/remote realm@LOCAL REALM B JIOKaJTHUS realm u
krbtgt/local realm@REMOTE REALM B otnanedenus realm. To3u kiatou ce
U3M0J13Ba 3a u3gaBane Ha cross-realm Ticket-Granting Tickets (TGTSs).

Omnpocten npomec Ha Cross-Realm Authentication:

1. [Torpebuten B REALM A ucka gocten 1o yciayra B REALM B.

2. KmuentsT B REALM_A mbpBo nonyyaBa ooukHoBeH TGT ot cBos KDC
(KDC_A).

3. Kimenrsr m3momssa csos TGT, 3a ma mowmcka cross-realm TGT 3a
REALM B or KDC A. KDC A wuznmaBa TO3u OWIIeT, KpUIITHPAH C
cnoaenenus kirod mexay REALM A u REALM_B.

4, KnuentsT nipencrass cross-realm TGT na KDC_B.

S5. KDC B nexpuntupa cross-realm TGT (u3non3Baiiku criofieiieHus KIIH0Y)
u u31aBa service ticket 3a sxemanata yciyra 8 REALM_B.

6. KimuenTsT m3mon3Ba To3m service ticket, 3a ma ce ymocToBepuw mpen

ycinyrata B REALM B.

Wepapxus Ha Realms (Realm Hierarchy): Benpeku ue Kerberos realms ne
ca MiepapXU4yHU MO Tojpa3OupaHe, MOXKe Jla ce€ Ch3Ja[e WepapXUyHO JOBEpUe
Mexnay Ttax. Hampumep, ako wmmarte realm PARENT.COM wu mopa-realm
CHILD.PARENT.COM, wmoxe nOa ce YCTaHOBM JOBEpHE, Taka 4e
CHILD.PARENT.COM pna ce nosepsBa Ha PARENT.COM. B to3u ciyyaii,
MOK€ J]a ChIIECTBYBA TPAH3UTHBHO JOBEPUE, KBAETO TOBEPUETO CE MPEABa MPe3
nepapxusra.

He-tiepapxuunun  ([upexktan) Bpb3ku: JloBepuero wmoxke na Obie
YCTAHOBEHO M JUPEKTHO MEXIy ABa realms, O6e3 ga mma iepapXxwdHa Bph3Ka
MEXAY TAX.
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Kondurypupane na Cross-Realm Authentication: Kondurypupanero Ha

cross-realm yaocToBepsiBaHE M3MCKBAa BHUMATEIHO TUIAHUPAHE W HACTpOiiKa Ha

CHoJIeTICHUTE KJIF0YoBe U KoH(purypanuonnute ¢aiinose (krb5.conf) Ha Bcnuku

ydaCTBallll KIIMCHTU MW CBPBBPHU, 3a Jda 3HAAT KaK Ja HaMHupaT IObTA 3a

yIOCTOBEpSIBaHE MKy realms.

N360p Ha Opoii u cTpykTypa Ha Realms:

Pemennero 3a Opost W cTpykTypata Ha realms 3aBucH OT pa3mepa U

CJIOKHOCTTa Ha OpraHu3anusiara, HEUHUTE AJIMUHUCTPATUBHU TI'paHU H

N3NCKBAaHUATA 3a CUT'YPHOCT. Hsxon 061]11/1 HaCOKH BKJIIKOYBAT:

Manku opranuzanuu: Yecto € JoctaTbueH e1uH realm.

I'onemu opranmszanuu: Moxe aa ce oOMHCIN pa3ziensHe Ha realms Bb3
OCHOBA Ha OPraHU3AallMOHHU €IMHUIH, Teorpad)CKi MECTOTION0KEHUSI T
YyBCTBUTEIHOCT HA IAHHUTE.

Wepapxuuno nosepume: Moxke ga € MOAXOIANIO, KOTaTo HMMa SICHA
OpraHU3alHOHHA UEepapXusl.

HupexktHo nosepue: lloaxomsmo 3a Bpb3Ka MEXKIYy HECBbpP3aHU
OpPraHU3alUOHHO E€UHULIN.

IpuHuun Ha padora

IIporechT Ha yaocToBepsiBaHe OOMKHOBEHO BKIIFOYBA CIICIHHUTE CTBHIIKH U

Y4aCTHHILIN:

1.

Principal (Ilpunnunan): Maentuduxatop Ha MOTpeOUTEN, yCIayra WIH
xoct, koito Kerberos moxe na ymocroBepu. [lpunHnmmanure wmar
YHHUKAJIHA UMEHa B paMKuTe Ha realm (o0sact Ha y1ocToBepsiBaHe).

Ilpumep:
user@EXAMPLE.COM, host/server.example.com@EXAMPLE.COM.

Key Distribution Center (KDC): JloBepeH CbpBBp, KOWTO Chabprka Oa3a
JaHHU ¢ nH(OpMAIUs 3a BCHUKU MPUHITUTIATN B realm-a U TeXHUTE TailHH
KITI04oBe (IIPOM3BOJHH HA MAPOJIUTE 3a TOTPEOUTENNTE U TEHEPUPAHH 3a
ycyrute). KDC ce cbeTon oT 1Ba OCHOBHM JIOTHUECKH KOMIIOHEHTA:

o Authentication Server (AS): OrroBaps 3a TbPBOHAYAIHOTO
yAOCTOBEPSIBAHE HAa MOTPEOUTEIHUTE.

o Ticket-Granting Service (TGS): U3aaBa OwiieTd 3a JOCTBI 10
KOHKPETHHU yCIIYTH.
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Knuent (Client): [Ipuniumnan (0OOMKHOBEHO MOTpeOUTEN), KOWTO MCKa Ja
MOJTy4YHd AOCTBII IO YCIIyTaA.

CovpBbp (Server): [lpuHuumnan, KOMTO NpenocTaBs yciyra M H3UCKBA
yIOCTOBEpSIBaHE Ha KJIMEHTA.

OmnpocreH npouec Ha y10cTOBepsiBaHe

Authentication Service Exchange (AS Exchange):

Kmuentst m3npama 3asBka (KRB _AS REQ) xeM AS, chabpxainia
HeroBaTa uneHTu¢ukanus. [laponara Ha KiIMeHTa He ce U3npauia.

AS npoBepsiBa CaMOJIMYHOCTTA Ha KJIMEHTA B CBOsITa 0a3a TaHHH.

Axo kmueHTHT ¢ BanmuzeH, AS renepupa Ticket-Granting Ticket (TGT) u
cecuel kimou (Client/ TGS Session Key).

TGT e xpuntupan ¢ knroya Ha TGS, a ceCHMHUAT KIIOY € KPUNTUPaH C
KJII04a Ha KJIMeHTa (IIPOM3BOJIEH OT HEroBaTa 1apoJa).

AS usnpama o6parao kM kiaueHta (KRB AS REP) kpuntupanus TGT
Y KPUIITUPAHUS CECUEH KITIOY.

KimenTsT nekpuntupa CECMHHHSA KIHOY C IIOMOLITA HAa CBOS KIIIOY
(momyuen ot maposiara). TGT octaBa kpunTupaH, Thii KaTO KJIMEHTHT HE
3nae kmoua Ha TGS. KnuentsT cbxpansBa TGT 3a Obaemu 3asiBku 3a
YCIIyTH.

Ticket-Granting Service Exchange (TGS Exchange):

KoraTo kJmeHThT ncKa JOCTHII 10 KOHKPETHA yCIlIyra, TOW u3npalia 3asBKa
(KRB_TGS _REQ) xbM TGS. Ta3u 3asBka BxirouBa TGT u aBTeHTHKATOD
(Authenticator). ABTEHTUKAaTOPBT ChbPka HHPOPMALIUS 32 KIHEHTA (UME,
aZpec) U BpeMeBa Mapka, Kpuntupanu cbe cecuitHus kiatou (Client/TGS
Session Key), monyuen ot AS.
o TGS nexpuntupa TGT (u3non3Bailku CBOSI KJIt04Y) U MPOBEPSIBA
CaMOJINYHOCTTA Ha KJIIMEHTA.
o TGS nexpuntupa aBTeHTUKATOPA (M3MOA3BANKN CECUMHUS KITIOY
ot TGT) u npoBepsiBa nanu 3asiBKata € BaJIUJIHA U HABPEMEHHA
(3a mpeoTBpaTsBaHE Ha replay aTtaku).
o Axo Bcuuko e Hapen, TGS renepupa Service Ticket u cecuen
kiou (Client/Server Session Key) 3a KOMyHUKaIusi MeEXIy
KJIMEHTA U LeJIeBaTa yciyra.
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3.

o Service Ticket e kpunmTupaH c KiI04a Ha IiejieBaTta yciyra, a
CCCUMHHAT KIIIOU € KPUNTHpPAH KAaKTO ChC CECHUWHUS KIIOY Ha
kiuenTa (Client/ TGS Session Key), Taka u ¢ ki1toda Ha yciayrara.

o TGS wsnpama o6patHo kbM kiaueHta (KRB TGS REP)

kpuntupanus Service Ticket u KpUNTHpPaHUS CECHEH KITIOY.

Client/Server Authentication (AP Exchange):

o KnnentsT m3npama 3asBka 3a poctell (KRB AP REQ) xbMm
mejeBata yciyra, BkmouBama Service Ticket u  HOB
aBreHTUKaTop (kpuntupan ¢ Client/Server Session Key).

o CopBbpbT Ackpuntupa Service Ticket (M3mon3Bailku CBOSI KJIHOY)
U TIPOBEpsIBA CAMOJMYHOCTTA HA KJIMEHTAa W Jladu OWIETHT €
BaJIUJICH.

o CoHpBBPBT JCKPUNITUPA ABTEHTUKATOPA (M3MOJI3BAWKHN CECUMHMUS
ko4 oT Service Ticket) u mpoBepsiBa BATMAHOCTTA HA 3asIBKATA.

o AKO BCHYKO € Haped, KIMEHTHT € YJOCTOBEPEH U MOXE Ja
MOJTy4Yr JOCTBII IO yCIIyTara.

o [lo >kemaHuwe, KIMEHTHT MOXE Jla TIOMCKAa B3aHMMHO
yIOCTOBEpSIBaHE, IPU KOETO ChpPBBPHT H3Mpala oOpaTHO
orroBop (KRB AP REP), cwabpxkany wuHbopmamus ot
aBTEHTHUKATOpa Ha KJIMEHTA, KPUNTHPAHA ChC CECUNHUS KITIOY
(Client/Server Session Key), koeTo 1oka3Ba caMOJIMYHOCTTa Ha
ChpBBpA.

KiarwuoBu xapakrepucruxku Ha Kerberos V5

Realms - AJQMUHHCTpAaTMBHH  JIOMCHHM Ha  yJOCTOBEpsBaHE.
[IpuHIMNanUTe NPUHAIEKAT KbM OIpeesieH realm.

Principals - VHukanHu waeHTH(PHUKATOPU HA MOTPEOMTEIH, YCIYTH H
X0CTOBE B realm-a.

Tickets: - BpemeHHH, KpUNITUPAHU YAOCTOBEPUTEIHU JaHHU, JOKA3BAIIN
caMOJIMYHOCTTa Ha mnpuHiunama. Kerberos usmon3ea Owneru, 3a Aa
IPOBEpPU aBTEHTUYHOCTTA Ha OCHOBHM €JIMHULIU TTO MpekaTa. busierure ca
KPUIITUPAHU 3alUCH, ChAbPKALIM CECHUIHUS KIII0Y, CAMOJMYHOCTTA Ha
norpebutenst U uaeHTuduUKaTopa Ha yciyrarta, kakto u IP agpeca Ha
kiueHTa. Yact ot uHopmanusTa, ChIbpikalia ce B Ousera, € KpurntTupaHa
ChC CIIOJIEJICHHS TacH K04, KoMTo € m3BecTeH camo Ha KDC u Ha
OCHOBHATa €JWHMIA. BUIETHT € NMpUApPYKEH U OT KONHE Ha CECUUHHUS
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KJIF0Y, KOETO € KPUIITUPAHO ChC CIo/ieNIeHUs TaeH kitod. CriocoOHOCTTa Ha
OCHOBHHTE €IWHUIIA MPABUIHO Ja IEKPUIITUPAT CHOTBETHUTE YACTH Ha
ousera ornpeess aBTEHTUYHOCTTA UM 110 MpeXKaTa.

Sessions Keys - Kpuntupanu KIO4YoBe, H3IOJI3BaHU 3a CHUTYpHA
KoMyHuKanus Mexay npuHiunaiure. KDC no ciyyaeH HauuH renepupa
BPEMEHEH TacH CECHEH K04, KOWTO TpsOBa fa ce criogenu Mexay KDC u
knueHta.  CecMMHMSAT K04 CBHUIECTBYBa  JOTOraBa,  JOKaToO
NpUAPYKaBaIIUAT ro OuieT e xuB. OCHOBHATA LEJ Ha CECUMHUSA KITIOY €
7la TIPOBEPSIBA ABTCHTUYHOCTTA HA OCHOBHUTE €AWHUIIN IO HAKOJIKO MTBTH
M0 BpeME Ha CHIIECTBYBAHETO Ha OmieTa, 3a /1a OTpaHUYH H3MOI3BAHETO
Ha CIIOICJICHUSI TACH KIIIOY (KOMTO B IEHCTBUTEITHOCT € XEII CTOMHOCTTA Ha
napoJjara) 1o Mpexara.

Authenticators - JIombIHWTETHH KPHUIITHPAHW JAaHHUW, JOKa3BalllH, 4Ye
KJIMCHTHT BCE OIIIE MPUTESKaBa BATUACH OMJICT W MPEIOTBPATIBAIIH replay
aTaKwy.

Keytab Files - ®aiinoBe, chabpKallyd IBJITOCPOUYHUTE KIIOYOBE Ha
yCIIyTHUTE, TO3BOJISIBAIIM UM Ja ce ynocTtoBepsBar npen KDC 6e3 yoBeiika
HaMmeca.

Cross-Realm Authentication - Bb3MOXHOCT 3a yJI0CTOBEpPSBAHE MEKIY
MPUHITMTIATN B pa3IMyHU realms, mpyu HaWM4YWEe HAa YCTAaHOBEHO JOBEPHE
MEXIY TAX.

[Toanpmxka Ha pa3aU4YHU KPUMITOTPA(CKHU aNrOpuT™MU - V5 € NO-I'bBKAB OT
V4 u nogabpxka No-CbBPEMEHHU U CUTYPHU KPUTITOTPadCKH METOTH.
Pre-authentication - MexaHu3Mu 3a MpeIOTBpaTSIBaHE Ha HIKOW aTakw,
Kato brute-force onmuTH 3a OTraTBaHe Ha MAPOJIH.

IIpouec Ha aprenTukanus B Kerberos

[Ile pa3sicHuM mporeca Ha aBTEHTUKAIIUS C TIOMOIITa HAa TpuMepa 3a AJIC

u bo6: CrenBaT HEOOXOUMUTE CTHIIKH, KOTaTo AJKC (MOTpeOuTeN, N3MO0JI3BalIl

yKpereHa MalmHa) ucka aa komyHukupa ¢ bo6 (cepBbp 3a npuioxerus) ():

1.

Anuc, wu3MoJi3Balla yKpeneHa MalllhMHa, HalmucBa UWMETO CHU 32
aBTeHTUKalMs. MammHara nu3npama naestuadocrra cu A kpM KDC karo
YHCT TEKCT(MAIIMHATA HE TIMTA 32 [apoJia).

VYenyrata nwa KDC 3a  aBTeHTHKanuss OTroBaps C KPUIITHPAHO
YAOCTOBEPEHHUE 32 CAMOJIMYHOCT B TallHUA Kito4 Ha Annc. Kpuntupanoro
YIOCTOBEPEHUE 3a CAMOJMYHOCT BKJIIOYBAa cecueH kiou Ks u Owmier
Kres(A, Ks), KOWTO B IEHCTBUTEIHOCT € 3a yclyrara 3a H3JaBaHe Ha
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ounern Ha KDC. (Anuc Beue e crionenuia Taiaus cu kiod ¢ KDC.). Ha
TO3M €Tall C TOMOINTa Ha TallHus K1Y Ha AJHUC CHOOIIEHUETO Ce
JEKpUIITUpa OTHOBO, 3a Ja ObAe moiydeH cecudHusaT kimwod u TGS
ounersT. Thil KaTO AJHIC MOXE Ja JEKPUITHPA ChOOIIEHUETO C TAWHUS CH
KJIFO4, CUCTEMAaTa € CUTypHa 3a HEHaTa CaMOJIMYHOCT. 3aTOBA CaMO CJE]
YCHENIHO JEKPUTNITUPaHe paboTHATA CTaHIIMS MUTAa AJIKC 3a MapoJia.

3. Crnen kato Anuc yCHENIHO c€ MACHTH(HUIMpA B CHUCTEMarta, TS M3Ipalia
cpobienre Ha KDC oTHOBO che 3asBKa 3a uzgasane Ha TGS Ouier 3a boo
- CbpBBpa 3a npuiiokeHus. Kommonenture Ha ToBa chobmeHue ca Kygs(A,
Ks), B, Ks(t). B Te3u koMmmonenTu t mpejcraBs Mapkep Ha BpemeTo. KDC
CE OMWTBA JIa JIEKPUIITUPA CHOOUIEHUETO C KOMHETO Ha TalHUA KJIIOY Ha
Aunrc, K0eTo uMa. AKO ycree Jja o HalpaBU M ako MapKepbhT 3a Bpeme t €
ckopoiieH, KDC e curypen, ue Annc € cbllaTa JHYHOCT, 3a KOATO C€
MpEACTaBS.

4, Cnen ToBa yciyrara 3a uznaBaHe Ha Owinetn Ha KDC otroBaps upe3
ch3JlaBaHe Ha cecueH kimod Kapg, koiTo Annc moxe na usnon3sa ¢ boO.
TGS usmnpamma ase Bepcun Ha cecuitaus K04 - Ks(A, Kag) 1 Kg(A, Kag).
[I5pBUAT KIIFOY € KPUNTUPAH ¢ TaitHus Kito4, koilto KDC e n3nan Ha Aunuc,
Taka ye AJIMC J]a MOXe J1a TpoYeTe ChOOIIeHUEeTOo. BTopuaT e KpunTupax ¢
TaiiHus K04 Ha BoO, Taka ue Toil 1a MoXxe Aa ro AeKpunrtupa. Ajauc He
MO3Ke J1a pa3depe BTopaTa Bepcusi, 3a10TO TS HE 3Ha€ TaHUS KITH0Y, KOUTO
bo6 e cnogenun ¢ KDC.

S. Cera Anuc usnpaia Konue Ha ceCuiHus K04 Kag, KpUnTupaH B TaiHUA
ki1t04 Ha bo6. ToBa choOIIEHNE OTHOBO € IPUIPYKEHO OT ChIIUS MapKep
3a BpeMe t.

6. OtroBopsT Ha boO Kag(t+1) e mokazatenctBo ot bo0, ue Anmc ropopu

nerctButenHo ¢ bob u ¢ HUKOM ApyT.

IH{udposu noanucu

3aKOHHOCTTA Ha TPaBHH, (PMHAHCOBH M APYTH JOKYMEHTH CE ONpPEaess OT
HAJIMYUETO HAa PHKOMUCEH TMOANUC HAa YIBJIHOMOIICHHTE CTpPaHUd Ha
JIOKyMEHTUTE. B ToBedYeTo ciydyan MOKyMEHTUTE TpsiOBa Ja ce MPECTaBsT B
opurmHanHata uMm (opma. OOWKHOBEHO HE ce mnpueMar (OTOKOMHUS Ha
JTOKYMCHTHTE.

B namm gHM OM3HEC KOMYyHMKAIMUTE CTaBaT OHyaH. KoMmmroThpusupanu
CUCTEMHU 3a CHOOIIECHUS TIOUTH Ca M3MECTUIIN 0OMeHa Ha (PU3UYECKH JJOKYMEHTH.
Ho kak Moe HSIKOM J1a € CUTYPEH 32 aBTEHTUYHOCTTA Ha JOKYMEHTHUTE, KOUTO CE
0OMeEHAT OHJIalH?
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He e necHo nma ce u3Mmuciu 3aMecTUTEN HAa PBKOMUCHUTE moanucu. B
OCHOBHU JMHHHM TpsAOBa J1a ce Cb3/laJe TakaBa CHCTEMa, 4Ype3 KOATO E€IAHH
noTpeduTeN 1a MOXe Ja u3mnpaia HugpoBo chodieHue Ha apyr. Eqna mogobna
cucteMa TpsiOBa Jia OTTOBaps Ha CJIEIHUTE U3UCKBAHMUS:

o [lonyuamenam mpsabea oa Modxce 0a NOMBbPOU CAMOIUYHOCMMA HA
nooamens. IHCTUTYIIH, KOUTO TIPEIOCTABST (PMHAHCOBH YCIIyTH, HE Onxa
MOTJIH JIa paboTAT OHJIAHH, aKO TOBA YCJIOBHE HE € M3IbJIHeHO. Hampumep
KJIMEHT MOJKE Jla Hapeau Ha OaHKaTa CH Jla BIHIIE KaTO IBJIT B CMETKaTa
My OmpeJielieHa cyMa MapH, 3all0To € HanpaBui NMokynku. Ha To3u erarm,
npeau OaHKaTa JIa MpoIeanpa, TS TPSIOBa Aa € CHTypHA 3a CAMOJIMYHOCTTA
Ha KJIMCHTA.

o [looamensm mpsbea 0a He Modice 0a ompeue CbOOWeHUemo, Koemo e
usnpamun. Pasrnenaiite npumepa ¢ 6ankata oTHoBo. KimeHT moxe aa
nopbua Ha OaHKara Ja KyId JISUIOBE KaTO YacT OT WHBECTUIIMOHHATA
nporpama Ha 6ankara. CKOpoO clie]] TOBa IIeHaTa Ha JISJIOBETE Iajia PSA3KO.
HeuecTen kuMeHT ce oTpruya OT CHIVIACHETO CH W Ka3Ba, Y€ HUKOTa HE €
y3npaliai nojooHo ChOOIIECHUE.

o [lonyuamenam mpsbea 0a He e cnhocobeH 0a NPoMeHs CbobueHuemo cu no-
KbcHo. Bppiaiiku ce kbM mpuMepa ¢ OaHkaTa, HEeKa MPUEeMeM, 4€ CKOpO
CJIe]T KaTo CAeNIKaTa MEeXIy KIIMEeHTa U OaHKaTa € 3aBbpINnia, IileHaTa Ha
JSI7IOBETE ce KayBa. baHkaTa MoOXke Ja ce OmHTa J1a Ch3/aje MOANMHUCAH
JIOTOBOP, KOWTO TJIACH, Y€ Ce KyITyBa I0-CKOPO €IMH JIsJ1, OTKOJIKOTO CTO.

Nma MHOTO METO M 3a ch3AaBaHe Ha 1MppoByU noanucu. Hsakonko oT Tx ca
C M3I0JI3BaHE HA TallHU U MyOJUYHH KITFOYOBE.

IHoanucu ¢ TaeH K04

[Tpu To3u meton nieHTpanuusat oprad (Central authority, CA), KOWTO BCUYKH
MO3HaBaT U Ha KOWTO BCUYKHU BSIpBAT, Urpae BaxkHa pojs. OTcera HaTaThK B
oOsiCHEeHUsITa LIEHTpaJIHUsS opraH 1e ce o3HadaBa ¢ CA. Beska ctpana cnogens
taeH kiatod ¢ CA, Taka 4e TS J1a MOXE Ja M3M0J3Ba UU(POBU MOINUCH HA
JOKYMEHTUTE, KOUTO CE€ MpeaaBar. 1e€3u TalHU KIIIOYOBE Ca TalHA MEKIY
3auHTepecyBaHaTa ctpaHa u CA.

KoraTo HsK0sl cTpaHa ucKa J1a U3MpaTH ChbOOIIEHUE Ha Jpyra cTpaHa, Ts ce
cBbp3Ba ¢ CA. OTHOBO ce Bpbillame Ha ipumepa ¢ Anuc u bo6. [la npuemem, ue
Anuc ucka na u3nparu cboodiienue ¢ uudpos noanuc Ha bo6. 3a nenra Anuc
m3npama cpoOmenue a0 CA, KOeTo chabpka MOAPOOHOCTH KaTo MME Ha
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CTpaHaTa, Ha KOATO MCKa Ja H3IpaTH choOIeHue (B Hamusa ciaydaid bo0),
MPOM3BOJIHO YHCIO, MapKep 3a BpeMe U CbhboOmieHuero. Bceuuku Te3um
MOAPOOHOCTH ca KpPUNTHpPAaHW C TaWHusa kmod Ha Amuc. CA 3Hae, ye
ChOOLIEHUETO UABA OT AJIMC, ThH KaTO € KPUIITHPAHO C TAWHMS KIIIOY, KOWTO
Anuc e ciogenuia ¢ Hero. CA 1eKpUnTHpa CbOOIIEHUETO U U3Ipalia ChbOOIICHUE
Ha b06. Crobienuero, usnpareHo Ha bod ot CA, chabpka Kpuntupa Huppos
MOJIIUC, KOMTO CHIIO ChABPIKA MapKep 3a BpeMe.

To3u MeTo/1 HE Ce M3MOJI3Ba YeCTO B HAIIIM JHU 3apajy CIIOPOBETE, KOUTO €
MpEeIr3BUKAI B MUHAJIOTO. BBIIpeKr ue CIOpOBETE ca pa3pelieH N0-KbCHO, TOM
BCE OIII€ HE € MHOTO ThpceH n300p. KakBo craBa, ako Anuc oTpede ChO0IeHUETO,
KoeTto e m3npatuia Ha CA? B noBeueTo ciaydan BCUUKUA CTpaHU OUXa Ce ChIUIIH.
Coabt Mo CA ga nokaxe, ye Anuc e usnpartuia cboomenuero. CA mokassa
ChOOLIEHUETO, KOeTO € m3nparuia Anrc. ChoOIEHNETO, KpUIITUPAHO C TalHUA
KJIF0Y, KOUTO € cojiesieH camo mexay Anuc u CA, nokasBa, ye AJIMC TPEIIu.

Hoanmucu ¢ my0JauYeH K04

Enun Henpoctarhbk Ha 1UdpPOBUTE MOAMKUCH C TallHU KJIIOYOBE €, Y€ BCSIKa
cTpaHa TpsOBa na BspBa Ha CA. Omie moseue, BCSIKO ChOOIIEHHE TpsOBa na
npemuHe npe3 CA, 10pu U cTpaHaTa Jia He UcKa Jia ctane Taka. CA Moxe J1a yete
BCUYKH TOBEPUTEIIHM B3aUMOJICHCTBUS MEXIy JBeTe cTpaHu. Haii-Beue
[EHTPAIM3UPAHUST JJOBEPEH OPTraH € MPaBUTEICTBOTO, OAHKUTE UITU aJIBOKATHUTE.
Ho Te cbi110 He noy4yaBat bJIHA NOBEPUTEITHOCT OT XopaTa. [To-ckopo e TpyaHo
3a BCEKM YOBEK Jla BSipBa HAa HAKOW opraH 0e3yclIOBHO. 3aToBa HEO(MUIIUATHO
KOMOMHUPAHO CIOPa3yMEHUE MEXIY JABETE KOMYHUKHUPAIIHU CTPAHU 3aKJII0YaBa,
4e € Hail-100pe J1a He ce HaMeCBaT BBHIIHYU OpraHu B IUGPOBOTO MOANUCBAHE HA
JOKYMEHTH.

3a macTtue € OTKPUT JpYT METOJ 3a Ch3laBaHe Ha IudpoBU noanucu. Tou
BKJIFOYBA HM3ITOJI3BAHETO Ha KpUMNTOrpadus ¢ myOaudeH Kirod. BebmHoCT, TO3M
MeTon Oelle MHOro ThpceH u300p. Hail-npocTusaT HauMH 3a Ccbh3gaBaHe Ha
1M(POBY MOAMKCH C U3IOI3BAHE HA KpUMNTOrpadus ¢ MyOJIUIHN KITIOYOBE MOXKE
J1a BKITIOYBA CH3ATENAT HA ChOOIICHUETO J1a KPUTITUPA MOJIICA CH C TaCH KITI0Y,
M30JUPANKU TIOJIKUCA B OPUTHUHAIHOTO ChoOImIeHne. Beeku ¢ myOauaHus KITrod
Ha Ch3/1aTelIs MOXKE J1a IEKPUTNITUPA CHOOIIIEHUETO IO OPUTHHAITHOTO CHOOIIEHUE.
ABTEHTHMYHOCTTa Ha TMOJIUCAa CE€ MOTBbPXKIaBa, KOraro JACKPUITHUPAHOTO
ChOOLIEHUE CHBIIAJHE C OPUTMHAIHOTO, 3allOTO CaMO HSKOW C YacTeH K4
MOJKe€ Jia Ch3/1ajie MOATHNCA.
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Ho to3mn MCTOA ChbIIO MMa CBOUTC IIPOITYCKH. KpI/IHTI/IpaHeTO Ha JaHHUTC 3a
MpcaoCTaBsAHC Ha HH(prB ImoAInC HE € IIPUCMIIMBO ITOpaau CICAHUTC IIPUYNHU:

o Kpuntupanuar moanuc, ChabpKaH B CHOOIICHHETO, OOUMKHOBEHO € ChC
ChIUS pa3Mep (aKo HE W MO JIBJIBI) KaTO CaMOTO ChOOIIeHHe. 3aToBa
IBIHOTO ChoOIIeHne (chobImenne + mudpoB MOJIKC) YABOSBA pa3Mepa
CH, 3a€Ma MHOTO MSCTO 3a ChbXpaHEHHE M Ch37aBa IMO-TOJISIM TpaduK Ha
nanan. [IpenaBaneTo Ha TOBa ChOOIIIEHUE TIO MpEKaTa BKIFOYBA HEHYKHO
HaTOBapBaHe.

e Kpunrupanero ¢ myOaudeH KITr04 € CJI0KHO U MTOPaId TOBAa MaJIKo 0aBHO.
To cpm0O Taka TpUYMHSABA TEXKKO HATOBApBAaHE B HW3UMCICHUATA Ha
nporecopa. 3aToBa, NMpU NMPeAaBaHETO HA TaKWBa ChOOIIEHUS ¢ ITU(POB
nojamnuc, paborata Ha Mpekara, KakTO U Ha KOMITIOTBPA, 3a0€NeKUMO Ce
BJIOIIIABAT.

e [logoOHM cHOOIIEHUS ca YSI3BUMH KbM aTaKd ¢ KPUIITOAHAIN3, Thid KaTO
aTaKyBaIllUTE 3HAST OMPEACICHN YaCTH OT YHCTHS TEKCT Ha ChOOIIEHUETO
npenBaputenHo. [Ipumep 3a mo3Hata YacT Ha CHOOIICHHETO € Temara
(subject) Ha e-mail cboOlIEHHETO, KOSITO € YacT OT 3arjlaBHaTa 4acT
(header) Ha cro01IEHUETO.

Karo mornmenmneM ropnata dYact, mpuKadeHa KbM HUGPOBHUTE MOIMKCH,
Ch3JaJ€HU C M3MO0JI3BaHE Ha KpUOTOrpagus ¢ NPOCTU MyOJMYHH KIFOYOBE,
U3IJIeXkKAA, Y€ ajIrOpUTMUTE 3a IU(PPOBU MOANMHUCU ca Mo-A00pa omnuus. Te3u
AITOPUTMH CBINO ca OazupaHu HA KpunrTorpaduara ¢ MyOJUYHU KITIOYOBE, HO
U3M0JI3BaT Mo-eprKacHM MeToau Kato oOoOmeHms (digests) Ha CHOOIICHHUS.
CpoO011eHus, KOUTO U30JUpaT MUGPOBUTE MOANUCH, OA3UPAHU HA aTOPUTMH,
M3MOJI3BAT YACTHHS KITIOU Ha Ch3JIATelNs, 3a 1a Ch3aAatT IU(poB “oTrneyarsk’’ Ha
nanaute. Ilopagu Mmexanuszma ¢ 00o0OuIeHHME HA CHOOUIEHUS, pa3MepbT Ha
MOJINMca OOMKHOBEHO € MO-MaJIbK OT TO3W Ha IU(POBUTE TOIKICH, Ch3IaBaHH
MI0-PaHo.

OcgeH TOBa 1TU(MPOBUTE MOINKCH, U3TOJI3BAIN 0000IIEHUS Ha ChOOIIECHNS,
MPUYUHSBAT OTHOCHUTEITHO TIO-MaJKO HAaTOBAapBaHE Ha IMPOIIECOPHUTE, Ch3/IaBaT
II0-MajKoO TpadHK M CHIIO TEHEPUPAT KPUIITUPAH TEKCT, KOUTO € OTHOCUTEITHO
MO-MaJIbK Ha pa3Mep.

Haii-mmpoko pasnpocTpaHeHUTE airopuTMu 3a IUGPOBU MOAMHCH Ca
npouecsT 3a udposu noanucu RSA u anroputbMsT 3a nudposu noanucu DSA
(Digital Signature Algorithm).
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0O0001IeHNA HA CHLOOIIICHUSA

O06oOmeHusiTa Ha CHOOIICHHS TeHepupar UUPPOBH 000OIIECHUS Ha
uHpopmalus (IoKyMeHTH U ¢aiioBe, npeaaBaHu oHjaiH). O0oOIIeHUsATa HA
CHOOIIIEHNS ca B MO-TOJIsIMAaTa CH YacT 0a3upaHu Ha Xell PyHKIUU. X e QyHKIUSI
€ MaTeMaTUYECKO U3YUCIICHUE, PUIIOKEHO Ha CHOOIIIEHUETO, 3a J1a C€ TeHepupa
MaJgbK HU3, HapedeH 0000meHne. OO00MEeHNeTO NPECTaBIsABa MBIHUS (haii
WJIA JJOKYMEHT.

JIbJKMHATa Ha €THO 000011IeHHEe Ha ChOOIIeHNE OOMKHOBEHO Baprpa MEXKTY
128 u 160 Ourta. 3a BCEKM JOKYMEHT CE€ Ch3JlaBa YHUKAIHO 0000IleHHE Ha
cboOmeHnero. aeHTHYHNTEe JOKYMEHTH UMAaT eHaKBU 0000IEHUs, HO I0pU U
€IUH OUT OT TEKCT; Jla € pa3JIMueH, MOJTYYEHOTO 0000IIEHHE Ha ChOOIIEHUETO €
pa3NUYHO. YHUKAIHOCTTA HAa 0000IIeHNUATA HA CHOOIIEHUS 3aBUCH OT Ch3AaTesl.
ToBa o3HawaBa, Y€ HMIEHTUYHU JOKYMEHTH CBHIIO MOTAaT Ja MMAT DPa3IHYHU
0000menus. Beuuko 3aBucu OT (yHKIUMUTE 3a O0OOIICHUS HAa CHOOIICHUS,
M3I0JI3BaHU 32 Ch3/IaBAaHETO M.

CpI10 Taka € HEBB3MOKHO JIa C€ Ch3aaaT WACHTHYHU 000OIIEHNS Ha JIBE
Pa3UYHU CHOOIIICHHUS.

Besiko 0600mienne Ha ChOOIIEHHE, CH3AJEHO Ype3 YacTeH KoY, €
YHHKAITHO 33 Ch3JIaTelisi CH U MOXE Ja Ce JCKPUIITHPA CaMO ChC ChOTBETHHSI
myOJuYeH KoY.

OO0o001IeHusITa Ha CHOOIEHUS CE M3IIOJ3BAT 3a€QHO C TEXHOJIOTHUATA HA
MyOJIMYHUTE KIIOYOBE, 3a Ja C€ Ch3aaBaT LUGPOBU MOANMUCUH. Te€ ChIIO ce
M3M0JI3BAT U KaTo IU(poBU “OTneyarbiu’’, 3a Ja MOAAbpPKAT aBTEHTUYHOCTTA,
[EJIOCTTA U MIPU3HABAHETO HA CHOOIICHUSI.

Hpyra BaxxHa ¢yHKIMS Ha 0000IIEHUSITA HA CHOOIIECHUS € Ja MOTBbPIST
[eJI0CTTa Ha UU(POBO MOANMCAHU EJIEKTPOHHU (ailioBe U TOKyMeHTH. Tasu
KOHIICTIIIUS € TTOAPOOHO 00sicHeHa B ceknmsaTa 3a RSA mudpoBure moamucu mo-

J0JTy .

JIBa 4ecTo M3MOI3BaHN aNTOPUTHMa 3a 00001IeHrs Ha choOIeHus ca MDS,
128-6uTtoBc 06001eHNE, pazpaboreHo oT RSA Data Security Inc., u SHA, 160-
6uToBO 0000IIIEHNEe HA ChOOIICHHE, pazpaboTeHo oT HanmoHanHara areHmms 3a
curypHoct B CAIII.
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O6o0menusita Ha cboOuieHust ¢ ¢ynkuus HMAC (Hashed Message
Authenticatication Code) e npyr MexaHH3bM 3a TOJICUTYPsIBaHE Ha IIEJIOCTTA HA
JTOKYMEHTH.

®yuknuata HMAC

Oyuknusara HMAC (Hashed Message Authentication Code) ce usznonsBa 3a
ABTCHTHUKIIMS Ha choOIIeHUs, npeaaBanu no mpexka. HMAC e onucana B RFC
2104 ma Network Working Group na Internet Engineering Task force (IETF).
HMAC MDS5 cbmo usnoi3Ba cTaHAapTHUTE (QYHKIUU 3a 0000IIeHUs Ha
cro0menus, MD5 and SHA.

HMAC e mmpoko n3nonssana ot MHTEPHET TEXHOJIOTMHU, KATO HAIIPUMED
TLS u IPSec nporokosnTe, KaTo CPEACTBO 3a MOTBBPKAABAHE HA LIEJIOCTTA HA
JNAHHU, TIpenaBaHu 1o HecurypHa mpexka. HMAC neictsa ypes3 cb3gaBaHe Ha
0000111eHre Ha CHOOIIEHHE 3a BCEKM OJIOK OT JaHHW. TS M3MOJi3Ba CIydaeH
CUMETpPUYEH KIIIOY, 32 Ja Kpunrtupa 006o0menuara. TallHUAT KITIOY € CIofesieH
MEXAY 3aUHTEPECYBAHUTE CTPAaHU, KAKTO B Cily4yas HAa KPHUITHPAHETO CbC
CUMETPHUYEH KJIto4. KpunTupanure JaHHU ce€ JEKPUNITUPAT ChC CIOEICHUS TaCH
KJIIOY.

EdextuBnoctra Ha HMAC kpuntupaHuTe NaHHU 3aBUCH OT CHUJIaTa Ha
000011IeHHETO Ha CHOOIICHUE, U3M0JI3BAHO B KPUITUPAHETO HA TAHHU, U OT TOBA
KOJIKO CUTYPHO JTaHHUTE ca IpeJaBaHu Mo MpexaTa. TpyaHo € 3a HapyHuTel Ja
ce cnpasu ¢ npenasann HMAC nanHu, 3a110TO TOM HE 3HAE TAWMHUA KIIOY. 3a
paznuka ot uugposure nognucuk HMAC He u3nckBa KOMyHUKUPALIUTE CTPAHU
Ja UMaT MyOJIMYHHA U YACTHU KITIOYOBE.

Crnen kaTo pasriiegaxme 00001IeHHsITa Ha ChOOIIICHUS, HEeKa J1a pa3riie/iame
aNTOPUTMHTE, KOUTO TH M3TOJI3BAT 3a Ch3JaBaHe Ha IU(POBU IO IITHCH.

RSA mndposu nognucu

RSA mudpoBure moamucu H3MONA3BAT YACTEH KIIOY, 3a J1a KPUITHPAT
0000111eHHeTO0 Ha ChoOUIeHHe, KoeTo (opmupa mudposus noanuc. Torasa
UG POBUAT MOJIKUC CE MPUKAYBA KbM OPUTHHATHOTO CHOOIICHHE.
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¢urypa 48 Ilpoyeca na cv3dasane na RSA yugposus noonuc

Beue pasriemaxme kak mudpoBUTE MOANMCH CE KPUIITUPAT M MPUKAYBAT
KbM ChOOIIeHusATa. Ho Kak MOKe TOoJTydaTesaT Ja € CUTYPEeH 3a IIeJIOCTTa Ha
npukadeHus udpos noanuc? Mima Bb3MOKHOCT ChOOIIEHUETO J1a € TIOICTYIIIaHO
0 MpekaTa W Ja € HalpaBeHa MpoMsHa Ha camus udpoB moamuc. 3a aa
YIAOCTOBEPHU CHhABPKAHUETO HA IMTU(PPOBO MOAMUCAHO CHOOIIEHUE, TTOTyqaTeIIsAT
TpsiOBa J]a TeHeprpa HOBO 0000IIIEHNE Ha ChOOIICHHE OT ChOOIIEHUETO, KOETO €
nonyuywi. Toil mpaBu TOBa, KaTo JEKPUNTHUPA TMOIYYEHOTO CHOOIIECHUE C
nyOnudHUS KoY Ha ch3fgatens. Crex ToBa CpaBHSBA JIEKPUIITHPAHOTO
0000I11IeHe C HOBOT€HEpUPAHOTO 0000IIeHNe. AKO JIBETE BEPCHH CH ChBIIQIAT,
IIEJI0OCTTa Ha CHOOIICHUETO € MOTBbPACHA. ABTEHTUYHOCTTA Ha Ch3AaTeIIs ChIIO
ce MOTBBPIKIaBa, 3aIl0TO MyOJIMYHUAT KIIFOY MOJXKE J1a JICKPHIITHpPA CaMO TOBa
CHOOIIEHUE, KOETO € KPUIITUPAHO ChC CHOTBETHUS YaCTEH KJIFOY OT JBOMKATA.

AaropursbMm 3a nudposu noanucu DSA

Jlpyr MexaHu3bM 3a cb3faBaHe Ha nudposu moamnucu e Digital Signature
Algorithm (DSA). DSA e mexanusbMm, aepunupan B crangapra DSS (Digital
Signature Security Standard), npencraBen ot HamumonanHaTa areHuus 3a
curypnoct B CAIIl. DSS ce nmpuema 3a crangapT 3a HudpOBU MOIIMUCH OT
aMEPUKaHCKOTO MPABUTEJICTBO.
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OynknuoHaHocTTa Ha DSA e mono6na Ha RSA. Ho 3a pasnuka ot RSA,
DSA ne xpuntupa 06001IeHHATa HAa ChOOILIECHUS C YacTeH Kitod. BmecTo ToBa
DSA wusmnoin3Ba MareMaTu4ecku (pyHKINY, 3a fa renepupa uudpos noamnuc. Tezu
upoBH MOAMKMCU C€ Ch3JaBaT Upe3 M3MOI3BaHe Ha jABe 160-O0uToBHM uucna,
OPOU3XOXKAAIM OT O000OIEHHEeTO Ha ChOOIIEHHE M 4YacTHUs Kimod. DSA
U3I0J13Ba MyOJIMUYEH KIIIOY, 3a Ja yjaocToBepu noamuca. Ho To3u mporec Ha
MOTBBPKIABAHE € MHOI'O MO-CJIOKEH 0T RSA.

Nmennt ynocroBepsipane

Nwmeiin ynocroBepsiBane (WM Baualvs) € HaAOOp OT TEXHOJOTUH, KOUTO
JIOCTAaBYMIIUTE HA UMEI YCIIYTY U3I0JI3BAT, 3a 1a HOTBBPAT UICHTUYHOCTTA Ha
UMEWI ChpBBpa, M3MPATUI JaJIecHO ChoOIIeHre. OpPUTHHAHUIT MPOTOKOI,
U3I0II3BaH 3a 00MeH Ha choo0menus SMTP (Simple Mail Transfer Protocol) Hsama
noao0Ha GpyHKuroHamHocT. Ch3ajeH e mpe3 aaneunara 1982 r.

I[Be OCHOBHHM TEXHOJIOTHH CE€ M3I0JI3BAT 32 UMEHII YAOCTOBCPABAHC!

e SPF — Sender Policy Framework;
¢ DKIM — DomainKeys Identified Mail.

Kak paGoTu nmeiis y1ocToBepsiBaHeTO?

SPF u DKIM wu3nom3BaT pa3iaudeH MOIXOJ] Ja YIOCTOBEPST IaIeHO
cpobmenne. M nsere m3momsBatr DNS 3ammcu, HO Te ChABpXKAT pa3IuyHA
uHpopmanus. Korato umein cbpBbp MOIyYd ChOOUIEHUE, TOM MPOBEPsIBA TE3U
3amiMcM W Ha Oa3ara Ha pe3yJdTaTuTe, KOWTO TMOJy4Yd, OIpeaess Iaiu
CHOOLIEHUETO € MPATEHO OT JISTUTUMEH CHPBBP WIIH HE.

SPF

SPF DNS 3anucsT chabpka uHpOpMaIus kou uMenn cbpbpu (SMTP)
MOrar Jia u3npaniaT n1ucMma 3a AaJeHo JOMEWH HUMe.

v=spfl a mx include:smtp-spf.someserver.com ~all

ITpu SPF 3amura, Mmorat na ce 3aioxar pazaudau SMTP cbepebpu B DNS
3amuca 0e3 Ja ce Hajara Jia ce MpaBH HEllo MO-CHelHalHo, Ha KOWTO U Ja € OT
Te3u cbpBbpHU. [locneanara yacT ot 3anuca (~all) ykasBa mo kakbB HauMH TpsiOBa
7la ce TpeTupa ChOoOILEeHUE, TOIYYCHO OT ChPBBP, KOMTO HE € CIIOMEHAT B 3aIuca.
B mpumepnus 3ammc, “~all” o3nauaBa “SOFTFAIL®. C apyru nymu, mogo0HO
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choOIIeHHe Ie ObJe MapKUpPaHO KaTO HEYJOCTOBEPEHO, HO HsMa Ja Oble
OTXBBPJICHO. 32 OTXBBPJISHETO MYy, MOXKE J1a C€ M3MOJ3Ba ,,-all”.

Hey, I'm server 1.2.3.4,
sending a message for

Y :
. Deliver

NO

domain.com

Sending Mail Server E— Recipient Mail Server

Hey, is 1.2.34 Yes/No
allowed to send mail

for domain.com?

DNS Server for

domain.com

¢urypa 49 Cxema na npoyec no SPF éanudayus

SPF 3amuTaTta paboTu caMo, ako MOJydYaBallusaT ChPBbP MpPaBU IPOBEpKa
3a SPF wumeiin yaocroBepsiBane. Korato chpBBpBT NOJy4YH CHOOIIEHUE,
mpoBepsiBa nanu [P agpechT Ha m3mpamanus chpBbp € m30poeH B SPF DNS
3amuca Ha IOMEWH MMeTO Ha usnpamada. Cropen pe3yJitata i HaCTpOMKaTa Kak
Ja ce Tpetupa nmoaodHo chobuieHue (~all, HanmpuMep), CHPBBPHT peliaBa Jaiu
ChOOIIEHNETO J1a ObJie JOCTAaBEHO HOPMAJIHO, OTXBBPJIEHO, WM JOCTABEHO U
MapKUPaHO KaTo CIaMm.

DKIM / DomainKeys

DKIM (DomainKeys Identified Mail) 3ammrara wusnons3sa mnyOiudueH
Kpunrorpadcku K4, ¢ KOUTO ChOOIIEHUATA Ce€ MOJnucBar. Beceku ChpBBHD,
OTOpH3HUpaH Ja M3Mpaiia ChOOIICHUs, TPsAOBa Ja MOJMHCBA CHOOIICHHUATA C
gacTeH Kitou (private key). To3u k04 mMa yHUKaJIEH ChOTBETCTBAII MyOIMYCH
kimou (public key), xoiito ce mybomukyBa B DKIM DNS 3ammca. Wmeiin
ChPBBPHUTE, KOUTO MOTYyYaT JaACHO ChOOIICHUE, U3ITOI3BAT TO3H ITyOJIMYEH KITFOU
Ja TPOBEPAT aBTCHTHUYHOCTTA HA CHOOIIEHHWETO (ThH KaTO caMO OTOPHU3UPAHH
ChPBBPU UMAT MIPABUITHHS YaCTEH KIIFOY OT IBOMKATa KIFOYOBE).

[Tpumepen DKIM 3anuc:

v=DKIM1l; k=rsa;
p=MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQKBgGQODTYf0C/D2g0vFG] YWb5gz2Z2WDnBH
1g++1iHkCyQlupCSokENUDAGRfAIWrWlM1Ge6dbZoI5RPzChmKe 7PMgZf7£zj0+dvn6VP
//r/+czZdenmMh65¢cN/iwwl7ncP6rngI8B4cfmgPfjU0eY46F511mThvAQ4TLv]) 7Hanbg
MZrG5FzwIDAQAB
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Match :
for domain.com signed with Deliver

(Hey, I'm sending a message
this private key

Sending Mail

Server Server

Fail

Reject

Recipient Mail

[ p ] Hey, | need domain.com’s :
Private kez ‘ DKIM public key? ? Public key

X DNS Server for
Certificate Store

domain.com

¢urypa 50 Cxema Ha npoyec no DKIM sarudayus

N3non3Banero Ha DKIM 3amura npeamonara, 4e CbpBbpbT, KOUTO HOJIyYHU
CHOOIIEHHE, I1I€ MPOBEPH HETOBaTa aBTEHTHMYHOCT. AKO MOJI00HA MpOBEpKa €
IIyCHAaTa, NOJIy4aBallUiAT CBbPBBP L€ NPOBEPU T.HAP. HMENT XEAbpPU Ha
CHOOIIEHUETO U Iie TW cpaBHU ¢ myOnumunus kitod B DKIM DNS 3amumca 3a
IoMeiiHa. AKO ChOOIIEHHETO HE MUHE Ta3u MPOBEpPKa YCIELIHO, TO IIe ObAae
TPETUPAHO CIOPE]] HACTPOUKHUTE HAa CHPBBPA 32 MOI00CH CITydaid.

DMARC (Domain-based Message Authentication, Reporting and
Conformance)

ToBa e MpoeKT 3a MPOTUBOICHCTBUE HA CITaM U K3MAaMHU UMEIIT ChOOIIICHUS.
B paspaboTkaTta ¥ UMIJIEMEHTHPAHETO HA TEXHOJOTHUSATA B3EMAT y4acTHE
komnanun kato AOL, Google, Hotmail, Yahoo! Mail, PayPal, Facebook,
LinkedIn u apyru.

[IpoekThT € npencraBeH 3a npbB BT npe3 ssHyapu 2012 r. B pamkure Ha
cnenpamara egHa rogrnaa, DMARC ce pasnpoctupa u umimementrapa a0 60% ot
MMENJI YCITyTUTE MPEJIaraliy c€ B HUHTEpHET.

DMARC e HOBa TE€XHOJIOTHS 3a 3alliTa OT CIIaM, KOSITO M3II0JI3Ba 32 OCHOBA
BEUe CHIIECTBYBAIMTE MEXaHU3MHU 3a BAJIUIUPAHE HA UMEIT choOIeHusTa - SPF
u DKIM. DMARC nHaarpaxnaa Ta3u OCHOBA C JIB€ 3HAYUTEIHA Bb3MOXKHOCTH:

e oOpatHa Bpb3Ka moja (opmaTa Ha JOKJIaJ, TEHEpUpaH OT MOJTydaTes,
ChABPKAI MOAPOOHOCTH 32 MOTYUYEHOTO UMEIIT CHOOIIICHUE;

® KOHTPOJI BbPXY Chj0aTa Ha HEBATUIAUPAHUTE MMEWU CHOOIIEHUS - Ja ce
MapKupaT Karo cliaM WM JUPEKTHO Ja Ce OTXBBPJAT OIIe Mpeau Ja
CTHTHAT TPH TOJTydaTelIs.
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C nokmamute (DMARC reports), reHepupanu ¢ U3NpaliaHd  OT
MOJIy4YaTeJIUTe, MOKE Jla C€ YCTAaHOBHM Jajdu JOMEWH HMMETO CE€ M3I0J3Ba 3a
u3npamiaHe Ha H3MaMHM UMEWn choOmeHuss. KoHTponbT, mpuiiarad dpes
MPEBAPUTEIIHO TMOCOYEHU MOJUTUKHU, YKa3Ba 3a BCEKM HMEWI, KOUTO HE €
OpeMUHaN YCMEIIHO BaJWJalMATa, Jalu Ja ObJe MapKUpaH Karo ClaMm OT
MOJTydaTes Ui 1a ObJie OTXBBPIICH, 0€3 Aa JoCTUTa JI0 BXOASIIATA MOIIa.

[Ipu aktuBupanero Ha DMARC 3a najeH 1oMeliH mbpBO € He0OX0AUMO Ja
ce no6asu SPF u DKIM wumeiin unentudukanus. Crnen topa, ce godas TXT
3anmuc B DNS 30nara 3a npomeitHa. PesynrarsT € aktuBupan DMARC u
MOJy4YaBAHE HA JTOKJIA/IH.

[TIpumepen DMARC TXT 3amnuc:

_dmarc.mydomain.com "v=DMARC1; p=none; rua=mailto:dmarcreports@mydomain.com;"
v= BepcuaTa Ha DMARC
P= IIOJIMTVKATa 3ad KOHTPOJI Ha HeBaJIMIMPaHUTE UMEeNIn

rua= MMeWs agpecsT, Ha KOMTO lle IoJiydaBaTe OOoKJIaIuTe

OOUKHOBEHO 32 Ch3/aBaHeTO Ha MbjieH U KopekTeH DMARC TXT 3anuc 3a
noMeiiH, ce u3non3BaT nactpymentd kato DMARC Record Assistant.

DMARC npoknaau iie ObaaT U3MpaiiaHu oOT MoJdydaTesuTe, caMo ako KbM
TEXHMS BXOJIAIl UMENIT ChPBBD ChINO € umimieMenTupan DMARC.

DMARC noJurTuku

B DMARC 3anuca ce cbabpxkat HikoJko DMARC Ttara (mapametpu). Enun
OT TsX (p=) onpezaes KakBO 1Ie C€ CIyYr Ha BCAKO TUCMO, KOETO HE € MPEMUHAJIO
ycnemino DMARC BanuaupaHeTo mpu nojryyaTess.

N360pbT € MKy TpU BH3MOXKHU MOJIUTUKHN (MHCTPYKIIUN):

® P=NONE - peXUM MOHUTOPHHT; BBPXY HEBATUIUPAHUTEC MMEIHIH HE ce
npuJiara HUKaKBO JICHCTBHCE;

e p=quarantine - HeBaJIMIUPAHUTEC UMEIIIH JIa CE MAPKUPAT KaTO M3MaMHHU
(momanar B mamnka Junk, Spam);

e p=reject - HeBAIMAMPAHUTE UMEHIIH Ce OJOKUPAT M OTXBBPJIAT MPEIU Ja
MOTIATHAT BHB BXOIAIIATA KyTHS Ha TIOTydaTens .

174



DMARC nonutukara, 3amanena B TXT 3ammca, 11e ce NpUI0XKH, KOTaTo
HAKOM MOJIyYM UMENJI, B KOMTO BalIUAT JOMEMH € MOCOYEH 3a M3Ipaliay, HO
PEATHO UMEWITBT € U3MPATEH OT HEOTOPU3UPAH MEIIT ChbPBBP.

Ha 6a3a momyuenurte moxiaam u pesyaratute ot Tsax, DMARC 3amuraTa
MOJK€ J1a TPEMUHE KbM MO-CTPOTa MOJTUTHKA.

DMARC noxkiaau (panoprtu)

DMARC nokianure mpeAcTaBiIsIBaT TEKCTOBHU (aitioBe BbB dopmat .Xml,
KOUTO CE€ TEHEPUPAT U U3NpamiaT OT MEWJI CbpBbpa Ha MOTy4aTesl.

3a 00paboTka W aHaIu3 Ha TE3U JOKIAIU € HEOOXOIUM IOIXOISII]
UHCTPYMEHT, KOWTO 1a mpepabotu .xml naHHute B pazdbupaem ¢dopmar,
Hanpumep: DMARC XML-to-Human Converter.
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